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Homunanusa:

IIpoekT roga B o0JiacTu KayecTsa

Peasmm3anus npoekra
Hauano npoekra - 2018

Oxkonuanune poekta — 2022 (yrBepxkaenue EBpazuiickoit Oxkonomuueckoi Komuccueit)

1. Onucanue NpoeKTa.

PykoBonctBO «lle0CTHOCTh NaHHBIX W BAIHMIAIUS KOMIBIOTEPU3UPOBAHHBIX CHCTEM» pa3padOTaHO
criennanuctamMu  DepepanbHOTO  OIOHKETHOTO  yupexaeHus  «l oCylapCTBEHHBIH  WHCTUTYT
JEKAPCTBEHHBIX CPEACTB M HAJUIKAIIMX MpakTUK» W EBpasuiickoro otaenenuss ISPE npu
uH(popMallMoOHHOH noaep ke crennaniuctoB koMmnanuu PQE (Uranus). B aBTopckuii KOIEKTUB BOLUIN:
B.H. lllecrakos, H.H. Yanosa, T.B. Huxonko, 1.B. ®anskosckuii, H.B. Apxunosa, M.M. Cotraesa, B.B.
INopsiukun, C.B. Opnos, B.A. Opinos, [xunbaa 1’ Uaueptu, Janmno Hepu u FO.A. Cannnep.

PyxoBozacTBo npuHsATO padoueil rpynnoii EBpasuiickoii 5KOHOMHUYECKO KOMHCCHU 110 (POPMUPOBAHUIO
o0LIMX MOJIXOJOB K PEryJMpoBaHMIO OOpalleHHsl JEeKapCTBEHHBIX CPEICTB B paMkax EBpasuiickoro
HSKOHOMHYECKOT'O COX03a.

[{enocTHOCTh JaHHBIX ONPENEIAETCS KaK «CTENEHb OJHOTHI, TOCIEI0BATEIBHOCTH U TOYHOCTH JAHHBIX
Ha NPOTSDKEHMM BCETO JKU3HEHHOI'O LMKIA JAaHHBIX», W HMEET OCHOBOIOJAraroliee 3HAYCHHE B
(bapMarieBTUYECKOI CUCTEME KauecTBa, KOTopas 0o0ecreynBaeT He0OX0IMMOEe KauyeCcTBO JIEKAPCTBEHHBIX

cpenctB. Henammexanue mMeTonpl oOecrieueHus METOCTHOCTH JTaHHBIX M MX YSI3BUMOCTH IOJPBHIBAIOT
Ctp. 1 un3 3
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KauyeCTBO 3aIllMCeH U B KOHEYHOM CUETE MOTYT KOMIIPOMCTUPOBATH KAYCCTBO JICKAPCTBCHHLIX CPCACTB.

2. Heab npoekra.

OQ0001IeHHEe ¥ TAPMOHN3ANNS JVYIINX MEKIVHAPOIHLIX NPAKTHK B 00J1ACTH IEJOCTHOCTH TAHHLIX
M BATHIAINHA KOMILIOTEPU3NPOBAHHLIX CHCTEM HA PYCCKOM S3BLIKE.

PykoBoacTBo pazpabortano ¢ menbto pazButus I[IpaBun GMP EBpa3zuiickoro sKOHOMHYECKOTO COM03a,
yrBepkaeHHbIX Pemennem CoBera EBpa3zuiickoii sSkoHOMU4ecKoil komuccuu ot 3 HostOpst 2016 1. Ne 77
1, o MHeHHIO pabouux rpynn EDK u EBpasuiickoro ornenenus ISPE, obecnieunr:

e 5hQPEeKTUBHOCTh MHCHEKIHMOHHBIX IPOLECCOB OLEHKHM COOTBETCTBHUS (papMaleBTUYECKUX
npousBoauTeneii TpeboBanusM GxP, OCHOBaHHYI0 Ha JIOCTOBEPHOCTH IPEAOCTABISEMBIX
JIOKYMEHTOB, 1 B KOHEYHOM CYETE, Ha LIEJIOCTHOCTH UCXOAHBIX JAHHBIX.

® MIPCAOCTABJICHHUC KOHCOJIMAWUPOBAHHLIX, HAlJISAAHBIX peKOMeHI[aI_[I/Iﬁ peryiimpyemMblM KOMIIAHUSAM
10 PHUCK-OPUCHTUPOBAHHBIM CTPATCTUAM KOHTPOJIsI, Ha OCHOBC BbIIIOJHCHUA Tp€6OBaHPII>'I K
HECJIOCTHOCTH U HAACKHOCTHU JaHHBIX B KOHTCKCTC COBPCMCHHBIX OTPACJ/ICBbIX ITPAKTHUK.

® MOICPKKY d(PPEKTUBHOMY BHEIPECHUIO 3JIEMEHTOB IIEJIOCTHOCTH JIaHHBIX B IJIAHUPOBAHUE U
npoBeaeHue npoiecca kpanupukanuu GXxP-KpUTHYHBIX TOCTABUIUKOB.

e [lomonHeHue npoueaypHoii 0a3bl, COOTBETCTBYIOIIECH HOPMATUBHBIM TPEOOBAHUSM K YIIPABICHHUIO
KOMITHIOTEPU3UPOBAHHBIMU CUCTEMaMU, W3JIOKEHHBIM B mpwioxeHuu 11 k IlpaBunam GMP
EADC (Pemenne Copera EBpasuiickoil skoHoMuueckoi komuccuu oT 3 Hosa0pst 2016 1. Ne 77.)

3. IlegeBasi ayiuTOpHsl.

Opranuzanuy, y4acTBYIOLIME B 000pOTE JIEKApPCTBEHHBIX CPEJCTB Ha TEPPUTOpHUH cTpaH-useHoB EADC
HE 3aBUCHMO OT ()OpMbI COOCTBEHHOCTH, B T.4. HAallMOHAJbHBbIE U HaJHAIIMOHAJIbHBIE PETYISTOPSI,
pa3paboTuuKy, 1a00paTOpUn, MPOU3BOJUTENN U TUCTPUOBIOTOPSI.

PykoBo/icTBO MOXET OBITh HCIOJNB30BAaHO B pa3iMyHbIX cdepax Hamnexamux npaktuk (GxP):
JTUCTPUOBIOTOPCKOM, KIIMHUUECKOH, JTabopaTOPHON U HaJyIeKalled MPakTUKU (papMaKOHaA30pa, a TaKxkKe
B UHBIX CMEXHBIX cdepax — Hampumep, B ACATEIbHOCTH JabOpaTOpHil MO KOHTPOJIK KadecTBa
JICKApCTBCHHLIX CPCACTB.

4. MexaHusMbl peajJgu3anuu.

PykoBoicTBO OBLIIO 1OCTYNHO AJ1s IMpokoi ayauTopun ¢ 2018r Ha caiite «I'ocy1apcTBEHHOTO HHCTUTYTA
JIEKapCTBEHHBIX CPEJCTB M HAJUIEKAIUX IPAKTUK» MuHIIpoMmTopra Poccuu 1 nCnosbp30Baaoch B KAUECTBE
pexomennauui, B 2022 rony yreepxxaeHo EBpazuiickoit OkoHomuueckoi Komuccuen.

5. Maciurad npoeKTa.

[Tonoxenus PYKOBOJICTBa NPpUMCHUMBI B paBHOﬁ CTCIICHU K AJAaHHBIM Ha 6yMa)KHBIX N 3JICKTPOHHBIX
HOCHUTCIIIX, TCHCPUPYCMBIM HJIM HCIIOJIB3YEMbIM B paMKax 000r0 rnpormnecca, CIIOCOOHOTO OKa3aTh
INOTCHIIMAJIBHOC BO3)I€I\/'ICTBI/IG Ha 0€30I1acHOCTh MAaIMEHTOB U KAY€CTBO MPOAYKIIWMH HAa Pa3JIMYHBIX 3TaIlax
JKH3HCHHOI'O IIUKJIa JIC.

PekoMenganuu U MeTOnbl, NPUBEJICHHBIE B JaHHOM PYKOBOJCTBE, OTPa)KalOT OCHOBHBIE IOJOXKEHMUS,
U3JI0KEHHBIE B NPU3HAHHBIX Ha MEXIYHApOJHOM YpPOBHE PYKOBOJCTBax, BeimymeHHbIX PIC/S, BO3,
MHRA, ISPE, PDA.

Ctp. 2un3 3
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6. Pe3yabTaT NpoeKTAa, NJOCTHKEHME IEeJIH.

IToBbiieHne 3((HEeKTUBHOCTH HMHCIEKLIHMOHHBIX INPOLIECCOB OLIEHKU COOTBETCTBUS (papMalleBTUYECKHX
IpOU3BOAUTENCH  TpeOOBaHUAM  HaJUIeKallell MPOW3BOJCTBEHHOH TNPAaKTUKW, OCHOBAaHHYIO Ha
JOCTOBEPHOCTH MPEIOCTABISEMbIX TJOKYMEHTOB, U B KOHEYHOM CUETE, Ha LIEJIOCTHOCTH UCXOAHBIX JaHHbIX.

["apaHTHs BBICOKOTO Ka4eCTBa MPOYKIIMU OT CEPHHU K CEpHH O1aroaapsi MPUHATUIO PEILICHU Ha OCHOBAaHUU
JAHHBIX, CO3JABAaEMbIX U IOAACPKUBAEMBIX KaK €IUHOE LEJI0€ B TEUCHHE BCErO YXU3HEHHOIO LUKIIA
MIPOAYKLIMH, ITO3BOJIAIOIIUX IIPOCIEAUTH BCE ACUCTBUSA, IPEAIIPUHATIC B OTHOILIEHUH IPOAYKIIVH.

Ctp. 313 3



PYKOBOJICTBO

HeJIOCTHOCTI) AAaHHBIX U BaJIHJIaUA KOMIILIOTEPU3UPOBAHHBIX CUCTEM.

Hacrosimee PykoBomcTtBo  paspaborano — crenuanucramMu  DenepanbHOro  OFOJHKETHOTO

yupexeHus «l'ocynapcTBeHHbIH HHCTUTYT JIEKAPCTBEHHBIX CPEACTB U HAAJICKAIINX MTPAKTHK» U
EBpaswmiickoro otnenenus ISPE nmpu mHpopManmoHHOW MOAAEpKKE CHEIUATMCTOB KOMIIAHUU
PQE (Utanus).

Bbaarogapuoctu

Hacrosimee PykoBoacTBo ObLIO pa3paboTaHO aBTOPCKMM KOJJIEKTMBOM B cocraBe: B.H.
[llecrakoB, H.H. Yanosa, T.B. Hukonko, N.B. ®anskoBckuii, H.B. Apxunosa, M.M. Corraesa,
B.B. I'opstukun, C.B. Opnos, B.A. Opnos, /Lxunsaa n1” Unueptu, Januno Hepu u FO.A. Cananep.
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[.  OBIIME ITIOJIOXXEHUA

1. BBEJIEHHE.

B nenax obGecrieueHuss 0€30MacHOCTH MNAIMEHTOB M KadecTBa JIEKAPCTBEHHOM NPOIYKIIMU
Pemenuem Ne77 CoBera EBpasmiickoit skoHOMH4eckoit komuccuu 3 HosiOpst 2016 1. Obun
yrBepkaeHsl  [IpaBuiia  Hammexamed  IOPOW3BOACTBEHHOM — INPakTUKUM  EBpasuiickoro
HKOHOMHMUYECKOTO CO03a. YKa3aHHBIA JIOKYMEHT YCTaHaBIMBAeT TPEeOOBaHUS K OpraHU3alUu
IIPOU3BOJICTBA U KOHTPOJISI KAYECTBA JIEKAPCTBEHHBIX CPEJICTB AJI MEAUIIMHCKOIO IPUMEHEHNUS U
BETEpUHAPHOTO NPUMEHEHHUS C TeM, YTOObI MPOU3BOAUTENIM MOIJM TapaHTHPOBATH BBICOKOE
KaueCTBO NPOAYKIHH OT CepUM K cepud. I[IpuHATHE pElIeHuil NOJKHO OCHOBBIBATHCA HA
pEryJIupyeMbIX JaHHBIX, CO3JaBAEMbIX U MOIEPKUBAEMBIX KaK €IMHOE LIEJIO€ B TEYEHUE BCETO
JKU3HEHHOTO ILMKJIAa MPOAYKIMHM TakK, 4YTOOBI CYHIECTBOBajla BO3MOKHOCTb IPOCIEAUTH BCE
MPENNPUHSTHIE IeUCTBUS B OTHOIIEHUN MTPOIYKIIUH.

VYrpagneHue peryiupyeMbIMU JaHHBIMUA Pa3BUBAJIOCH B MOCJEAHEE JECATUIIETUE B COOTBETCTBUH
C TIPOAOKAIOIIUMCS PA3BUTHEM BCIIOMOTATENbHBIX TEXHOJIOTHH (TaKUX, KaK YBEIHMYUBAIOIIEECS
UCIIONIb30BaHUE DIJIGKTPOHHOTO cOOpa JaHHBIX, aBTOMATH3AlMsl CHCTEM W HCIOJb30BaHUE
TUCTAHIIMOHHBIX TEXHOJIOTHIA) U BO3POCIICH CII0)KHOCTBHIO LIEMH MOCTABOK M CIOCOO0B pabOTHhI
(Hampumep, 4Yepe3 MOCTABMIMKOB yCiyr). CHUCTEMBI, TOAIEPKUBAIONINE dTH METOABI pabOTHI,
MOTYT HCITIOJIb30BaTh KaK PY4YHBIE MPOIECChl C OyMa)XHBIMH 3alUCSIMH, TaK U TOJHOCTHIO
KOMIThIOTEPU3UPOBAHHBIE CHCTEMBI.



B npunoxenun 11 k [lpaBunaM Haayexamield MPOWU3BOJICTBEHHOW IPAKTHUKU OINPEAEIAIOTCS
HOpMAaTUBHBIE TpeOoBaHMs K KpuTudeckuMm 3amucsim GMP, ympaBiseMblM C HOMOIIBIO
KOMITBIOTEPU3UPOBAHHBIX CHUCTEM: ATH TpeOOBaHMS B KOHEYHOM CUETE HAIpaBJCHbl Ha
o0OecrieyeHrne LENOCTHOCTH 3THX JaHHBIX, YIPABISEMBIX C MOMOULIbIO aBTOMATH3UPOBAHHBIX
CUCTEM.

HpI/IHHI/IHBI OCJI0CTHOCTHU JaHHBIX B paBHOﬁ CTCIICHHU IMPUMCHUMBI Kak K HC
KOMIIBIOTCPU3UPOBAHHBIM, TaK W KOMIIBIOTCPU3UPOBAHHBIM CHUCTEMaM W HC JOJIKHBI
OI'paHU4YMBAThb pa3pa60TI<y HJIM BHCAPCHNUC HOBBIX KOHHeHHI/Iﬁ HJIM TEXHOJIOTHH.

[lenocTHOCT TaHHBIX OIPENEINAeTCs] KaK «CTENEeHb MOJTHOTHI, OCIEI0BATENbHOCTH U TOYHOCTU
JaHHBIX Ha NPOTSKEHMM BCErO >KM3HEHHOTO LMKJA JAaHHBIX», W MMEET OCHOBOIIOJArarolee
3HaueHHe B (apMaleBTUYECKOM CHCTEME KadecTBa, KOTOpas oOecleunBaeT HEoO0XOIUMOoe
Ka4ecTBO JICKApCTBEHHBIX CpelCcTB. HeHamnexamue MeToabl 00ecreueHus! IeTI0OCTHOCTH TaHHBIX
U MX YSI3BUMOCTb MOJPBIBAIOT KaYECTBO 3aMUCEH U B KOHEUHOM CUETE MOTYT KOMIIPOMETHUPOBATh
Ka4yeCTBO JICKapCTBEHHBIX CPEJCTB.

HCHOCTHOCTB AAaHHBIX TIPUMCHHMA KO BCCM JJICMCHTAM CHCTCMBI YIIPABJICHUA KAa4YC€CTBOM, U
H3JIOKCHHBIC B HACTOALIECM JOKYMCHTC IPHUHIUIIBI B paBHOﬁ CTCIICHU NIPUMCHUMBI K NAaHHLIM,
MOJIy4a€MbIM C ITIOMOMIBIO 3JICKTPOHHBIX U 6YMa)KHbIX CHUCTEM, OTH JaHHBIC JOJIXKHBI OLICHUBATbhCA
Ha MpPpEAMCT BbISABJICHUA HOTeHHHaJII)HOfI YA3BUMOCTU W HNPUHATUA MCP 110 pa3pa60TKe n
BHCOPCHUIO Hazlnencameﬁ MPAaKTUKHU YIIPABJIICHUA OAHHBIMU B LCJIAX oOecreyeHnsT HX
OCJIOCTHOCTH.

Mepsl, paccMaTpuBaeMbIe B HACTOSIIIEM PYKOBOJICTBE, OPUESHTUPOBAHBI Ha TO, YTOOBI 00ECTICYHTh
3¢ (HEeKTUBHOCTh MHCIEKIIMOHHBIX MPOLIECCOB OIEHKH COOTBETCTBHS (hapMaleBTHUECKHUX
MpoU3BOIUTENEH TpeOOBaHUAM HaJUIekKalled MPOU3BOJICTBEHHOW MPAKTHKH, OCHOBAHHYIO Ha
JIOCTOBEPHOCTHU IIPEAOCTABISAEMBIX JIOKYMEHTOB, U B KOHEUHOM CYETE, HA [[EJIOCTHOCTH UCXOIHBIX
JaHHBIX. /171 MHCIEKIIMOHHOTO MpoIiecca KpaitHe BayKHO, YTOOBI HHCTIEKTOPBI MOTJIH OTPEAeIsATh
Y B MOJIHOM MEpe MoJIararbCsi Ha TOYHOCTh M MOJHOTY NPEACTABISAEMBIX UM JOKA3aTEIbCTB U
JIOKYMEHTAIWH.

OTO pYKOBOJCTBO HAIpPAaBICHO HA HCHOJIb30BAHUE PUCK-OPUEHTHPOBAHHOIO MOJAXOAA K
YIPaBICHUIO JTaHHBIMU, KOTOPbII BKIIIOYAET PUCK, KPUTUUYHOCTb U KU3HEHHBIA IMKJ JaHHBIX.
[Tonp3oBaTensiM JaHHOIO PYKOBOJCTBO HEOOXOJMMO IMOHMMATh YIpPaBIEHHE IAaHHBIMHU (Kak
KU3HEHHBIH IIUKIT), YTOOBI MIEHTU()ULIMPOBATH JaHHbIE, OKa3bIBAIOIINE HANOOJIbILIEE BIUSHUE HAa
GMP nponeccel. Mcxoas U3 3TOro, MOXHO ONPEAETUTh U BHEAPUTH Hanbosee d3pPeKTUBHBIN U
JeCTBEHHBIN KOHTPOJIb, OCHOBAHHBINA Ha OILIEHKE PUCKOB, U 0030p JaHHBIX.

Pexomenganuu u MeTOIbl, NPUBEACHHBIE B JAHHOM PYKOBOJCTBE, OTPaXatOT OCHOBHBIE
MOJIOKEHHUS, W3JIOKEHHBIE B TPU3HAHHBIX HA MEXIYHAPOJAHOM YPOBHE PYKOBOJICTBAX,
BeimymeHabx PIC/S, BO3, MHRA, ISPE, PDA.

PykoBOACTBO HE OMUCHIBAECT KaXKIbIi CUEHAPUM, IOITOMY B TE€X CIydasX, KOTr/Ja MPUMEHIEMbIi
MOJXO0Jl OTJIMYAETCS OT ONHCAHHOTO B JAaHHOM JOKYMEHTE, CIeAyeT pPYKOBOJCTBOBAThHCS
MCTOHOJIOTUYCCKUMHU PCKOMCHAAIUAM, pa3pa6OTaHHBIM KOMIICTCHTHBIMU  OpraHu3alusIMU,
YKa3aHHBIMH BHIIIIE, MO0 00pamarbcs 3a KOHCYIbTAIlMEHl B COOTBETCTBYIOUINE PETYISTOPHBIC
OpraHbl.

II.  OBJIACTb IIPUMEHEHW



2. HABHAYEHME.

JlaHHOE PYKOBOJICTBO OPUEHTHPOBAHO Ha CO3JaHUE MpoIlecca, 00bETUHSIONIETO PAIIMOHATBHYIO
OpPraHU3aIlMOHHYIO0 TPAKTHKY, 3()(eKTHBHBIC MPOIECCH, OCHOBAaHHBIE HA OIICHKE PHCKOB, U
coOIOZICHIE HOPMATUBHBIX TPEOOBAaHUH ISl 00ECTIEUCHHS IISIIOCTHOCTH TEX 3aIHCceld, KOTOPhIe
MOTYT OKa3aTh MOTCHIIMATLHOE BIUSHUE HA 0€30MaCHOCTh MAIIMEHTOB ¥ KAY€CTBO MPOIYKIIUH.

[TockonbKy LETOCTHOCTh JAHHBIX MPUMEHHMA KO BCEM OJJIEMEHTaM CHUCTEMbl YIIpaBJICHUS
KaueCTBOM, PYKOBOJICTBO OPUEHTUPOBAHO Ha OIPEIENICHNUE OKUJAHUN B OTHOIIICHUH BaXKHEUIIINX
3arucel, ynpaBisieMbIX € TOMOUIbIO O yMa)KHBIX JOKYMEHTOB U KOMITBIOTEPU3UPOBAHHBIX CHCTEM,
U c(pOKyCHpOBaHO Ha TPEOOBAHUAX K BaJUAALMU KOMITBIOTEPU3UPOBAHHBIX CUCTEM, UTO SIBIISETCS
KITIOYEBBIM TpeOOBaHUEM JIJIs1 OOECTieueHus! IIEJIOCTHOCTH 3aIUCEH.

HCJ'II/I HaACTOAIICTO PYKOBOJCTBA:

o [lommepxka Tpu TpOBEepKe OOECIEUYCHUsI IIETOCTHOCTH JaHHBIX Ha COOTBETCTBHE
TpeboBanusim GMP.

e [IpenocraBneHue KOHCOJIMAMPOBAHHBIX, HAIJAAHBIX PEKOMEHIALMN PETYIMPYEMBIM
KOMIIAHMSM II0 PUCK-OPUEHTUPOBAHHBIM CTPATErWsIM KOHTPOJIA, KOTOPBIE IIO3BOJISIOT
peanan30BaTh CYLIECTBYIOIIME TPeOOBaHUS K LEJIOCTHOCTH W HA/JEKHOCTH JAaHHBIX B
KOHTEKCTE COBPEMEHHBIX OTPACIIEBBIX MPAKTHK U INI00ATN30BaHHBIX LIeNel NOCTaBOK.

e CnocobcTtBoBaTh A(G(HEKTHBHOMY BHEIPCHHIO JJIEMEHTOB IIEJIOCTHOCTH JAHHBIX B
IUTAHUPOBAHKE U MPOBEJICHUE TIporiecca kBamupukanun GMP-KpUTHYHBIX TOCTABITUKOB.

e Ompenenuts MPOLEAYPHYIO 0a3y, COOTBETCTBYIOIIYI0 HOPMATHBHBIM TPEOOBAHHSIM K
YIPABJICHUIO KOMITBIOTEPU3NPOBAHHBIMH CUCTEMaMH, U3JIOKEHHBIM B Mpuioxkenuu 11 k
[IpaBunam HajieKaliel MpPOU3BOJACTBEHHOW NMPAKTUKH EBpa3MiicKOro SKOHOMHUYECKOTO
coro3a, yrBepk1eHHbIM Pemiennem CoBeta EBpa3uiickoil SKOHOMUYECKONH KOMHUCCHH OT 3
HOs10pst 2016 1. Ne 77.

3. OBJIACTHb IPUMEHEHUA

OTOT AOKYMEHT MpHUMEHSIETCd K 3alucsM, T€HEPUPYEMbIM, MOAJEPKUBAEMbIM B padoyem
COCTOSTHUM W/WIM XPaHUMbIM BpPYUYHYIO WM DJIEKTPOHHBIM CIIOCOOOM, OT CO3/JaHUS 10
apxuBupoBaHus, g nogaepxkanuss GMP mpoieccoB, ucnonb3yeMbix (apMaleBTHUECKUMU
KOMITAHUSIMU JUUISl TapaHTUPOBAHMS UMM BBICOKOTO Ka4eCTBa MPOU3BOIMMOM MPOAYKIUHU OT CEpUHN
K CEpHUH.

Tpe6OBaHI/I$I K OEJIOCTHOCTHU HAHHBIX, U3JIOKCHHLIC B HACTOAIICM PYKOBOACTBE, IPUMCHUMBI B
paBHOﬁ CTCIICHU K «6YMa)KHBIM» H 3JICKTPOHHBIM JaHHBIM, TCHECPUPYCMBIM HUJIN HUCIIOJIb3YCMbIM
B paMKax 11000r0 npomnecca, CIIOCOOHOTO OKa3aTh MOTEHIIMAIbHOE BO3/ICHICTBUE Ha 0e30IMacHOCTh
ManuCeHTOB U KaUYCCTBO IMMPOAYKIMU HA PA3JIMYHBIX dTaIllaX ec MMPOU3BOACTBA U ,I[I/ICTpI/I6y1_[I/II/I.

B cnywyae mnepemaum OIHOTO M3 KPUTHYECKHX IIPOLECCOB HA ayTCOPCHUHI, OpraHM3allus,
nepenaronasi paboTy, HeCeT OTBETCTBEHHOCTb 3a L[EIOCTHOCTh BCEX COOOIAEMBIX PE3yJbTATOB,
BKJIFOYAs PE3yNbTaThl, MPEJACTABICHHBIC JIIOOOM ayTCOPCHMHTOBOM OpTaHM3allued WK
MOCTABIIUKOM ycIIyT (cM. pazaen 10).

B cnyudae, ecinu periiaMeHTUpPYIOLIME JaHHBIE CO3/Ial0TCS, YIPABISIOTCS U BEAYTCS C OMOLIbIO
AIIEKTPOHHBIX 3alHCEH, CBS3aHHAs C O3TUM LEJIOCTHOCTh OOECIEYMBACTCS COOTBETCTBYIOIICH
KOMITbIOTEPU3UPOBAaHHOM cucTemoil. Kak criencrBue, 3T0 pyKOBOACTBO MPUMEHSIETCS KO BCEM



KOMITBIOTEPU3UPOBAHHBIM CHCTEMaM, CIIOCOOHBIM OKa3aTh BiusHue Ha GMP, 1. e. xotopsie
NOTEHIMAJIBHO MOTYT MOBJIUATH Ha O€30MIaCHOCTH MAI[MEHTa U KaYeCTBO NMPOIYKIINH.

PykoBoacTBO MOXKET OBITH JOOPOBOJBHO HMCIIOJIB30BAHO B MHBIX Cepax HaIIeKaIIUX MPAKTUK
(GxP):  mucTpuOBIOTOPCKOM, KIMHUYECKOH, JTa0opaTOpHOM M  HamIexkaled MpaKkTHKU
(bapmakoHaa30pa, a TAaK)Ke B MHBIX CMEKHBIX cepax — HapuMep, B ACATEIBHOCTH J1abopaTopuii
10 KOHTPOJIIO KayecTBa JICKAPCTBEHHBIX CPE/ICTB.

III.  BA3OBAS KOHIIEIILIA

4. MIOHSATHUE «IEJOCTHOCTb JAHHBIX» U TIPUHIUIIBI OBECITEYEHU S
HEJOCTHOCTHA JAHHbIX

PerynstopHbie opraibl BO BCEM MHUpE MIPUHUMAIOT BO BHUMaHKUeE 3HAaHUS OpraHu3aluii, KOTOpble
pa3palaThIBalOT, MPOU3BOAAT U YHNAKOBBIBAIOT, TECTUPYIOT, PACHPOCTPAHSIOT U KOHTPOJIUPYIOT
dapmalieBTUUYECKYI0 MPOAyKIHUI0. B mpomecce OLEHKM U aHanM3a MOJpa3yMeBaeTcs
B3aMMOJIOBEpUE MEXKAY pETyJSTOPHBIM OpPraHOM U peryaupyeMoil kommaHue (T. e.
dapMarieBTUYeCKO KOMITaHWEH) B TOM, uYTO HWHGpOpMaNMsi, NpEACTaBIsieMas B paMKax
PETUCTPAIIIOHHOTO JIOChE M HCIOJb3yeMasi B IMPOLECCe MPUHSATHS IMOBCEIHEBHBIX pPEHICHUH,
ABJISIETCSI BCECTOPOHHEW, MOJHOM M HAAECKHOU. /laHHBIE, HA KOTOPBIX OCHOBAHBI 3TH PEILICHHS,
JOJDKHBI OBITH TIpociexuBaeMbiMu (Attributable), unraempiMu (Legible), cBoeBpeMeHHBIMU
(Contemporaneous), noanuaaeiMu (Original) 1 TounbsiMu (Accurate), - epedeHp TpeOboBaHUM,
00b14HO Ha3biBaeMblil “ALCOA”.

MepLI KOHTPOJIA IJIA obecIieueHus HEJIOCTHOCTH JAaHHBIX BCTPAHMBAIOTCA B Q)apMaHeBTI/I‘ICCKy'IO
CUCTEMY KaueCTBa, KOTOpasd IrapaHTHUPYCT, YTO JICKAPCTBCHHBIC CPCACTBA HMCHOT TpeGyeMoe
Ka4d€CTBO. HGJIOCTHOCTI) JaHHBIX IPUMCHUMA KO BCEM JJICMCHTaAM q)apMaHGBTH‘ICCKOﬁ CHUCTCMBI
KaucCTBa, U MMPUHIMUIIBI, U3JI0OKCHHBIC B HACTOAICM JOKYMCHTC, B paBHOﬁ CTCIICHU TPUMCHUMBI
K OaHHBIM, CO3JaBAC€MbIM H 3JICKTPOHHBIMHU H 6yMa)KHI)IMI/I CHUCTCMaMu. I[JISI o0OecIeyeHus
TOYHOCTH, ITOJIHOTHI, ITOCJICAOBATCIBbHOCTH H HAJACKHOCTH 3anuce u JAaHHBIX Ha MMPOTAXKCHUU
BCCTO MICpUOaa UX BOCTpe6OBaHHOCTI/I (T. €. Ha MPOTAKCHUU BCCTO JKU3HCHHOTO NHUKJIa ,[[aHHLIX)
OpraHu3al JOJIKHBI CJIICA0OBATH Haﬂnemameﬁ MMPAKTUKEC NOKYMCHTUPOBAHUA (GDOCP)

Ycunus u pecypcesl, HalpapisieMble Ha KOHTPOJIb LIEJIOCTHOCTH IaHHBIX, HEOOXOAMMO COU3MEPSTh
C PHCKOM JUIsl KadecTBa MPOIYKIIMU, a TAKXKE COMOCTABIIATH C JAPYIMMHU 3alpOCAMU PECYPCOB
oOecnieueHus kadectBa. dapmarieBTHUECKUM KOMIAHUAM CJelyeT pa3padoTaTh U UCIOIb30BaTh
METOAMYECKYIO 0a3y, KOTopasi 00eCIeunT NPUEMIIEMOE KOHTPOIUPYEMOE COCTOSIHUE, OCHOBAHHOE
Ha OIIEHKE pPHCKOB IEJIOCTHOCTH JaHHBIX. Meroauueckyro 0a3y cClleAyeT MOJHOCTBIO
JIOKYMEHTUPOBATH C COOTBETCTBYIOIEM JIOTHUECKUM 0OOCHOBAHHUEM.

OTBETCTBEHHOCTh 3a HaIJICKAINYIO IMPAKTUKY B OTHOWICHWHW YIIPABJICHHUA JAaHHBIMHA H HX
HOCJIOCTHOCTHU JICKKUT Ha IMPOU3BOAUTCIIC, IMPOXOAAIIECM IIPOBEPKY: 3TH OpPraHU3aliliid HECYT
MOJIHYHO OTBCTCTBCHHOCTH H 00s13aHbBI OLCHUBATH CBOHU CHUCTCMbI YIIPABJIICHUA OAHHBIMU Ha
npeaMeT MNOTCHIHUAJIIbHBIX YHBBHMOCTCI‘;I U MPUHUMATb MEPbI 110 pa3pa60TKe U BHCAPCHHIO
HaJJIeKaniei MPAaKTUKHU YHOPABJICHUSA NAaHHBIMU IS obOecrnieyeHUs COXpaHCHUA HCIOCTHOCTU
JaHHBIX.

MeHemKMEeHT HECET I1aBHYI0 OTBETCTBEHHOCTh 3a PacIpeelIeHHe PecypcoB U OCYIIECTBIEHUE
Mep KOHTPOJIS, HANpPABJICHHBIX Ha CBEACHHE K MHHUMYMY TOTCHIIMAIHHOTO pPHCKA s
[IEJIOCTHOCTH JAHHBIX, a TAKXKE 332 UACHTU(DHUKAIINIO OCTATOYHOTO PUCKA.



Perynupyemble kOMIaHUHM HECYT OTBETCTBEHHOCTH 3a UCHOJIb3YEMbIE UMHU CUCTEMBI U JaHHBIE,
TEHEpUpPYEMBIE 3TUMU CUCTeMaMd. B  KOMIaHuMHM JOJDKHA CYLIECTBOBATh  KYJbTYpa,
o0ecrneunBaromias MOJHOTY, IETOCTHOCTh M TOYHOCTh TAHHBIX BO BceX (hopMax (T. €. B OyMakHOMI
U DJJEKTPOHHOH QopMme): KaKIpld omepaTop, 3aHATBIH cOOpOM, TMpPEACTAaBICHUEM WU
NOAJEP)KaHUEM JIaHHBIX, JOJDKEH OBbITh HayiexamuM o0pa3oM MNpoHH(POPMUPOBAH 00
0’KMJIAHMSIX LEJTOCTHOCTU JAHHBIX U HAXOJIUTHCA MO/ HOCTOSHHBIM KOHTPOJIEM.

3auHTEepeCcOBaHHbIE CTOPOHBI, MIEpEAaBIlNe Ha AyTCOPCUHT TPEThel CTOPOHE MPOIECCHI, KOTOPbIE
MOTYT OKa3aTh BIUSHUE HAa KIIMHUYECKHUE UCCIIEIOBAHMS, IPOU3BOJICTBO, KOHTPOJIb KaUueCTBa UITU
TUCTPUOYIIMIO, HECYT OTBETCTBEHHOCTh 3a COOTBETCTBHUE TPEThEH CTOPOHBI TpeOOBaHUSM
JTAHHOTO PYKOBOJCTBY.

4.1 TpeooBanusa ALCOA+

s obecrieueHnst KaueCTBEHHOM MH()OPMUPOBAHHOCTH O MPOIECCe MPUHATHS PEIICHUN W JUIs
MOJATBEPXKICHUS JTOCTOBEPHOCTH HH(GOpMAIMM, COOBITHS WIM JCWCTBUS, IOCITYXHBIINE
OCHOBaHUEM JUIsl TPUHATUS OTUX PELICHWH, JOJDKHBI OBbITh HauIeXalluM o0pa3oM
3aiokyMeHTUpoBaHbl. Hagnexamue npaktuku nokymentupoanust (GDocPs) aBisoTces kiirouom
K 00eCreuyeHHIO LIEJIOCTHOCTH JaHHbIX U BaXKHOM 4acThIO (hapMalleBTHUECKOM CUCTEMbI KauecTBa
(®CK). IIpumenenne GDocPs MoxxeT BapbHpOBaThCsi B 3aBUCUMOCTH OT HOCHTEJ,
UCIOJIb3YeMOTr0 JUISl 3alIUCH JAHHBIX (T. €. GU3NYECKUE UITH JIEKTPOHHBIE 3aIIUCH ), HO IPUHLIUIIBI
IPUMEHUMBI K 000UM.

KitroueBble IPUHIUIBI KaK OyMa)KHOTO, TaK M JJICKTPOHHOIO JJOKYMEHTO000pOTa 00BEANHEHBI B
akpoanM ALCOA (IlpocnexxuBaemocts (Attributable), Yntaemocts (Legible), CBoeBpeMEeHHOCTH
(Contemporaneous), [TogmuanocTs (Original) u TounocTs (Accurate)), KOTOPBI ObLI paciIupeH
nobasnennem npyrux arpuoyroB: (Ilomrota (Complete), ITocmenoBarensHocTh (Consistent),
YcroitunBocth (Enduring) u loctynHocTs (Available), kotopsie Tenieps HazbiBatoTcst ALCOA+.

Boinonnenune oxunanniit ALCOA+, onucaHue KOTOPBIX NPUBEIECHO HUXKE, FapaHTHPYET, 4TO
COOBITUSA JIOJDKHBIM O0pa3oM 3aJ0KYMEHTHPOBAaHbl M JaHHBIE MOTYT HCIIOJNB30BAThCS TS
OPUHATHSI 000CHOBAHHBIX PEIICHUN.

IIpocaexnBaemoctb. JlomkHa ObITh oOecriedyeHa UASHTHUGUKALUSA JHLA, W/ WIK
KOMITBIOTEPU3UPOBAHHON CHCTEMBI, BBHIMOJHUBIINX 3alucaHHOe 3amanue. Heobxommmo
JIOKyMEHTUPOBATh, KTO BBIMOJHWI 33Aady / (PyHKLHIO, MOATBEPAMTH, 4TO (PYHKIMS OblIia
BBINTOJIHEHA OOYYEHHBIM U KBAJTU(PHUIIMPOBAHHBIM IIEPCOHAIOM. DTO TaKKe KacaeTcs N3MEHEHHH,
BHECECHHBIX B 3aIMCH: UCIIPABJICHUM, YAAICHUN, U3MEHEHUN U T.J.

YuraemocTh. Bee 3anmcu J0KHBL ObITh pa300pUrUBBIMU — HH(POPMALIUS AOJKHA OBITh YMTaeMa
B TE€UECHUE BCEro Nepuojia XpaHeHHs. DTO OTHOCUTCS KO Bcell MHpopMaluu, KOTopas JI0JKHA
OyZeT cuMTaThCs MOJIHOW, BKIIIOYAsl BCe MCXOHBIC 3alMCH WIM 3aMEeTKH. B Tex ciydasx, korjga
JTMHAMUYECKUN XapaKTep 3JEKTPOHHBIX JaHHBIX (CM. OIpelesieHue B paszene 5.2) BaKeH Ul
COJZIEp’KaHUsl U CMbICIIA 3allMCH, BO3MOXHOCTh PadOTaTh C JAHHBIMU C MIOMOIIBIO MOJXOJISAIETO
MIPUJIOXKEHHUS JTOJDKHA OBITh oOeclieyeHa B T€UEHHE Mepuojia XpaHeHUs (T. €. JaHHbBIE JOJKHBI
ObITh COXpaHEHbl B JJIEKTPOHHOM (opMaTe, KOTOPbIM MO3BOJSET K HUM oOOpamaTrhcs U
0o0palaThIBaTh).

CBoeBpeMeHHOCTb. J[oka3aTenbCTBa JEMCTBUHM, COOBITUH WM PELICHUH pPEerucTpUPYIOTCS IO
MEpe UX COBEPLIEHUS. DTa JOKYMEHTALMS JOJDKHA CIIY>KMTh TOUHBIM ITOATBEPKIEHUEM TOT'O, YTO



U To4YcCMy OBLIO CACIIaHO HJIM PpCHICHO, T. €. YTO IOBJIHAJIO Ha IMPUHATHC PCIICHHUA B
COOTBETCTBYIOIIUHI IIEPUOJ BPEMEHMU.

IMopnunnocTh. [lonnuHHAs 3amuch MOXET OBbITH OIpeneicHa Kak IepBas 3allucaHHas
uHpopmanus, Oyb TO 3amucaHHast Ha Oymare (CTaTU4ecKas) Wil B 3JICKTPOHHOM BHjie (OOBIYHO
JUHAMUYECKas, B 3aBUCUMOCTH OT CJIOXHOCTH cucTeMbl). MHpopmauus, nepBoHaYaIbHO
3axBau€HHasl B JUHAMUYECKOM COCTOSIHMH, JI0JIKHA OCTABaThCs JOCTYITHOM B ’TOM COCTOSTHUM.

TouHocTh. OOecTieueHre TOUHOCTH CBEICHH 1 3aIMceld 3a CUeT MHOTHX JIEMEHTOB YCTOMYNBOM
OCK MoKeT OCHOBBIBATLCA HA:

— (QaxTopax, CBS3aHHBIX C O00OpyJOBaHHMEM, TaKMX Kak KBanupukauus, KaauOpoBKa,
TEXHHYECKOE 00CITYyKUBAHNE U BATUIALHS KOMITBIOTEPHU3UPOBAHHBIX CHCTEM;

— TOJUTHUKE U NPOIeypax KOHTPOJIS AEUCTBUN U TIOBEICHUS;
— MpoLeccax OIEHKH JAaHHBIX Ha MPeIMeT COOI0IEHHS MPOLEAYPHBIX TPeOOBaHU;

— yIOpaBJICHUHU OTKJIIOHECHHSMH, BKIFOUAs aHAJTH3 KOPHEBBIX MTPUYHH, OLICHKY BO3ICHCTBUS U
CAPA;

- O6y‘leHHOM u KBa.]'II/I(bI/II_II/IpOBaHHOM nepcoHajic, MOHNUMaromeM BaXKHOCTb CO6J'IIOI[6HI/I$I
YCTAHOBJICHHBIX ITPOLCAYP U NOKYMEHTUPOBAHUA CBOUX ILCIZCTBHIZ n peH.IeHPIﬁ.

IHonnoTa. Bes nHpopmanus, KpuTHUecKas Uil BOCCO3/1aHUSl COOBITUS, SBISETCS YMECTHOH U
COOTBETCTBYIOIIECH. YPOBEHD JeTaTH3AIMH, HEOOXOIUMBIH ISt TOTO, YTOOBI HAOOp MHpOpMAIUU
CUHTAJICA IIOJIHBIM, 6y,I[CT 3aBUCCTh OT KPUTUYHOCTU I/IH(I)OpMaIII/H/I. ITonmHas 3ammch JaHHBbIX,
IMMOJIYYCHHBIX B 3JICKTPOHHOM BUAC, BKIIHOYACT COOTBCTCTBYIOIIHNE META/ITaHHBIC.

IHocnenoBarenbHocTh. Hamnexamas npakruka JOKYMEHTHPOBAHHS JOJDKHA IIPUMEHATHCS HA
IPOTSDKEHUH BCETO Tpolecca 0e3 MCKIIIOYeHHS, BKJIIOYasi OTKJIOHEHUS U M3MEHEHHS, KOTOphIe
MOTYT IIPOU30UTH B XOZE IpoLecca.

YceroituuBocTh. YacTbio oOecrieueHuss OCTYMHOCTH JaHHBIX SBIAETCS oOOecredeHne ux
CYIIIECTBOBaHMS B TEYCHHUE BCETO MEPHO/Ia, B TEYCHHE KOTOPOTO OHM MOTYT MOTpedoBaThesa. ITO
03HAYaeT, YTO OHHM JOJKHBI OCTaBaThCS HETPOHYTHIMU M JOCTYNHBIMU B HeyJalseMom/
«Ha&KHOMY opMmare.

JlocTynmHOCTb. 3anucH JOJKHBI ObITh JOCTYIHBI JJIsi pACCMOTPEHUS B JI000€ BpEMsI B TEUEHUE
TpeOyeMoro nepuosia XpaHeHus! JAJi1 pyTUHHBIX PEUICHUH O BBIITYCKE, pacciieJOBaHUH, TPEHI0B,
rOJIOBBIX OTYETOB, ayAMTOB WJIM WHCHEKIUH. 3amucH JTOJKHBI OBITH JOCTYHHBI B (hopMmare,
yI0OHOM JJIsl UTE€HUSI IEPCOHATy, OTBETCTBEHHOMY 3a UX PACCMOTpEHHE.

B COBOKYITHOCTH 3TH 3JICMCHTBI HAIIPABJICHBI Ha obecneueHre TOYHOCTH I/IH(I)OpMaI_II/II/I, B TOM
YUCJIC HAYUYHBIX HAaHHBIX, KOTOPBIC HCIIOJB3YIOTCA I MNPUHATUSA KPUTUUYCCKUX peIJ_IeHI/Iﬁ 0
KauCCTBC ITPOAYKIIUH.

5. OCHOBHBIE OITIPEAEJIEHUS.

5.1 AxpoHUMBI

«PQS» Pharmaceutical Quality System - ®apmareBTryeckas CHCTeMa KauyecTBa



«CSV»

«ER - 23»

«ERES - 933I1»

«ERP» -

«ES» — «OII»

«FAT)» -

«GAMP»

«GxP»

«HW»
«1Q - KM»

«ISPE »

«LIMS»

«0Q »

«OS - OC»
«PC - TIK»
«P&ID»

«PCS - CKII»

Computerized Systems Validation - Banuganus KOMIIbIOTEpPU3UPOBAHHBIX
CHCTEM

Electronic Record — DnekTponHas 3anuch

Electronic Record & Electronic Signature - DneKkTpoHHas 3amuch H
AIIEKTPOHHAsI MOIHCH

Enterprise Resource Planning - [TnanupoBaHue pecypcoB npeanpusThs
Electronic Signature — DiekTpoHHas MMOAMKCH

Factory Acceptance Testing - [Ipuémo-caaTouHble HCTIBITAHUS HA 3aBOJIC-
U3TOTOBUTENE

Good Automated Manufacturing Practice (GAMP) Guide for Validation of
Automated Systems in Pharmaceutical Manufacture (issued by ISPE) —
pykoBoactBo 1o Haanexamein IlpakTtuke ABTOMaTU3MpPOBAHHOTO
[IpousBoactea (GAMP) mist Banuaanmu aBTOMaTU3UPOBAHHBIX CUCTEM B
dapmaneTuueckom npousBozactse (Beimymieno ISPE)

Good ‘X’ Practice where ‘X’ is used as a collective term for — Hamiexamas
MPAKTHKA «X», TJIE «X » ITO:

GCP — Good Clinical practice — Hapexxamas KIIMHHYecKas paKkTUKa
GLP — Good Laboratory Practice — Hamexamas mabopaTtopHast mpakTHKa

GMP — Good Manufacturing Practice — Haanexxammast mpon3BoacTBeHHAs
[IpaKTUKA

GPvP — Good Pharmacovigilance Practice — Haanexamas mpaktuka
bapmakoHaazopa

Hardware — AnnaparHoe oOecrieueHue

Installation Qualification (i.e. Configuration Testing) - Ksanmuduxamms
MOHTaa (T. €. TeCTUPOBaHUE KOHPUTYPALIUN)

International Society for Pharmaceutical Engineering - MexnyHnapoanoe
o01ecTBO (hapMaIeBTUUEeCKOr0 HHKHHUPHUHTA

Laboratory information management system - Cucrema ynpaBiIeHHUs
nabopatopHoi uHpopMaruei

Operational Qualification (i.e. Functional Testing) - Ksanudukamnus
(YHKITMOHUPOBAHUS

Operating System — OnepanroHHas cucTeMa
Personal Computer — IlepcoHanbHbIil KOMIBIOTEP

Piping and Instrumentation Diagram - Cxema TpyOOmpoBOAOB U
KOHTPOJIbHO-M3MEPHUTEIILHBIX IPHOOPOB

Process Control System - Cucrema KOHTpOJIS TIporiecca



«PIC/S»

Pharmaceutical Inspection Convention-Pharmaceutical Inspection Co-
operation Scheme - Cxema corpyanundectBa/ KoHBeHIus 110
(apMareBTUYECKIM WHCIEKIHSIM

«PLC - IIJIK» Programmable Logic Control - [IIporpamMmmupyemMslii JOTHYECKUI
KOHTpOJLIIEP

«PQ» Performance Qualification (i.e. Requirement Testing) — kBanudukauu
JKCIUTyaTaIyu (T. €. TECTUPOBAaHKE TPeOOBAHUI)

«QC - KK» Quality Control — KonTpons kauecTBa

«QMS» Quality Management System — Cuctema ymnpaBlIeHHs] Ka4€CTBOM

«QRM» Quality Risk Management — YripaBiieHue puckamu Jijisl KauecTBa

«R&D - 1P» Research & Development - MccnenoBanus u pa3paboTKu

«RACI » Responsible, Accountable, Consulted, Informed - oTBeTCTBEHHBIH,
[I0/I0TYETHBIN, KOHCYIbTUPOBAHHBINA, HHPOPMUPOBAHHBIH

«RAI - UOP» Risk Assessment Index — MHaekc o1ieHKH prucka

«RFI - 3N» Request For Information — 3anpoc undopmarmu

«RT-TT» Requirements Testing — TectupoBanue TpeGoBaHuU

«SAT» Site Acceptance Testing - [Ipuémo-ciaTouHble UCMIBITAHUS Y 3aKa3UUKA.

«SME - OI1» Subject Matter Expert — kcriepT mo nmpeaMery

«SOP - COIl» Standard Operating Procedure - CtannapTaasi onepanroHHas mporeaypa

«SW - T10» Software — IIporpammuoe OGecnieueHue

«WHO - BO3»

World Health Organization - Bcemupnas opranuzaius 31paBoOXpaHeHuUs

5.2 Onpenenenus

"KonTpoabHblii cjex" - mpouecc, KOTOpbl (UKCUpYeT Takue JIeTald, Kak J100aBlieHus,
yIQJIeHUs] WIM W3MEHEeHHs MH(pOpMaluu B 3alUCH, KaKk OyMa)KHOW, Tak M 3JEKTPOHHOH, Oe3
3aT€HEHMs WM TepenuchbiBaHUA HUCXOAHOW 3amucu. KOHTponbHBIM cien — obierdaer
BOCCTAHOBJICHHE UCTOPUH MOJOOHBIX COOBITHI, CBSI3aHHBIX C 3aIMChI0, HE3aBUCUMO OT HOCHUTEIIS,
BKJIFOYast UH(OPMAIIHIO, TAKYIO KaK: “KTO, 4TO, KOTJla M [oYeMy’’ Ka)KJoro AeHCTBUS.

"KomnbloTepusnpoBanHasi cucreMa' - KOMIBIOTEPU3MPOBAHHASI CHUCTEMA, KOJUIEKTUBHO
KOHTPOJIMPYET BBIIOJIHEHNUE OJHOTO MM HECKOJBKUX aBTOMATU3UPOBAHHBIX OM3HEC-IPOIECCOB.
Ona BriIO4YaeT B ce0d KOMIBIOTEPHOE OO0OpyIOBaHME, TMPOrpaMMHOE OOecIeyYeHue,
nepudepuiinple ycTpoiicTBa, ceTu (MpU HAJIMYUU), MEPCOHANT M JOKYMEHTALMIO (HampHuMep:
PYKOBOJICTBA, CTaHAAPTHBIE ONIEPALIMOHHBIE POLIETYPHI).

«Baauganus KOMIILIOTCPU3HPOBAHHBIX CUCTEM) - OTO IOATBEPKACHUEC ITOCPEACTBOM OLCHKHU
n npeaoCTaBJICHUA 00BEKTHBHBIX XapaKTCPUCTHUKHU
KOMHBIOTCpI/BI/IpOBaHHOﬁ CHUCTCMBI (KC) COOTBCTCTBYIOT HOTpC6HOCT${M MOJIB30BATECJIA U CBOCMY

JA0Ka3aTCIbCTB TOTO, qTo

HA3HAYCHMIO, a TAKXKE BCE TPEOOBAHUS CTAOWIIHLHO BBIMOTHSIIOTCS.



"JlanHble" - nHpOpMANKs, U3BJICUCHHAS WIM TOJTYy4YE€HHAs U3 UCXOAHBIX JaHHBIX (Hampumep,
3apETUCTPUPOBAHHBIA ~ AaHAIUTHUYECKUN  pe3ynbTaT). JlaHHbIe JIOJDKHBI — COOTBETCTBOBATH
cnexytommm TpedoBanusM ALCOA+

[TpocnexxuBaeMocTs (Attributable) mo muma, co3qaBIIero 3aMuch,
Yuraemocts (Legible),

CeoeBpemenHocTh (Contemporaneous),

[TogymmunOCTH (Original)

Tounocts (Accurate)),

«t» oO03HaYaeT JOMOJHUTEIbHBIC TpeOoBaHus, obecneunBaromue [lomHoty (Complete),
[TocnenoBarenpHOCTh (Consistent), YcroiumBocts (Enduring) u HoctymHocTh (Available)
JAHHBIX.

"ZKu3HeHHBIH HMKJ JAHHBIX'": OXBAaTHIBAET BCE ATAlbl CYIIECTBOBAHUS JAHHBIX (BKJIIOYas
HeoOpaOoTaHHBIC JaHHBIC), HAYWHAS C WX CO3JAHHMS U 3amucH, oOpaboTKW (BKItOUas
npeoOpa3oBaHKe WM MHTPAIMIO), UCIOJIb30BAaHUE, XpaHCHUE, apXUBHUPOBAHUE/HU3BJICUYCHHUE WU
3aKaH4MBasg YHUUYTOKEHUEM JaHHBIX. [Ipoueypbl YHUUTOXKEHUSI JAHHBIX JOJDKHBI YUHUTHIBATDH
KPUTUYHOCTH JIAHHBIX U, IIPH HEOOXOIUMOCTH, TPEOOBAHMS 3aKOHO/IATEIILCTBA B OTHOIIICHUE MX
XpaHeHHS. ApXMBAIMOHHBIC  MEpbl NPUHUMAKOTCS IS JIOJATOCPOYHOTO  XpaHEHUS
COOTBETCTBYIOIIMX JJAHHBIX B COOTBETCTBUU C 3aKOHOJIaTEILCTBOM.

"O0paboTka JaHHBIX'": IOCIEI0BATEIBHOCTh ONEPALNNA, BBIMOIHIEMbIX C JAHHBIMH C IEJIBIO
U3BJICUCHUS, TIPEICTABICHHUS WM TIONy4eHUs HHPOpMamuu B oOmnpenesreHHoM (opmare.
[IpumepoM yKa3aHHOTO MOXKET CIYXKHThb CTaTUCTHUYECKHH aHalU3 JUIS €KEroJgHoro o03opa
npoxykuuu. JloimkHa OBITH oOecrieueHa MpOCIeKHUBAEMOCTh JTIO0OT0 3apaHee ONpEIeIICHHOTO
napaMmeTpa, MCIIOJIb3YeMOro B JIESATEIbHOCTH MO0 00paboTKe HaHHBIX. KOHTpOIBHBINA ciien u
COXPaHHOCTb 3alMCH JIOJDKHBI ITO3BOJISAITh PEKOHCTPYKIIMIO BCEX JeHCTBUM 110 00paboTKe JaHHbBIX
HE3aBUCHMO OT TOT'0, BKJIFOYAETCS JIU UTOT 00PaOOTKHU B MOCIEAYIOMINN OTYET I HCTIONIBb3YETCS
nHaue. Ecam o0paboTka JaHHBIX MOBTOPSETCS C TOCTETICHHBIM HM3MEHEHHEM IapaMeTpoB
00paboTKH, TO ATO JAOIKHO OBbITh 3a)MKCUPOBAHO ISl OOECIeueHUs] OTCYTCTBUSI MaHUIYJALUN
napamerpamu 00pabOTKH B LENSAX TOCTUKECHHUS )KETAeMbIX KOHEYHBIX JJAHHBIX.

"O0630p aaHHBIX": IODKHA CYIIECTBOBATH MPOIIENypa, OIMUCHIBAIONIAS TMporecc o03opa u
yTBepKAeHUs TaHHBIX. O030p NaHHBIX TAK)KE BKJIIOYAET 0030p COOTBETCTBYIOIIMX METaaHHBIX
(T. €. KOHTpOJIbHBIN cien). O630p ciieyeT OCHOBBIBATH HA MCXOJHBIX JAHHBIX WM UX «TOYHOU
KONMM». AHaNW3 JaHHBIX JOJDKEH ObITh 3aJl0KyMeHTHpoBaH. IIpouenypa 1omkKHa ONUCHIBATH
NENCTBUS, KOTOPbIE JOJDKHBI OBITh MPEANPHHSTHI, €CIM aHAJIW3 JIAaHHBIX BBISBUT OLIMOKY WU
Kakoe-nmnbo ynyuieHue. JlaHHas mpoueaypa JO0DKHA MO3BOJSATh BHOCHTH HCIPABICHUS WM
YTOYHEHUS B JaHHbIE B cooTBeTcTBUU ¢ GMP, obOecrieunBas YMTaeMOCTh MCXOJHOM 3alMCH U
MPOCJIEKNBAEMOCTb UCTIPaBJICHU ¢ UCTIOTIb30BaHueM npuHiunos ALCOA+.

"lnHaMu4yecKasi 3anuch'": 3aUCH B IUHAMUYECKOM (opMaTe, TaKHe KaK JIEKTPOHHbIE 3aIliCH,
KOTOpBI€ 00ECIeUnBalOT HHTEPAKTUBHYIO CBSA3b MEX/1Y MOJIb30BATEIEM U COJIEPKUMbIM 3aIHCH.
Hanpumep, snekTpoHHble 3anucu B ¢opmarax 0a3 JaHHBIX MO3BOJSIOT MPOCIEAUTH, OLEHUTh
TPEH/bl U 3aIPOCUTh COOTBETCTBYIOIME JIaHHBIE; PE3Y/IbTaThl XpoMarorpaduu, XpaHsmmecs B
AJIEKTPOHHOM BHJIE, MO3BOJISIOT IOJIb30BATENI0 BBITOJHUTH MOBTOPHYIO OOpaOOTKY MaHHBIX,
IIPOCMOTPETH CKPBITHIE MOJIS IIPU HAJTUYMKU COOTBETCTBYIOIIMX IIPaB TOCTYIIA, a4 TAKKE U3MEHATh
0TOOpaKeHHE OCHOBHOM JIMHU XpPOMATOTrPaMMBI [l Oosiee 4eTKOro 0030pa HHTErPUPOBAHUS.
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"MeTaaHHble": 3TO JaHHBIC, KOTOPBIE OMMCHIBAIOT CBOMCTBA APYrHX NAHHBIX, (popMuUpYs HUX
cneunduky u cmbicia. Kak mpaBuio, 3TH JaHHBIE OMUCHIBAIOT CTPYKTYPY, JIEMEHTHI JaHHBIX,
B3aMMOCBS3M U JPYTHE XapaKTePUCTUKHU JaHHBIX. OHM TakKe MO3BOJISIOT COOTHECTH JaHHBIE C
OTJIEJIbHBIM JIULIOM (WJIHM, €CJIM OHM I'€HEPUPYIOTCS aBTOMAaTHMUECKHU, KOHKPETHOMY HMCTOYHUKY
JAaHHBIX). MeTalaHHbIe SABJISIIOTCS HEOTHEMIIEMON 4acThIO MCXOAHOM 3amucu. be3 MeTanaHHbBIX
JTaHHbIE HE UMEIOT CMBbICIIA.

"Ucxoxnasi 3anuch'": TaHHBIC B BUJE (aiina uiu ¢popmara, B KOTOPOM OHH ObLITH TIEPBOHAYATILHO
CO3/IaHbl, C COXPAHEHHUEM LIETIOCTHOCTH (TOYHOCTH, MOJHOTHI, COACPXKAHM U 3HAUEHUS) 3aIlUCH,
HaIpUMep, OpUTMHANbHAS OyMaKHasl 3alllCh, MOMyYeHHas BPYYHYIO WUJIM DJIEKTPOHHBIN (aiin
HEeoOpaOOTaHHBIX JAHHBIX W3 KOMIBIOTEPU3UPOBAHHOW CHUCTEMBl. OTH JIaHHBIC JOJIKHBI
MO3BOJISITH MOJIHOCTHIO PEKOHCTPYUPOBATH NEATEIbHOCTD, MPUBOJIAILYIO K MOJTYYCHUIO JTAHHBIX.

"IlepBuyHasi 3anuch": 3a11UCh, KOTOPAsi UMEET IPEUMYILIECTBEHHYIO CHIIy B TEX ClydasX, KOIr/a
JTAHHbIe, KOTOpPbhIE COOMPAIOTCS M XPaHATCS OJHOBPEMEHHO 00jee YeM OJHHUM METOJIOM, He
COBIIAJIAIOT.

"Peryupyemble JaHHbIe'": NaHHbIe, ucnojib3yeMble B chepe GMP, tpeOyemblie [IpaBuiamu
GMP u oTHOCsmuMecs K JAeHCTBUSAM, KOTOpbIE MOTYT MOBJIHMATH Ha OE€30MAaCHOCTh MAalMEeHTa U
Ka4eCTBO MPOIYKLIUH.

«ITosHoe BpeMsi 00padoTKH 00pa3LOBy: TO BPEMEHHOM MEPUO] MEXKITY CO3/1aHueM (0TOOPOM)
00pas3IoB 10 3aBEPIICHHS X aHAIN3a. DTO BpeMsl, HEOOXOIMMOE [T 3aBEPIICHNS BCEX aHAIN30B
JUTSE cepuH. DTOT (PaKTOp JOJDKEH OBITh ONPENETCH HAUICkKAIIMM 00pa3oM, MOCKOJBKY, €CIIU
OKHNOACTCA, YTO OTOT HECPUOL 6YJIGT KOpPOTKHUM, IHCPCOHATI MOXKCT OBITH CKJIOHEH HapylaTb
[IEJIOCTHOCTD JIAHHBIX C TEM, YTOOBI YIIOKUTHCS B 03KUIAEMBII TIEPUO/I.

"Peryupyemasi KOMIaHus'": KOMIIAHUsI, KOTOpas JOJDKHA COOTBETCTBOBATh TpeboBanusim GMP
B COOTBETCTBUH C HOPMATUBHBIMU TPEOOBAaHUSIMU WIIN B CBSI3U C OM3HEC IPUUMHAMHU.

"CraTuyeckass 3amMchb": CTaTMYecKas 3aluCh MPEJACTaBIseT COOOW  JTOKYMEHT C
(UKCUPOBAaHHBIMU JIaHHBIMM, HapUMeEp, OyMa)KHYIO 3alUCh WM AJIEKTPOHHOE H300pa)keHHUE.
[Tpumepsl cTaTUYECKOM 3aluCU BKJIIOYAIOT CIHMCOK 3amuceidl Mo OOy4YeHUIO0 WM CTaTUYECKOe
n300pakeHue, Co3JaHHOE BO BpeMs cOopa 1aHHBIX.

"UcTuHHAA Komus': KON MCXOIHOM MH(OpPMALUU JOKHA ObITh TOYHOM KOMHEH, UMEIoLIeH
aTpuOyTHI ¥ MHPOPMALIUIO UCXOJHOM 3anucu. MicTUHHAS KONUS JOKHA COXPAHATH LIETTOCTHOCTb,
TOYHOCTb, IIOJTHOE CO/IEepKaHue, GOpMaThl AAT, SJEKTPOHHYIO MOJMUCH, Pa3peIICHHs U MOJIHBIA
KOHTpOJbHBIN cnen. [Ipouecc coznanus HCTUHHOM KoNuM (M€4aTHON WM 3JIEKTPOHHOM) OTKEH
OBITh aTTECTOBAH U MOJHOCTBIO ONUCAH, a KOMHUS J0JKHA OBbITh 3aBEpeHa IyTeM HaHECEHHsI JaThl
U TOAMMCH Ha OyMary WM IyTE€M MCIIOJIb30BaHMs MOATBEPKACHHOM 3JEKTPOHHOW MOJIHCH.
HctuHHas Komusi MOXKET XpaHUTbCS B JIPYroM DBJEKTPOHHOM (¢opMaTe IO CPaBHEHUIO C
MEepPBOHAYAJIbHOM 3alHChlO, €CIU 3TO HEOOXOIAMMO, HO JIOJDKHA COXPAHSTh IKBHUBAJCHTHBIN
CTATUYCCKUN/ TMHAMHYECKUH XapaKTep NCXOIHOM 3aIiCH.

IV.  CPEJCTBA OBECIIEYEHMA HEJIOCTHOCTHU JAHHBIX

6. CUCTEMA YIIPABJIEHUSA JAHHBIMH

6.1 Cucrema ynpaBJieHHsI JAHHbIMHU
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VYnpasieHnue 1aHHBIMH - 3TO COBOKYITHOCTb OPT'aHU3AIMOHHBIX MEPOIPUATHH, 00eCTIeYBAIOIINX
[IEJIOCTHOCTh  JIaHHBIX. OTH OPraHM3ALMOHHBIE MEPOIPHUATHS OOECIEYHBAIOT MOJIHOTY,
[IOCJIEIOBATEIbHOCT U TOYHOCTH 3allMCH HA NPOTSHKEHUHU BCETO KM3HEHHOI'O LMKJIA JaHHBIX,
HE3aBUCHMO OT Tpolecca, (opmara WIM TEXHOJIOTHH, B KOTOPBIX OHU T€HEPHPYIOTCH,
PETUCTPUPYIOTCA, 00pabaThIBAIOTCS, COXPAHSIOTCS, U3BJIEKAIOTCS U UCTIONb3YIOTCS.

praBHeHI/Ie JaHHBIMHA JOJIZKHO pACHpPOCTPAHATBHCA HA BJIIAJICHUC JAHHBIMU H ITIOJOTYCTHOCTD HaA
MNPOTSXKCHHUHU BCCI0  JKM3HCHHOI'O IHUKJIA, a TaKiXKC IMPOCKTUPOBAHWA, MUCIIOJb30BAHUA U
MOHUTOpHHI'A IMPOLICCCOB / CHCTEM B COOTBETCTBUH C NpuHOUuIIaMu HOCJIOCTHOCTHU aHHBIX,
BKJIXOYasA KOHTPOJIb 3a NIPEAHAMCPCHHBIMHA U HCIPECAHAMCPCHHBIMA U3MCHCHHUAMMU JTaHHbIX.

CucreMbl ynpaBlieHUs ITaHHBIMH JOJDKHBI OBITh HEOTHEMIIEMOW YacThiO (hapMareBTHUECKON
cucreMbl kauectBa (PQS) ana kaxkmoro srama »XKW3HEHHOTO IMKIA mpoaykuuu: PQS nomkna
BJIAJICTh JAHHBIMU Ha MPOTSHKEHUM BCETO JKU3HEHHOTO IUKJIA M YYUTHIBATh MPOEKTHUPOBAHUE,
UCIIOJIb30BAaHNE W MOHUTOPUHI TMPOIECCOB / CHCTEM B IIENAX COOIOJACHHS TPHUHIIUIIOB
LEJIOCTHOCTHU JTAaHHBIX, BKIIIOYAsi KOHTPOJb NMPEAHAMEPEHHBIX U HETIPEAHAMEPEHHBIX U3MEHEHUN
U yJalneHus nHopMaluu.

D¢ ¢dexTuBHaAsA cucTeMa YIpaBleHUs] JaHHBIMH JEMOHCTPUPYET OHUMAaHUE U IIPUBEPIKEHHOCTh
PYKOBOJICTBA KOMITAHUH HA/I€KHBIM IPAKTUKaM yIpaBJICHUS JAHHBIMHU, BKIII0Yast HEOOXOJUMOCTb
COUETaHUs] COOTBETCTBYIOLIEH OpraHM3allMOHHOM KyNbTypbl M ToBeneHus (paszmen 7.4) u
MIOHMMAaHUE PUCKA, CBA3aHHOIO C JAaHHBIMHU Ha MPOTSDKEHUU MX JKU3HEHHOTo Hukia. OxXunaHus
LIEJIOCTHOCTU JAaHHBIX JOJDKHBI OBITh JOBEJCHBI JO CBEJCHHS IEpCOHaja BCEX YpPOBHEH
JIOKYMEHTUPOBaHHBIM ~ 00pa3oM; HEOOXOJUMO OTKPBITO COOOIIAaTh  COOTBETCTBYIOIIUM
OTBETCTBEHHBIM JIMLAM O HapyLIEHHUsX, HaOJI0JaeMbIX ONEepaTOpaMu; COTPYIHUKU MOTYT
PEKOMEH10BaTh YJIyUllIeHuUs, HAlIPaBJICHHbIE Ha NpeloTBpalleHue (aabcudukanum J1aHHbIX. DTO
YMEHBUIAET CTUMYJ K GasibCUPUKALIH, U3MEHEHUIO WIN YIAAJICHUIO JaHHbIX.

CucreMsl ynpaBieHHs JAHHBIMHM JOJDKHBI BKJIIOYATh IIOATOTOBKY II€PCOHAa B OTHOILEHHUE
BaXHOCTHU MPUHIHUIIOB LI€JIOCTHOCTH JAHHBIX U CO3JIaHUs paboyeil cpelibl, KoTopasi o0ecreunBaeT
BUJUMOCTh W aKTHUBHO MOOIIPSIET MpeaocTaBieHne MHpopMauuu o0 omuMOKax, yNyHIeHUsIX U
HEXENaTeNbHbIX Pe3yJIbTaTax.

CreneHpb 3HaHUS U IOHUMAaHUS PYKOBOJACTBOM KOMITAHWH LCJIOCTHOCTU JAHHBIX MOKCT IMOBJIUATH
Ha YCIICX KOMIIAHHUU B YIIPABJIICHUU HCIIOCTHOCTBIO JAHHBIX. PYKOBOI[CTBO JOJIKHO paciiojiaratb
JO0CTAaTOYHBIMHM 3HAHUAMH U 06J'Ia)laTB A0CTATOYHBIMHU IMOJIHOMOYUAMU JIsI TIPCAOTBPAILLCHUA
HapymeHI/HZ OCJIOCTHOCTHU JaHHBIX U 06Hapy)KI/IBaTL HX, €CJIM OHU IMPOUCXOIAT.

6.2 PucK-OpHEHTHPOBAHHBIN NMOJX0/ K YIIPABJIEHUIO TaHHBIMH

VYnpasnenue puckamu Juis kayectsa (Quality risk management - QRM) umeer BaxxHOe 3HaYCHHE
i 3 HeKTUBHONW MporpamMMbl yIpaBJIeHUS AAHHBIMU. YCHJIUS U PECYpCHl, BbIIEISIEMbIE Ha
yIpaBJIeHUE JaHHBIMU U 3aITUCSIMU, JOJKHBI OBITH COM3MEPHMBI C PUCKOM: TIOAXO]1 K YIPABJICHUIO
3aIUCSIMH U IaHHBIMHU, OCHOBaHHBII Ha OIEHKE PUCKOB, IPU3BAaH 00ECTIEYNTh YBEPEHHOCTH TOTO,
4TO ISl OOECTIeUYeHMs] IEeTOCTHOCTH JaHHBIX, OTHOocsmmxcs kK chepe GMP, BbieneHb
JIOCTAaTOYHBIE PECYPCHI U PUMEHSIOTCS HEOOXOTUMBIE CTPATETUH KOHTPOJISL.

HOCKOJ’IBKy HE BCC OTallbl 06pa6OTKI/I JaHHBbIX HMCIOT OJHMHAKOBOC 3HAUYCHHUEC JIsI Kady€CTBa
MNpOAYKIIMU N 0e30IMacHOCTH MManucHTOB, IJIA OIIPCACIICHUA BAX)KHOCTH KAXXJ0I'0 dTalla o6pa60T1<1/1
JaHHBIX HCO6XOI[I/IMO HCIIOJIb30BATh  YIPABJICHUC PHCKaMHU. a(p(beKTI/IBHHﬁ nmoaxona K
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YIPaBJICHUIO TaHHBIMH OCHOBAaH Ha OLIEHKE PUCKA JUIS LEJIOCTHOCTU JAaHHBIX, ONpPENeIsieMOM
CJIEAYIOMMMHU (haKTOpaMH:

- KpuTnuHOCTb TaHHBIX (BIUSHUE HA MPUHATHE PEIICHUN U Ka4eCTBO MPOAYKLIUN);

- [TonBep>keHHOCTh HApyHMICHUSAM (BO3MOXXHOCTh M3MEHEHHS U YHAJICHUS TaHHBIX, a
TaKKe BEPOSTHOCTH OOHApYKEHHs / BUIMMOCTH HM3MEHEHHUH B Ipolecce PYTHHHOU
IPOBEPKH CO CTOPOHBI MPOM3BOAMTENS ). Bo3aeiicTBre onpeaensieTcst MoTeHIaIbHON
BO3MOXKHOCTBIO yJaJCHUs, W3MECHEHHs WM HCKIIOYCHUS He3aperuCTPUPOBAHHBIM
JIMIIOM U BO3MOXXHOCTBIO OOHAPYKEHHUS TAKUX ACUCTBUI U COOBITHIA.

Pucku JJI1 JaHHBIX MOT'YT BO3pacTaTh B PC3YyJIbTATC CIIOKHBIX, HCIIOCJICAOBATCIIbHBIX MTPOLECCOB
C OTKPBITBIMH U Cy6’beKTI/IBHBIMI/I pe3yiibTaTaMi 11O CPAaBHCHUIO C IPOCTBIMU 3aJad4aMU, KOTOPBIC
BBITIOJIHATOTCA ITOCICI0BATCIBHO, HAAJIC)KAIIIUM crmocobom OMnpeacICHbl U UMCIOT YCTKYIO LICIIb.

CoxkpallieHre yCUIIMKA W/WITM 9aCTOThI KOHTPOJIBHBIX MEP MOXET OBITh ONMpPAaBIAHO JJIS TaHHBIX,
KOTOpBIC OKa3bIBAlOT MEHBIIEE BO3JCHCTBHE HAa MPOAYKIMIO, OE30MaCHOCTh MAIMEHTa WIIH
pabouyro cpeiy; ecli 3TH JaHHBIC TOJTYYEHBI B MPOIECCE, KOTOPBIA HE JaeT BO3MOKHOCTH IS
BHECCHHUsI M3MEHEHMI 0e3 JOCTyna K CHCTEME BBICOKOTO YPOBHS WJIM CICIHATU3UPOBAHHOTO
POrPaMMHOTO o0ecTieueHust / 3HAHUH.

Opranusanuy JOJDKHBI Pa3padoTarh, BHEAPUTh U OKCILIyaTHPOBATh JOKYMEHTHPOBAHHYIO
cUCTeMy, OO0ECIEeUHBAIOIIYI0 MPHEMJIEMOE COCTOSIHHE KOHTPOJsI HA OCHOBE  PHUCK-
OPUEHTUPOBAHHOTO TIOAXOJa K YIPABICHHUIO IEJIOCTHOCTHIO JAHHBIX C COOTBETCTBYIOIIMM
obocHoBanueM. [IpuMepom mpreMIIeMoro moxo1a SBIISETCS OlIEHKA PUCKA IETOCTHOCTH TAHHBIX
(data integrity risk assessment - DIRA), npu koTopoii mporeccsl, IPOU3BOSAIINE TaHHBIE, UITH B
pe3yJibTare KOTOPBIX IIOJIyUYEHBl JIaHHBIC, KAPTHUPYIOTCS, KPUTHUYECKUE BO3JICHCTBHS
UICHTU(DUIUPYIOTCS, a TIPUCYIIHE PUCKH JOKYMEHTUPYIOTCSL.

OneHka pHUCKOB [OKHA OBITh OPHEHTUPOBAaHA Ha KOHKPETHBIA MPOIECC, HampHUMep:
MPOU3BOJICTBO, KOHTPOJIb KadecTBa. HeoOXoauMo OlLleHMBaTh TOTOKH JAaHHBIX W METOJbI
MOJIY4eHUSI JIaHHBIX, a HE TPOCTO YYUTHIBATh (PYHKIMOHATHHOCTh WM CIOKHOCTH
KOMITHIOTEPU3UPOBAHHOM CHCTEMBI. DAKTOPHI ISl PACCMOTPEHUS BKITFOYAIOT:

— CHOXHOCTB rpomnecca,

— Mertoapl TCHCPpUPOBAHUS, XpaHCHUA U YAAJICHUA JAHHBIX U UX CIIOCOOHOCTB 00ECIIeUnBaTh
TOYHOCTD, YI[O60‘II/IT8.€MOCTB, HEYDAIIICMOCTD JaHHBIX,

— TlocienoBaTebHOCTH MPOIIECCOB U CTENIEHb ABTOMATHU3AINH / YeJIOBEYECKHI (pakTop;

— CyOBeKTUBHOCTh pe3yabTara (T. €. SBISETCS JIM MPOIECC OTKPHITHIM WM YETKO
ornpezeneHHbIM?)

- PCSYJ'II)TaTI)I COITOCTABJICHU S JAaHHBIX BJ'IeKTpOHHOI\/'I CHUCTEMBI )51 CO6I)ITI/II>1,
3apCTUCTPUPOBAHHLBIX BPYYHYIO, MOTYT OBITH ITOKa3aTeIbHBIMU IJIA  BBIABJICHUS
HapymeHHﬁ, HanmpuMmeEp: SABHBIX pacxoxq:(eHHﬁ MCXKAY AHAIUTUYCCKUMHU OTYETaMU U
BpeMeHeM c0opa HeoOpaOOTaHHBIX JAaHHBIX.

6.3 Kusnennnplii Huka JJanabix

Kvi3HeHHBII LUK JaHHBIX paclpocTpaHseTcss Ha TO, KaK JaHHble TeHepUpyrTcs,
00pabaTbIBatOTCs, COOOIAIOTCS, TPOBEPSIOTCS, WCHONIB3YIOTCA [UIl TPHUHATHS PEIeHUH,
XPaHATCA W OKOHYATEJIbHO YAAISAIOTCS B KOHIE CpOKa XpaHeHMs. [laHHble, OTHOcCALIMECS K
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MPOJYKTY WK MPOLIECCY, MOTYT MEPECeKaTh pa3InuyHble TPAHUIbI B TEUEHUE )KM3HEHHOTO IIUKJIA.
DTO MOXKET BKIIOYATh Mepenady JaHHbIX Mexay pyuHeiMu U IT-cuctemamu umm mexnay
pa3MYHBIMM ~ OPraHU3Al[MOHHBIMM TPAaHUIIAMHM, KaK BHYTPEHHUMH (HampuMep, MEKIY
MPOU3BOJICTBOM, KOHTPOJIEM KayecTBa U 00ECIICUEHHEM KAa4eCTBa), TAK U BHEITHUMHU (HAIIpUMED,
MEX1y MOCTaBIIMKAMU YCIYT WU MOAPSIIYMKAMU U 3aKa3UUKaMU).

anaBneHI/Ie JaHHBIMH, KadK OIIMCAHO B IPCAbIAYHICM pasaciic, MAOJDKHO IIPUMCHATHCA Ha
MPOTAKCHHUH BCCTO )KU3HCHHOT'O IUKJIA JAHHBIX IJIA obecreyeHus OCIO0CTHOCTH JaHHBIX. I[aHHHe
MOT'YT XpaHUTbBCA 1100 B HCXOI[HOﬁ CUCTCMC IIPH YCIIOBUH COOTBCTCTBYIOIICTO KOHTPOJIA, 100 B
OpPraHu30BaHHOM apXHUBC.

JlaHHBIE TIO CMIOCO0Y UX 3aIHCH MOTYT OBITh:

— bymaxubiMu. bymaxHas 3amuch O HaOMIONEHUM WU JEATEIBHOCTH, CHAeTaHHas
BpYyuHYyI0. /laHHBIE, OTy4eHHbIE BPYUHYIO HAa OyMare, MOTYT IOTpeOOBaTh HE3aBUCUMOIT
IPOBEPKH, €CITU 3TO OYJET COYTEHO HEOOXOJMMBIM COTJIACHO OIEHKE PUCKA IIEJIOCTHOCTH
JAHHBIX, WJIA COTJIaCHO MHOMY TpeOoBaHUI0. CieayeT YYUThIBATh MEPhI 1O CHUKEHUIO
pHUCKa, 0COOCHHO B OTHOIIICHUY JIAHHBIX, CBI3aHHBIX C BBICOKOH KPUTHYHOCTHIO.

—  DJIeKTPOHHBIMH. DJIEKTPOHHBIE 3aIIMCH [TOJYYarOTCs IPH UCIIOJIb30BAHUU KaK IIPOCTOTr0
000py/I0BaHus, TaK U CI0KHBIX KOMIBIOTEPU3UPOBAHHBIX cucTeM. [Tpucymmii puck s
[EJIOCTHOCTH JIaHHBIX, CBSI3aHHBIM C OOOpYIOBaHMEM H KOMIIBIOTEPH3UPOBAHHBIMU
CUCTEMAaMM, MOXET Pa3IMyaThCsi B 3aBUCUMOCTH OT TOTO, B KaKOH CTENEHU cUcTemMa
(reHepHUpYIOIIAs WM MCIIOJNIB3YIOIIask JAHHBIE) MOXKET OBITh CKOHQUTYPUPOBAHA, A TAKIKE
OT BO3MOKHOCTM MAaHMITYJUPOBaHMUA JaHHBIMM BO BpeMs IepeJaud MExIy
KOMITbIOTEPU3UPOBAHHBIMU CUCTEMAaMU B TEUEHUE KU3HEHHOIO LIUKJIa JaHHbIX. Cienyer
HOOILPATh  WCHOJb30BAHUWE  HMMEIOLIMXCS  TEXHOJOIMH, HaJulexalmuMm  o0pa3oM
CKOH(UTypHPOBAHHBIX Il CHUKEHUS pUCKa HApYLIEHUs LIeIOCTHOCTH AaHHBIX. [IpocThie
AJIEKTPOHHBIE CUCTEMBI, HE UMEIOLIME POrPaMMHON HACTPOUKH U CPEJCTB FJIEKTPOHHOTO
XpaHEHUsl NaHHBIX (Hanmpumep, pH-MeTpbl, Becbl U TEPMOMETpPHI) MOTYT HOTpPeOOBaTh
TOJIbKO KaJdMOpOBKM W/WMIM TMOBEpKU. B TO ke Bpems ClOXKHBIE CHUCTEMBbI TPEOYIOT
"Banmuanuuy 1o HazHavueHuto" (cM. pazzaen 8.1.1). B mobom ciaydae TmiatenbHasi OleHKa
CHCTEMBI SBIISIETCS 00s3aTENbHON, MOCKOJIBKY BCE CHUCTEMBI, YIOMSHYTHIE B KauecTBe
IIPUMEPOB, MOTYT MMEThb OYEHb CIIOXKHYIO CTPYKTypy. BakHOo He ymyckaTb M3 BHUILY
CUCTEMBl MEHBIIEH CJIOXKHOCTH, HANpPUMEpP, OTHEIBHO CTOSILHAE CHCTEMBI C
MOJIb30BaTEIbCKUMH HAcTpoMKaMu (Takue kak Onekrpokapauorpadsr, MK Dypwe-
CHEKTpOMETpPbI U Y D-CrIeKTPOPOTOMETPHI), TOCKOJIbKY TaHHBIMHU 3TUX CUCTEM BO3MOKHO
MaHUIYJIUPOBATh WM TMOBTOPATH M3MEPEHUE C WX HUCIOJIb30BAaHUEM MJI TOCTHXKEHUS
KEJIAeMOro pe3ysbTara, C JUMUTUPOBAHHON BO3MOKHOCTBIO OOHAPYKEHHS YKa3aHHOTO.

— I'uOpugHBIMH, B KOTOPBIX HCXOJHYIO 3alUCh COCTABIAIOT Kak OyMaKHbIe, TaK H
BJ'IGKTpOHHI)Ie 3aIIuCH. HpI/I HNCIIOJIB30BAaHUN FI/I6pI/IJIHI>IX CHUCTEM HOOJIKHBI 6I)ITI) YCeTKO
oTpenieNieHbl TIEPBUYHBIC 3aMiCH (B JTIOOOM ciydae BCE€ JI0KA3aTENbCTBA JIOJDKHBI OBITH
paccMOTpeHbl U coXpaHeHbl). ['MOpHIHbIE CHUCTEMBI JOJKHBI OBITH CKOHCTPYHMPOBAHBI
TakuM 00pa3oM, YTOOBI OHM OTBEYAIIH YKETAEMOM IIEIIH.

— IIpounmu, Takumu Kak dotorpaduu, n300pakeHust 1 XpoMaTorpapuueckue MiIacTUHBI.
Ecnu nony4yeHHble TaHHBIE 3aMIUCHIBAIOTCS € MOMOIIBI0 (hoTorpaduu WM U300pakeHus,
WIHM APYroro HOCUTENs, TO JJs BbIOOpa YCIOBUN XpaHEHHs TaKOro popmaTa JaHHBIX Ha
IPOTSKEHUM BCEro0 MX JKU3HEHHOTO LMKIA CIEAYET PYKOBOACTBYIOTCS TEMH XKE
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COOOpaXeHUSIMU, YTO U I Jpyrux (OpMaToB JaHHBIX, YYHUTBIBAs JIIOObIE
JIONIOJTHUTEIIBHBIC DJIEMEHTBI, HEOOXOIMMBIC JIJIsl yKa3aHHOTO (opMaTa.

HeobOpaboTanHble JaHHbBIE OMPEACTSAIOTCS KaK HCXOHAs 3aHCh (TaHHBIE), KOTOPas MOXKET OBITh
olnucaHa Kak rnepsas 3anuch HHGopMaIuy Ha OyMare WiH B SJIEKTPOHHOM BHJIE.

HezaBucumo ot ¢opmara (OyMaXKHBIM WM DJIEKTPOHHBIN), HEOOpaOOTAaHHBIE NaHHBIE TOJDKHBI
cootBeTcTBOBaTh TpeboBanusM ALCOA+. HNudopmarus, mepBoHaYadbHO 3alMCaHHas Kak
JUHAMHUYECcKas, JOJHKHA OCTaBaThCs JOCTYMHON B 3TOM COCTOSTHUU.

HeoOpabGoTanHbie JaHHBIC JOJDKHBI TIO3BOJIATH TIOJHOCTBIO PEKOHCTPYHPOBATh IMOPSIIOK
NPEANPUHATHIX JEHCTBUH.

Ecnmu Obputm 3aMKCHUpOBaHbl JUHAMUYECKHE JAaHHBIE (B COOTBETCTBUU C ONPEACICHUSIMU
HACTOSIIET0 PYKOBOJICTBA), OyMaXKHbIE KOITUM HE MOTYT paCCMaTPUBAThLCS Kak "HeoOpaboTaHHbIE
nannble”. B ciydae, eciiu TEXHUYECKHE OTPAHUYCHUS HE TTO3BOJISIIOT COXPAHUTh TUHAMUYECKYIO
NPUPOIY 3aIHCEH, TOCTYITHbIE BAPHAHTHI XPAaHEHUS JAHHBIX CIIEAYET OLIEHUBATh C YYETOM PUCKA
¥ BOXHOCTH JIAHHBIX C TEYCHUEM BPEMEHH.

PexomeHanuu mo apXxuBUPOBAHKIO BKIIFOYCHBI B pasen 8.4.2.

B ciyuae, ecnu OCHOBHOE 3JIEKTPOHHOE O0OpYIOBaHME HE HMEET BO3MOXKHOCTH XPaHUTh
3JIEKTPOHHBIE JaHHBIE UM 00€CIIeYNBAET TOIBKO NE€YaTHBINA BHIBOJI JAHHBIX (HAIIpUMEp, BEChI WIIN
pH-MeTpsl), nonydyeHHbIE ¢ HUX pacleydyaTKy NpeacTaBiIsioT co00il HeoOpaboTaHHbIE JaHHbIE. B
TEX CIy4asxX, KOTJla OCHOBHOE 3JIEKTPOHHOE OOOPYNOBAHUE XPAHWUT 3JIEKTPOHHBIC JAaHHBIC HA
IIOCTOSIHHOM OCHOBE, HO CIIOCOOHO XpaHUTh TOJBKO OIPENEICHHbI OrpaHUYEHHBbI 00BeM
JAHHBIX JI0 UX Mepe3allucH, YKa3aHHbIE JAHHbIE JOJDKHBI IEPUOIUYECKH IPOCMATPUBATLCA U, IPU
HEO0XO/IMMOCTH, CBEPSThCA ¢ OyMa)KHBIMHU 3alMCSIMU U M3BJIEKATHCSA B KAUECTBE 3JIEKTPOHHBIX
JTAHHBIX, €CIIM 3TO HNOJIEPKUBACTCA CaMUM 000pYIOBaHHUEM.

Tpebosanust ALCOA + npumeHsitoTcs Takxke K MetagaHHbIM (cM. 5.2).

6.4 Opranusanuonnsie TpeGoBanus

6.4.1 Kynbrypa kauecTBa

Cnez[yeT YACIIATD 00JIbIIIOE BHUMAHHE KYJbTYPC KauCCTBA, IIOKA3aTCIIAM B(I)(I)CKTI/IBHOCTI/I, oeiasam
u MOTI/IBaIII/IeI\ﬁ Ha YCIOCIIHOCTb MCP YIHOPABJICHUA JaHHBIMHU, 3aJaBa€MbIMU BbICIIUM
PYKOBOJACTBOM. Ilonutuka YHpaBJICHUA JaHHBIMHA (I/IJ'II/I €c BKBI/IBaJ'IeHT) YTBCPKAACTCA HAa CaMbIX
BBICOKUX YPOBHIX OpraHU3alvu.

PykoBOACTBO MOKHO co31aTh pabodyro cpeny (T. €. KylIbTypy KadecTBa), NMPO3PAvHyIO H
OTKpBITYIO, B KOTOPOW NEepCOoHally Ipenajaraercs cBoOOJHO cooOuiarh 0 cOOsIX M OMIMOKax,
BKJIIOYas MOTEHIMAJIbHBIC NMPOOJIEMbl C HAJEKHOCTBIO JAHHBIX, C TEM YTOOBI MOXXHO OBLIO
IPOBOJIUTH KOPPEKTUPYIOIIUE U MPEIYIPEKIAIOLINE MEPOIPUSATHS.

CtpyKTypa opraHu3alliOHHON MOJYMHEHHOCTH JI0JDKHA 00ecrieunBaTh NHPOPMAITMOHHBIN TTOTOK
MEXy COTPYIHUKAMU BCEX YpOBHEH. D(PPEKTUBHOMY yMpaBIECHUIO TAaHHBIMU B OJTHUX CITydasx
MOJKET CHOCOOCTBOBATh PACIIMPEHHE MPaB M BO3MOKHOCTEH COTPYIHUKOB JUISl BBISBJICHUS U
coo0011IeHus 0 IpobiieMax MOCPEACTBOM CUCTEMbI KauecTBa. B Ipyrux ciydasx ajs 1OCTHKEHUS
HKBUBAJIIEHTHOTO YpPOBHSI KOHTPOJISI MOXXET NOTpeOoBaThCs OoJblliee BHUMaHUS HAA30py U
BTOPUYHOW MPOBEPKE B CBSI3U C COLMUAIbHBIM OapbepoM Ha MYyTH IMEpeAayd HexeslaTelbHON
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uH(popMalui. Bo3MOXKHOCTh MPSIMOTO aHOHUMHOTO OOpAIEHUSI K PYKOBOACTBY MOXET TaKkKe
OBITh BXKHOU B ATOW CUTYyaI[UH.

MeHeaKMEHT MOXKET CTUMYJINPOBATh KYJIbTYPY KauecTBa MOCPEICTBOM CIAEAYIOLIETO:

— OobecnieueHns] OCBEIOMJICHHOCTH M TOHUMaHUS OXHAaHWK (Harmpumep, Komekc 3Tuku u
Konekc nmoBenenus);

- .HI/I,I[epCTBa MOCPCACTBOM JIMYHOI'O IIpUMEpPA, IMOCPCACTBOM KOTOPOTO PYKOBOJACTBO JOJIZKHO
JACMOHCTPUPOBATDL TO MMOBCACHUEC, KOTOPOC OHO OKUJAI0T YBUACTH OT IOJYNHCHHDBIX

— (OOecrieueHus OTYETHOCTH 3a HCﬁCTBHH " pECIICHUA;
— IlocTOSSHHOTO U aKTUBHOI'O y4dacTus,

— YcraHoBieHUS PCAIMCTUYIHBIX O)KI/I,I[aHI/Iﬁ C y‘IéTOM OFp&HPI‘ICHHfI, KOTOPBIC OKa3bIBAIOT
JaBJICHUC Ha COTPYAHUKOB;

6.4.2 Komekc 3TUKHA U TIOJIATUKHA

Konekc LlenHocteil M DTUKM JOJDKEH OTpakaThb (HIOCOPUI0 MEHEPKMEHTa B OTHOLICHUHU
KayecTBa, Jocturaemoro mnocpenctBoM Ilomutuk (1. e. Kogekca mnoBeneHus), KOTOpbIe
cootBeTcTBYeT Kynbrype KauectBa u co3naror arMmocdepy 10BepHsi, B KOTOPOH BCE COTPYIHUKH
HECYT OTBETCTBEHHOCTb 3a 00ecrieueHre 0e301MacCHOCTH NMalMeHTOB U Ka4eCTBa MPOyKIIHH.

OOmue craHgapThl THKU U JTOOPOCOBECTHOCTH KOMITAHWH JIOJDKHBI OBITh YCTAaHOBJIICHBI H
W3BECTHBI KaXJOMY COTPYIHHUKY, W COOTBETCTBYIOIIME OXHUIAHUS JOJDKHBI COOOIIATHCS
CBOEBPEMEHHO M Ha MOCTOSIHHON OCHOBE.

[Monutuku Komekca moBeneHHs MOHKHBI YETKO OMPEACATh HOPMbI 3THYECKOTO IMOBEICHUS,
TaKUe KaK YeCTHOCTh. DTO JO0JKHO OBITh JOBEIECHO JI0 CBEICHHSI BCEr0 MEPCOHAIIA U JI0JI)KHO ObITh
HaUIeXKAMM 00pa3oM MoHATO. HeaocTaTouHO OrpaHn4MBaThCS TOJBKO 3HAHHWEM TPEeOOBAHMI,
HEOOXOJMMO TOHMMAaTh TaKXKE TO, TOYeMy TpeOOoBaHHs OBLIM YCTAHOBJICHBI, W KaKOBBI
IIOCIICACTBUSA HUX HCBBIIIOJIHCHUA. B oTHomEHUE HeEXeEIATEIbHBIX I[efICTBHI\/’I, TaKuX KakK
npeaHaMCcpCHHasA q)&HBCI/I(l)I/IKaIII/Iﬂ JaHHBIX, HCCAHKIIMOHHUPOBAHHBIC U3MCHCHUS, YHUUTOXKCHUC
JAaHHBIX UJIU APYTHUC I[eI\/’ICTBI/IfI, Hapymaromune uCI0CTHOCTb JaHHBIX, JOJIKHBI OBITH MNPCAIPUHATHI
HE3aMCJIUTCIBHBIC MCPBI. B cirydac HGO6XOI[I/IMOCTI/I JOJDKHBI NPUHUMATBCA AVUCHHUILIMHAPHBIC
MEpBI; B TO e BpPEeMs, MOBEJICHHE, COOTBETCTBYIOIICE TPECOOBAHUSM, TOJDKHO OBITH ONPEIEICHO
HaJJIeXKaIUM 00pa3oMm.

6.4.3 IIporpammbl OOydeHus

ITepconan nomkeH ObITh 00OyUeH MOIUTHKE LEIOCTHOCTH JaHHBIX U coOmoaaTs ee. PykoBoacTBo
JOJDKHO 00ecreyuTh, YToObl MepcoHan Obl1 00ydeH MOHMMATh M pa3jinyaTh HaAJexallee u
HEeHaJyIexallee nopejieHue (BKItovas mpeHaMepeHHyIo (anbcu(UKanuio) U ObUT OCBEJOMIIEH O
MOTEHIMATIBHBIX MOCEICTBUIAX ITOTO.

Kpome Toro, kio4eBble COTPYAHUKH, BKIIOYAs MEHEIKEPOB, PYKOBOJUTENIEH M PaOOTHUKOB
CITy>KOBI KauecTBa, JOJDKHBI ObITh OOY4YEeHbI MEpaM I10 MPEeIOTBPAIIECHUIO MPAaBOHAPYILIEHUN U
00OHapyKEHHIO MOJO3PUTEIbHBIX TAHHBIX.

PykoBO/ICTBO OIKHO Takke 00ecTiedynTh, 4T00kI TpH Habope rmepcoHalia U NepruoTUIecKHy TOcIie
aToro (o Mepe HEoOXOAMMOCTH) BECh NEPCOHAN MPOXOAWI OOyd4eHHE IO TMpOoIeaypam
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oOecrieueHns HaaNexalied npakTuku qokymeHtupoBanus (GDocP) kak mis OyMakHBIX, Tak U
JUISL DJIEKTPOHHBIX 3aIUCEN.

6.4.4 CosepmienctBoBanue Papmarnesruueckoit Cucremsl Kauecta

HpI/IMeHeHI/IC COBPCMCHHBIX IMPHUHIMUIIOB YIIPABJICHUA PUCKAMH JII Ka4€CTBA U Haz[nemameﬁ
MMPAaKTUKW YIIPABJICHUA JaHHBIMH K CYIHCCTBYIOH_[eﬁ (bapMaHeBTquCKOﬁ CHUCTCMC KadCCTBa
CIIYKUT JIs1 MOACPHU3AUN CUCTCMbBI KaUCCTBA B LCIIAX PCHICHUA 3ada4, KOTOPBIC BO3HUKAIOT B
CBs3H C reHepauHeﬁ CJIOXKHBIX JaHHBIX.

d)apMaueBTquCKa;{ CHUCTCMA KadyCCTBa KOMIIAHWHK JOJI’KHA OBITH CIIOCOOHA npeaoTBpamarb,
O6Hapy)KI/IBaTL 1 UCIIPABJIATH cinabble MeCTa B CUCTEME HIIH mnmponeccax, KOTOpbsIi€C MOT'YT IIPHUBCCTU
K HApYIICHUAM LHECJIOCTHOCTU JaHHbIX. Kommanus JO0JI’KHA 3HaTbh JKU3HCHHBIMN OUKJI CBOUX JAHHBIX
W HUHTCTPUPOBATbL COOTBCTCTBYIOIIHMC CPCACTBA KOHTPOJIAA W IIPOLCAYPHI, YTOOBI IMOJIY4YCHHBIC
JaHHBIC ObLIH INpUTroJHbIMU, ITOJIHBIMH H HAJACKHBIMMU. B 4aCTHOCTH, Takoi KOHTpPOJIb H
COOTBCTCTBYIOIIUC IIPOLUCAYPHBIC OOHOBJIEHHS MOT'YT OCYIICCTBIIATHCA B CIICAYIOIINUX obnacTsx:

— OI11eHKa U yIpaBlIeHUE PUCKAMH

— IlporpamMmMbl  pacciegoBaHuil  (HampaBi€HHbIE Ha MPEJOTBpAIEHHWE HAPYLIEHUN
[IEJIOCTHOCTH JIaHHBIX U / UM Ha U3yYCHHE BBISABICHHBIX HAPYIICHHIA)

— IlpakTuka 0630pa TaHHBIX
— Banunanus nporpaMMHOro o0ecrieueHus
— VYmpaBieHue MoCTaBUIMKaAMU/TIOAPSI TINKAMH

- HporpaMMa O6yT-I€HI/I$I, BKJIIOHarom@as IMmOJUTHUKY HCJIOCTHOCTU HAHHBIX W HNPOUCAYPHI I1O
OCJIOCTHOCTH JaHHBIX.

— Bxmrouenue IIPUHLIUIIOB obecnieyeHus OCI0CTHOCTHU JaHHBIX B nporpammy
CaMOUWHCIICKIINH.

— Ilokazarenu kadyecTBa U OTYETHOCTh Iepea BbICIIUM PYKOBOACTBOM.

Crenyer KpUTHUYECKH OCMBICIATH 3()()EKTUBHOCTB MPOLEAYpP KOHTPOJIS U 0030pa B IOCTUKEHUU
kKemaeMmblx — pe3ynapTaToB. [lokasarenem  3permocTM  yIpaBJIEHWS  JAHHBIMU  SIBJISIETCS
OpraHW3allMOHHOE IIOHMMAaHWE W IPUHATHE OCTATOYHOIO PHCKA, KOTOPBIA ONpEeaeiseT
MPUOPUTETHOCTH AeWcTBUNA. Opranusaius, KOTopas CYUTAET, YTO PUCKA HAPYILIEHUS ETOCTHOCTU
JTAHHBIX HET, BPSJ JIA CleJajla aJeKBAaTHYK OLEHKY PUCKOB, NMPUCYIIMX JKU3HEHHOMY LMKy
naHHbIX. [loaTOMy HEOOXOIUMO MOAPOOHO H3YUUTh MOJAXOA K OILIEHKE >XHU3HEHHOIO IMKIIa
JTAaHHBIX, UX KPUTHYHOCTH M CTENEHb PUCKa. DTO MOXET yKa3bIBaTh Ha BO3MOXKHBIE BU/IbI COOEB,
KOTOpPbIE MOTYT OBITh HUCCIIEIOBAHBI B XOJ€ IPOBEPKH.

6.4.5 Iloka3arenu kadyecTBa JJIA obOecreueHus OECJIOCTHOCTH JaHHBIX

JIOJKHBI TIPOBOJIUTHCS PETYIISIPHBIE 0030PHI MOKa3aTeel KauecTBa CO CTOPOHBI PYKOBOJICTBA, B
TOM YHCIIe Kacawlluecs IEeNOCTHOCTH HaHHBIX, C TeM 4TOOBI BBISBIATH, IEpelaBaTh Ha
BBIIIECTOSAIIUM YPOBEHb M CBOEBPEMEHHO pellaTh BakKHbIe BOMPOCHL. Creayer MNposBIAThH
OCTOPO’XKHOCTh M BBIOMpAThH KIIIOYEeBBIC TTOKa3aTenu d()(HEKTUBHOCTH TaKUM 00pa3oM, 4TOOBI HE
3aHU3UTh BAXKHOCTh U IPUOPUTETHOCTH IIE€JIOCTHOCTH JIaHHBIX.

[Tokazarenu kauecTBa JOJKHBI OXBAaThIBATH CIEAYIOIIUE BUIbI ICHCTBUIA:
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— IlpeBeHTHBHBIE, OPUCHTHPOBAaHHBbICE HAa HAI30p 3a MpaBUIAMHU JUIS TMPEAOTBpAILLEHUS

HapyIIeHUN IEIOCTHOCTH (Hampumep, YPOBEHB OCBEJIOMJICHHOCTH
OTIEPAaTOPOB/PYKOBOJUTEICH CMEH O IIEJIOCTHOCTH JAHHBIX, IMOJTHOE BpeMs 00padOTKH
00pasIoB)

— KoppexTupyomue, OpUeHTUPOBAHHbIE HA MOHUTOPUHI COOTBETCTBHS BBIMIOJIHEHUS U
pe3ynbpTaToB 3amuceil B cpaBHeHUU ¢ TpeboBaHusMu ALCOA+ (mampumep, [lokazarenn
OLICHKH DJIEKTPOHHBIX 3amucei, [Tokazarenb KOPPEKTUPYIOMIMX IEHCTBHII B OTHOIIECHUE
LIEJIOCTHOCTH JAHHBIX)

— MOHUTOPHMHI, OPUEHTUPOBAHHBIA HAa KOHTPOJIb KOJMYECTBA (PAKTMUECKUX HapyIICHUN
[EJIOCTHOCTH W COOTBETCTBYIOIIMX MOCIEAYIOIIUX ICHCTBHI (Hampumep, MOKa3aTelb
BHYTPEHHEIl NIPOBEPKU LEIOCTHOCTU [aHHBIX, IOKa3aTellb CaMOIPOU3BOJIBHBIX COOEB
[IEJIOCTHOCTH, B TOM YHCJI€, COOOIIAEMBIX OMEpaTOPaMHu)

s mepuoanueckoi mpoBepku 3(pPEeKTUBHOCTH U KOHTPOJIBHBIX MEpP B OTHOIICHUE YKa3aHHBIX
[OKa3aTesel, HallpaBJIEHHbIX Ha JIEMOHCTPAIMIO IPUBEPKEHHOCTU PYKOBOJACTBA 00ECIIEUEHUIO
[IEJIOCTHOCTH YIpaBieHus naHHbIMU B chepe GMP, nienecooOpa3Ho npuBieKaTh HE3ABHCUMOTO
JKcIIepTa

7. TPEBOBAHUA K PEI'YJIMPYEMBIM BYMAXKHBIM 3AIINCAM

7.1 Cucrema MmeHezkMeHTa kKadyecTBa (CMK) nuist ynpasiieHust 3anuciMu

O¢ddexkTuBHOE YympaBieHWe OyMaXKHBIMH JOKYMEHTaMH SIBISICTCS KJIFOYEBBIM AJIEMEHTOM
(dapMarieBTHYeCKOH CHCTEMBI KadecTBa Ha JIIOOOM JTare XU3HEHHOTO LHKJIA TPOTYKIHH.
COOTBETCTBEHHO, CHUCTEMa JOKYMEHTallUU JO0JKHA COOTBETCTBOBAaTH TpeboBaHusiM GMP u
obecrieunBarh 3()(PEKTUBHBI KOHTPOJIb 32 JOKYMEHTAMHM M 3aIHUCSIMU JUIS TOAJIEPKAHUS HX
LEJIOCTHOCTH.

Bo Bcex ciyuasix, koraa OyMakHbIE 3allMCH CO3AAIOTCA M HUCIOJIB3YIOTCS Ui OOecredeHus
0€30MacHOCTH MAalMEHTOB M KayecTBa MPOJYKIMM, 3TU 3alMCH JOJKHBI KOHTPOJIMPOBATHCS U
0CTaBaTbCs HAJISKHBIMU HA IPOTSKEHUH BCETO dKM3HEHHOTO 1IMKJIA JAHHBIX, T.€. COOTBETCTBOBATh
tpeboBanusim ALCOA+.

[Ipouenypsl, ONMCHIBAIOIIAE HAMICKAIIYI0 IPAKTUKY JOKYMEHTHPOBAaHUS M MEXaHU3MBbI
KOHTPOJISI IOKyMEHTAllUH, JTOJKHBI ObITh JOocTynHbl B pamkax CMK. DT npouenypsl 10IKHBI
ONPEICIIATE:

— Co3znanue, corjacoBaHHWe M yTBepikKJIeHHE 0a30BBIX JOKyMEHTOB (master documents) u
MPOIIEAYPHI TSl HCTIONB30BaHUS B TECYCHUE MX KU3HEHHOTO ITHKJIA

— Co3pnaHue, pacnpocTpaHeHHE U KOHTPOJIb I1A0JOHOB, UCTIONb3YEMbIX JJIs 3alMCH JTAHHBIX
(0Opa3ibl, )KypHaJbl U T. 11.)

- Hpoueccm HU3BJICUYCHUA U aBapHﬁHOFO BOCCTAaHOBJICHHA JaHHBIX

— Ilpomecc co3manusi paboumx komuit aokymeHtoB (Hampumep, COIl u OnaHkoB) s
MOBCETHEBHOTO MCIOJIb30BaHUs C OCOOBIM aKI[EHTOM Ha 00ecleueHNue KOHTPOIUPYEMOCTH
Y TIPOCIIEKUBAEMOCTH KOIUM
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— PykoBOACTBO 1O 3amojHEHWI0 OyMaXHBIX JOKYMEHTOB C YKa3aHHEM CII0COOOB
UICHTU(UKAIIMN  OTACIBHBIX COTPYIHHUKOB, (OpPMATOB BBOAA JAHHBIX W BHECCHHS
W3MEHEHUH B JOKYMEHTBI

— llopsinok pyTHHHOM NMPOBEPKHU 3AMOJHEHHBIX JOKYMEHTOB Ha TOYHOCTb, NOJJIMHHOCTH U
IIOJIHOTY

— IIpoueccel peructpanuu, NOUCKa, XpaHEHUs1, apXUBUPOBAHUS U YAAJICHUS 3a1IUCEN

7.2 Co3nanue 3anucu

7.2.1 Co3manue 3anucen

BYMa)KHBIe 3aIlIMCHU CO30at0TCA B COOTBECTCTBUHU CO CIICAYIOIIUMU ITPpaBUJIaMU:

— Bce MOKyMeHTBI JODKHBI MMETh YHUKAJIbHBIH HMICHTU()UKAMOHHBIA HOMEp (BKIIOYas
HOMEp BEPCHUH) U JOJKHBI OBITH POBEPEHBI, YTBEPKICHBI, TOIMUCAHBI U JATUPOBAHBI.

— Hcnonb30BaHue HEKOHTPOIUPYEMBIX JJOKYMEHTOB JOJDKHO OBITh 3aIIPELIEHO BHYTPEHHUMU
IpoLEeaypaMH; aHAJIOTUYHBIM 00pa3oM, UCIOJIb30BaHUE BPEMEHHBIX 3alucel (Hampumep,
Ha 0OpbIBKaxX OyMaru) AOJKHO OBITh 3alpEeLIeHO.

— @opma JOKYMEHTa JIO0JKHA O0ecledrBaTh JOCTATOYHOE MPOCTPAHCTBO JJIsl BHECCHMS
JMAHHBIX, C TE€M 9YTOOBI 00ECTIEeYNTh YETKOCTh M pPa300pUYMBOCTH BIHCAHHBIX IAHHBIX.
JlomkHO OBITP YETKO YKa3aHO, KAaKHE JIaHHBIE JOJDKHBI OBbITh BIHMCAHBl B Kaxa0e
IPESYCMOTPEHHOE IS ATOTO MOJIE.

— JIOKyMEHTBl JOJDKHBI XPAaHUTBCS TaKUM 00pa3oM, 4TOObl 00ECHeuuTbh HaAJISKAIIUN
KOHTPOJIb BEPCUH.

— HeaBTopu3oBaHHbIe WM HEMpeTHAMEPEHHbIE U3MEHEHHs] B OCHOBHOM KOMHUM (HAmpuMep,
dopma mns 3amonueHusi, npukperuiéHHas kK COIl) momkHBI OBITH 3ampenieHbl. Puck
HEHa/JIeXKalllero UCIoIb30BaHus U/uinu Ganbcrudukany 3anucu "oO0bIYHBIMU cpeicTBaMu"
(T. €. HEe TpeOYIOLUMMHU UCTIOIb30BAHUS CIIEHUATbHBIX HAaBBIKOB MOIIEHHUYECTBA) JOJKEH
OBbITh CHMKEH J0 IPUEMIIEMOIO YPOBHSI.

J1st TUTIOBBIX 3amucel, XpaHSAIIMXCS B AJIEKTPOHHOM BH/JIE, JOKHBI ObITh IPUHSTHI CIIETYIOIINE
MEpBI IPEJOCTOPOKHOCTH:

- JIOCTYH K 3TaJIOHHBIM I1a0JI0HAM AOJIKCH KOHTPOJIUPOBATHCA

— VYmpaBieHue nporeccamu A CO3JaHUs M OOHOBJICHUS BEPCHH JOJKHO OBITh YETKUM U
MIPAKTUYHBIM / IPOBEPEHHBIM

— OcHOBHbBIC JOKYMCHTBI JOJUKHBI XPAHHUTBCSA TAaKUM o6pa30M, YTOOBI npeaoTBPaATUTDb
HCCAHKIIMOHUPOBAHHLIC U3MCHCHUA

MacTtep-Konuu TOJKHBI COJIEPKaTh OTIMYUTEIbHYI0O MapKHUPOBKY, MO3BOJSIONIYIO OTIMYUTH
MacTep OT KOIUU, HallpUMep, UCTIOIb30BaHHUE LIBETHBIX OyMar WM YepHW JUIsl IPeAOTBpaILeHuUs
CIIy4aiflHOTO MCTOJIb30BaHUSI.

[Tepedens Bcex mabIOHOB 3aMUCel MOJDKEH YIPABIATHCS CIIYKOO0M KadecTBa. B aTom mepeune
I KaXXJ0ro Tuia 3alucCu OO0JKHa COACPKAThCA, KaK MUHHUMYM, CJICAYrOolIas I/IH(I)OpMaI_[I/IHZ
HaMMEHOBAaHME, HOMEp, BKJIIOYAsi HOMEP BEPCUH, MECTOHAXOXIEHUE (Hampumep, 0a3za JaHHBIX
JOKYMCHTAIMHU, JaTa BCTYIUICHUA B CUJTY, JaTa NCPECMOTpPa U T. ,Z[.).
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3anmucu B TNPOW3BOJCTBEHHBIX 30HAX JOJDKHBI HAAJISKAIIUM O00pa3oM KOHTPOJIHPOBATHCS
Ha3HAYCHHBIMU JIMLAMU WM OINpPEAEIEHHBIMU IMPOLECCAMU. DT MEphl KOHTPOJS JOJIAKHBI
OCYILECTBIISATHCSI TAKUM 00Pa3oM, YTOOBI CBECTH K MHHUMYMY PHCK IOBPEXACHUS WU IOTEPU
3anuceil 1 00eCTeYnTh HENTOCTHOCTh JAHHBIX

7.2.2 Pacnpenenenue 3anuceit

BYMa)KHBIe 3alMUCU OJOJDKHBI paCIpCaACIAThCA MO CIACAYIOIIUM ITPpaBUJIaAM:

— OOHOBJICHHEIE BCPCHHU JOJDKHBI PACIPOCTPAHATBCA CBOCBPECMCHHO, IIPU 3TOM TOJBKO
TCKyllas YTBCPIKACHHAA BEPCUA MOKET OBITh JOCTYIIHA AJIA UCITOJIb30BAHUA

— VYcrapeBiie OCHOBHBIC JOKYMEHTHI U (Dailiibl TOJKHBI ObITh apXUBHUPOBAHBI, a JOCTYI K
HUM OIPaHHUYEH.

— Bce BbIaHHBIC M HEUCIIONb30BaHHBIE (PH3UUECKUE TOKYMEHTHI JOJDKHBI OBITH COOpaHbI U
YHUYTOXEHBI COOTBETCTBYIOIIUM 00pa3zoMm.

— BpIada KOHTPOJIMPYETCS ¢ MOMOIIBIO 3AIIUIIICHHOTO IITaMITa Wi OyMa)KHOTO IIBETOBOT'O
KOJla, KOTOPBIM HE JAOJKEH HaXOAUThCA B pabouMX 30HAX WIM APYrol COOTBETCTBYIOLIEH
CUCTEME.

— HesanonHeHHBIE («ITyCTHIE») TOKYMEHTHI JOJDKHBI OBITh HISHTH()UIIMPOBAHBI C TOMOIIBIO
YHHUKAJIBHOTO HIEHTH(UKATOpa, CO3JaHHE KaXIOro JOKYMEHTa JOJDKHO  OBIThH
IPOHYMEPOBAHO U 3aIIUCAHO

7.2.3 BeneHue u 3aBeplleHUE 3aUCU

- PYKOHI/ICHHG 3aIInuCu JOJIDKHBI OBITE CACJIaHbl JUIIOM, BBIIIOJHHUBIIUM 3aJaHUC

- HCI/ICHOJ'II)SOBaHHI)IG, IMYCTBIC ITOJIAA B JOKYMCHTAX JOJIKHBI OLITH 3a4YCPKHYThI, JATUPOBAHLbL
U IIOAITMCAaHBI.

- PYKOHI/ICHble 3aIIucu JOJIKHBI OLITH CACJIaHbl YETKHUM U pa?>60p‘—II/IBI>IM IMOYCPKOM

— 3amnoJHeHHe MOJICH IaT MPOU3BOAUTCS B (hopMaTe, ONPEICICHHOM ISl TPOU3BOACTBEHHON
wiomanaku (Hanpumep, JIJI BHECEHHIO 3alOJHEHHUIO 3aKMCed TOJDKHBI OCYIIECTBISTHCS
CBOCBPEMEHHO

— 3ammcu JOJIDKHBI OBITh HECTUPACMBIMU. Hcnons3oBaHue KapaH;[ameﬁ HC JOITYCKACTCA

— 3ammcu JOJIXKHBI OBITH noAnucCanbl M AOAaTHPOBAHBbI C HCIIOJB30BAHUEM YHHKAJIBHOI'O
I/II[eHTI/I(bI/IKaTOpa, IpHUCBaAaNBACMOT O aBTOPY.

— JlomxHa ObITH OOecreueHa MpPOCIIEKUBAEMOCTh JIOOBIX ONpPENENIsIeMbIX I0JIb30BATEIEM
rmapamMeTpoB B paMKaXx JIEATEIbHOCTH MO 00pabOTKe MaHHBIX. 3alUCH JOHKHBI MTO3BOJISATH
BOCCTaHABJIMBaTh BCIO JEATENBHOCTh IO OOpabOTKE MaHHBIX, HE3aBUCHUMO OT TOTO,
coOOIIaeTCsl JIW O pe3yiabTaTax 3TOM OOpabOTKH BIOCIEACTBUM WM OHH HCIIOJIB3YeTCs
uHBIM oOpa3oM. Eciam o0paboTka HaHHBIX MOBTOPSIETCS C IMOCTENCHHBIM H3MEHEHHEM
napameTpoB 00pabOTKH, TO 3TO JOJKHO OBITh BUAMMBIM JJIsi 00ECIEUSHHs TOTO, YTOOBI
nmapamMeTpsl 00pabOTKM HE OBUTM HMCIOJIB30BAHBI ISl TOCTHOKCHHS Oojiee JKenaTelbHOU
KOHEYHOU TOYKH.

— IlompaBku B 3alMCAX JTOJHKHBI OBITH C/IETaHbI TAKUM 00Pa30M, YTOOBI 0OECIIEYUTD MOTHYIO
MIPOCIICKUBAEMOCTh, B TOM YHCJIE:
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o 3a4yépkuBaHUE TOTO, YTO IOJHKHO OBITh M3MEHEHO, CHOCOOOM, MO3BOJISIOIIUM
IPOYUTATH 3aUEPKHYTOE (HAIIPUMED, OJHON JIMHUEN).

o IlpuynHa ucnpaBiIeHHs, I71€ BO3MOXKHO, JOJDKHA OBITH YeTKO 3aMKCUpOBaHA M
IIPOBEPEHA, €CJIA ITO KPUTUYHO.

o Kro u xorga BHeC n3MeHeHHe (MHUITMAIBI U J1aTa)

7.3 IlpoBepka 3anuceit

[Tonxo K mpoBepKe CoJiepKaHUsl KOHKPETHBIX 3alMUCel, TAKUX KaK KPUTHYECKUE OyMakKHbBIE
3alKCH U COOTBETCTBYIOIIUE UCTIPABICHHUSI, TOJKEH ObITh OPUEHTUPOBAH Ha 0OecreueHue
npoBepku TpedoBannii ALCOA+ 1 coOMoAeHUS BCeX TPUMEHUMBIX HOPMATHUBHBIX TPEOOBaHHIA.

JloJKHA CyIIeCTBOBAThH IPOLIEAYpa, ONMUCHIBAIONIAS ITPOIECC MPOBEPKU M YTBEPKACHHS JAHHBIX.
[TpoBepka HaHHBIX AOJDKHA OBITH 33JJOKYMEHTHPOBAHA, M B MPOTOKOJIE JOJDKHO COJEPIKATHCS
MIOJIOKUTEIFHOE 3asIBICHUE O TOM, OBbUIH JT 0OHApY>KEHBI POOIEMBI, AaTa MPOBEPKU U MOAIHUCH
peLieH3eHTa.

[Iponienypa noyKHA ONMUCHIBATH ACHCTBUS, KOTOPBIE JOJKHBI OBITH IPEANPUHATHI, €CIU aHAN3
JAHHBIX BBIABUT OLIMOKY WJIM YIYIIEHHE. DTa MPOIeAypa A0KHA MO3BOJISITH KOPPEKTUPOBATH
WM YTOUHATH JIaHHBIE, 4TOObI 00€CeYUTh BUANMOCTDH MCXOIHON 3alHCH U TIPOCIEKUBAEMOCTD
KOPPEKLHUHU € uclonb3oBaHueM npuHuunoB ALCOA+.

B ciydae ayTcOpCHHIOBBIX MpOLECCOB (hapMaleBTHUECKass KOMIIAHUS JI0JKHA rapaHTHPOBATH,
YTO KpUTHUYECKHUE JaHHBIE, ToTydyeHHbIe oT [locTaBmuka, OyayT paccMOTPEHbI; OTBETCTBEHHOCTb
3a aHaJIM3 JaHHBIX JOHKHA OBITh JOKYMEHTHPOBAHA U COTJIaCOBaHA 00EMMHU CTOPOHAMHM.

7.4 UcTHHHBIE KOMUH

7.4.1 MWctunHble KONUU OyMa)KHBIX JOKYMEHTOB

Konunm opurunHasoB OyMaKHbIX JOKYMEHTOB (HalpuMmep, AaHaJIUTUYECKHE IPOTOKOJIBI,
BaJIMIALlMOHHBIE OTYETHl U T. [.), KaK MpaBWIO, OYEHb IOJE3HbI JJs Leleld KOMMYHHUKaIuy,
HanpuMep, MEKIy KOMITaHUSMHU, paOOTalOMIMMU B Pa3HbIX MeCTax. OTH 3alMCH JIOJKHBI OBITh
MO/l KOHTPOJEM B TEYEHHWE HX >KU3HEHHOro ILMKIJIA, YTOOBl TapaHTUPOBATh, YTO JaHHBIE,
MOJIy4EHHBIE C IPYTOil MIOMAAKH (JOUepHEeH KOMITAaHUH, TMOAPSIAYMKA U T. JI.) COXPaHIIOTCS KaK
«UACTUHHBIE KOIMUW», KOTJAa 3TO Ie1eCO00pa3HO, MM MCIOJIB3YIOTCS B KauyeCTBE «KPAaTKOIro
oTyeTa», Korja TpeOOBaHUs, TMperbsABIIEMble K «UCTHHHOM KONUM», HE COOJI0JaroTCs
(HampuMep, pe3roMe CII0KHBIX aHATMTUYECKHUX JaHHBIX ).

HcTuHHas KOIHS JOJIXKHA obecreynBaTh COXPAHCHHUC IMOJTHOI'0 CMBICJIa JaHHBIX U BO3MOKHOCTb
BOCCTAHOBJICHUS UX UCTOPHUH.

OpuruHanbHbIE 3alMCH U HCTUHHBIE KOIMH JJOJKHBI COXPAHATh LIEJIOCTHOCTD 3anucu. VIcTHHHBIE
KOIIMU OPUTMHAJIOB 3allicell MOTYT XPaHHUTHCSI BMECTO OPUTHHAJIOB 3amluceil (Hampumep, mpu
CKaHMPOBAHUU OYMa)KHBIX 3alMCel), €CIIU CYIIECTBYET JOKYMEHTUPOBAaHHAS CUCTEMA IIPOBEPKH
U 3alUCH LEJNOCTHOCTH Komuu. OpraHu3alyy JIOJDKHBI YUMTHIBATh JIIOOON PHCK, CBSI3aHHBIHN C
YHUUYTOXXEHUEM OPUTMHAIBHBIX 3aIIUCEH.

7.4.2 By'Ma)KHLIC 3aIluCH, MOJYYCHHBIC N3 KOMIIBIOTCPHBIX CUCTCM

ByMa)KHBIe 3alMCu, TCHCPUPYEMBIC TMIPOCTBIMHU JJICKTPOHHBIMHU CHCTEMaMH, TaKUMU,
HalmpuMmep, Kak BEChI, pH-MeTpBI HJIA IIPOCTOC TCXHOJIOTMYCCKOC 060py,[[0BaHI/Ie, KOTOPBIC HC
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XpaHAT JJaHHBIE, MPEIOCTABIISIIOT OTPAHUYECHHYIO BO3MOKHOCTh M3MEHEHUS IPEICTABICHUS
VKa3aHHBIX JIaHHBIX IyTeM (IIOBTOPHOW) 0OpaOOTKH, H3MEHEHHS JIIEKTPOHHBIX METOK
IaThl/BpeMeHH. B 3THUX 00CTOSTENhCTBAX OPUTHMHAN 3alUCH JIOJDKEH OBITh TMOANHCAH U
JIaTUPOBAH JIMI[OM, CO3JAOIINM 3aIUCh, & TAKXKE MPUI0KEH K JOChE HA CEPHIO.

Taxoi moAXoJ pa3pCiICH TOJBKO JJIA IPOCTBIX CUCTEM U IJIA SaHHCGﬁ, COACPIKUMOC KOTOPBIX
CTaTU4HO.

Crarndeckuil ¢opMaT 3amucu, TakoH Kak OyMaskHas WJIM DJICKTPOHHAs 3aIluCh, SBISETCS
(UKCUPOBAaHHBIM M TPAKTUYECKU HE JOMYCKAeT B3aHMMOJCHCTBUS MEXKAY MOJIb30BaTEIEM H
COAEP)KUMBIM 3amucH. Hampumep, mocne medaTd WM NpeoOpa3oBaHUsl B CTaTUYECKUN
AIIEKTPOHHBINA (hopMaT 3amUCH TEPSAIOT BO3MOXKHOCTH IMOBTOPHOM 00pabOTKM uian Oonee
JIETaIbHOTO MPOCMOTPA UCXOAHBIX 3HAUCHUI.

N HaobopoT, 3anicy B JMHAMUYECKOM (hopMaTe, TaKue Kak 3JIEKTPOHHBIC 3aITUCH, JOIMYCKAIOT
MHTEPAaKTUBHYIO CBS3b MEXIYy II0JIb30BAaTEIEM U COJAEpPKUMbIM 3amucu. Hampumep,
AIIEKTPOHHBIE 3amucu B ¢dopMatax 0a3 JAHHBIX MO3BOJSIOT IOJIB30BATENIO OTCIICKUBATH
TPEHIbl W 3alpalluBaTh JaHHBIC, 3alUCH XPOMATOTPaMM, COXpaHseMble B DJIEKTPOHHOM
dbopMaTe MO3BOJISAIOT MOJIB30BATENIO WK MPOBEPAIOIIEMY (IIPU HAIUYUH COOTBETCTBYIOUINX
MpaB JOCTyIa) MPOU3BECTH MOBTOPHYIO 00pabOTKY NAHHBIX U YBETUYUTh MacuiTad, 4ToObI
IIPOCMOTPETH JIeTainu 0o0Jiee YeTKO.

MHorue »3JeKTpOHHbIE 3alUCH BaXXHO COXPAHATh B HUX JUHAMHYECKOM (3JIEKTPOHHOM)
¢dopmare, 4TOOBI OOECTEUUTH B3aUMOJCHCTBHE C JAHHBIMH. YKa3aHHOE JOJDKHO OBITh
ONPAaBAAHO C YYETOM PHUCKOB. [l Takoro pojaa 3amuced 3ampeniacTcsi BeEICHHE
UCKITIOYUTENbHO OYMa)KHBIX 3alMCel U YAaJeHUE COOTBETCTBYIOUINX IEKTPOHHBIX 3AIHCEH.

7.5 Xpanenue 3anucei

Cpok XpaHeHUs! Ka)KJOoro THUIIAa 3aIUCEH JOKEH (KaKk MUHUMYM) COOTBETCTBOBAaTh CPOKaM,
yKa3aHHbIM B COOTBETCTBYIOIIMX TpeboBaHusx GMP. Crnemyer yuuThIBaTh Takxke Jpyrue
CYLIECTBYIOIIME HOPMAaTUBHBbIE TpeOOBaHMs, KOTOpble MOTYT NpeaycMaTpuBarh Oosee
JUINTEIbHBIE CPOKM XpaHEHUs. 3aluCH MOTYT XPaHWUTbCS BHYTPU OpraHU3aluu WM C
MIOMOIIbIO BHEIIHEH CIyXObl XpaHEHHs, MPU YCIOBHUU MOIMMCAHUS COOTBETCTBYIOIIETO
COTJIAIICHUS.

MeponpusiTusi MO apXuMBalUU JOJKHBI OBITh OpPraHU30BaHbl TakK, YTOOBl 0OOecreynBaTh
BOCCTAHOBJICHUE W YWTAEMOCTh JAHHBIX M METAJaHHBIX Ha IPOTSIKEHHHM BCEro INepHUoja
XpaHEHUS.

7.6 YTuniauzanusa 3anucei

HeobxomumMo opraHu3oBaTth JOKYMEHTHUPOBAHHBIM TMPOIECC YOAJICHHUS 3alucedl TaKuM
o0pa3oMm, 4TOOBI 00€CMeYnTh YAaleHHUE NAaHHBIX, MOJUICKAIINX YJAJICHHUIO MO UCTCUCHUU
YCTaHOBJIEHHOTO CpoKa XpaHeHus. Cuctema A0 KHA FapaHTUPOBATh, YTO TEKYLIUE 3alUCH HE
MOJABEPTHYTCS CIIyYalHOMY YHHUUTOXEHHIO, U YTO UCTOPUUYECKUE 3aNIMCH HENTPEIHAMEPEHHO HE
OyAyT BO3BpallleHbl B YHUCIO TEKYIIMX 3amucei (Hampumep, HCTOPUYECKHE 3alUCH
MepenyTaHbl/IepeMEeIIaHbl C CYIIECTBYIONUMU 3aMUCIMU).

JloipkHa MMETBCST 3aITUCh / PEECTp, CBUAETENBCTBYIOMIAS O HAJICKAIIEM U CBOCBPEMEHHOM
YHUYTOXKEHUU U3BATHIX U3 00paIEHUS 3aluCei.
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Jlo;kHBl OBITH TPUHATHL MEPHl IS CHUKECHUS PUCKA YAAJCHHUS HENpPeayCMOTPEHHBIX
NoKkymMeHTOB. IIpaBa mocryna, MO3BOJISIONIME YNANATh 3aIlMCH, JOJDKHBI OIPAaHUYUBAIOTCS
HECKOJIbKMMHU JIMLIAMH.

[Ipy WCMONB30BAHUM PACIIEUATOK, KOTOPHIE HE SIBJISIOTCS YCTOWYUBBIMH K XPaHEHHUIO
(mepMaHeHTHBIMU ) (HamIpuMep, TepMoTpancdepHas Oymara), 3aBepeHHas ("UcTHHHAS") KOTUS
MOXET OBITh COXpaHCHa, a OpPUTHHAN, HE SBISIONIMICS TEPMAHCHTHBIM, MOXET OBITh
YHUYTOXCH. ByMaskHbIe JTOKyMEHTBI MOTYT OBITh 3aMEHEHbI CKAHUPOBAHHBIMH KOTIHSIMU TIPU
YCIIOBHH COOJIIOICHHSI TPUHIIUTIOB «UCTUHHON» KomHH (CM. pasnen 7.4).

8. TPEBOBAHMUA K PEI'YJIMUPYEMBIM SJIEKTPOHHBIM 3AIIUCAM

PeFYJ'II/IpyeMLIe QJICKTPOHHBLIC 3aIIMCHU (T. €. CO31aBaCMbIC U HUCIIOJIb3YCMBIC JIA obOecrieyeHus
0e30macHOCTH NanuMCHTOB M KadCCTBa HpO,HYKHI/II/I) YHOPaBJIAKOTCA C IIOMOIIBIO 0O0IBIIOr0
KOJIMYCCTBA KOMIIBIOTCPHBIX CHUCTCM, HCIHOJbB3YCMbIX KOMIIAHHUAMU B OHGpaHHOHHOﬁ
JACATCIIbHOCTH. OTH CHCTEMEI BapbUPYIOTCA OT MPOCTBIX ABTOHOMHBIX IO OOJIBIIINX
HHTCIPHUPOBAHHBIX U CIIOKHBIX CUCTCM, MHOTHEC U3 KOTOPLIX BJIUAIOT Ha KAYECTBO IMTPOAYKIIHH.
Ka)KIIaSI peryinrupyemad opranmn3anuss HECET OTBECTCTBCHHOCTD 3a IMOJIHYIO OLICHKY U KOHTPOJIb
BCCX KOMIIBIOTCPU3UPOBAHHBIX CUCTEM U YIIPABJICHUC UMH B COOTBCTCTBUU C TpC6OBaHI/I5{MI/I
GMP.

OpraHu3anuu JO0JKHBI ObITh B IIOJHOM Mepe OCBEAOMIIEHBI O XapakTepe U 00JacTsIX
3a7eliCTBOBaHUS KOMIIBIOTEPU3UPOBAHHBIX CHCTEM, JOJDKHBI IMPOBOJHUTH OIIEHKH Ka)JIOU
CHUCTEMBI, B T. Y. e€ MCIOoJIb30BaHHUS 110 HA3HAUYCHUIO U q)yHKIIHOHHpOBaHI/Iﬂ, a TaKXe JIo0bIe
PUCKU WKW YA3BUMOCTU IJid HEJIOCTHOCTH AJAaHHBIX, KOTOPBIC MOI'YT OBITH MOABCPTHYTHL
Bo3aeicTBu0. Oco0oe BHUMaHHE CIEAYeT YAEHATb OINPEAENEHUI0  KPUTUYHOCTH
KOMIIBIOTCPU3HUPOBAHHBIX CHCTEM H JIOOBIX CBSI3aHHBIX C HHUMH JaHHbIX B OTHOLIICHUU
KadecTBa MPOAYKIHHU.

Bce KOMIIBIOTCPU3UPOBAHHBIC CUCTCMBI, IIOTCHIUAJIBHO BJIWAOIINC Ha KAYCCTBO IIPOAYKIIUH,
JOJIDKHBI B(I)CI)GKTI/IBHO YIIPABJIATBCS B COOTBETCTBHUU CO «3peJ10171» CHCTEMOM Ka4ueCTBa, KOTOpasa
IIpru3BaHa 0o0ecreynTh 3alUTy CHCTCM OT aKTOB cnyqaﬁHoro WK MPEAHAaMCPCHHOI'O
BMCIIATCJILCTBA, UBMCHCHHUA WU THOOBIX APyrux ﬂeﬁCTBHﬁ, KOTOpPBIC MOTI'YT IIOBJIUATH Ha
OEJIOCTHOCTh JaHHBIX.

[Ipu  ompeneneHun  ya3BUMOCTEd W PUCKOB  JUIA  JAHHBIX  BAXHO,  YTOOBI
KOMIIBIOTCPU3HUPOBAHHAA CUCTEMA paCCMAaTPUBAIaCh B KOHTCKCTEC €€ UCIIOJIBb30BAHUS B paMKax
Ou3Hec-TpoIiecca.

s obecriedeHHsT COOTBETCTBUS PETYIHMPYEMBIX OJJIEKTPOHHBIX 3amuceld TpeOOoBaHUSIM
ALCOA+, COOTBETCTBYIOIIME KOMIBIOTEPU3HUPOBAHHBIE CHCTEMBI JOJDKHBI O00ecleuynBaTh
Hanexnocts, besonacHocts, [IpocnexuBaeMocts, [IposepseMocts u [1o10TYETHOCTS.

OtH TpeboBaHMs OTpakeHsl B npuiiokeHnu 11 k [IpaBunam Hauiexaneil npou3BoJCTBEHHON
NpakTUK EBpa3uiickoro 3KOHOMHYECKOIO COK3a, YTBepKIeHHbIM Pemenuem Coeta
EBpaswuiickoit s5koHOMUYeCKON KOMHUCCHH OT 3 HOsIOpst 2016 1. No 77, B KOTOpOM OIIPEAeIsIOTCS
HOpMaTUBHbIE TPEOOBAHUS K KpUTHUYECKUM 3anucsaM B chepe GMP, yrpaBisieMbIM ¢ HOMOIIbIO
KOMITbIOTEPU3UPOBAHHBIX CHUCTEM, KOTOPbIE OPHUEHTUPOBAHbI Ha 00ECIeYeHHUE IEJIOCTHOCTU
9TUX JIaHHBIX.

8.1 Baniupanus KOMIbIOTEPU3UPOBAHHBIX CHCTEM
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KommnbroTepu3npoBaHHbIE CUCTEMBI JOJDKHBI COOTBETCTBOBATH HOPMATUBHBIM TPEOOBAHUIM U
NPUMEHUMBIM PYKOBOJICTBAM, KOTOpBIE BKIIOYAIOT TPEOOBAaHUS K BalIMJAIMU: CUCTEMBI
JIOJKHBI OBITH BaJIMIMPOBAHbI JJIS1 UCIOJIB30BAHUS MO0 HA3HAYCHHUIO, YTO TPEOYeT MOHUMAHUS
(GYHKINH KOMITBIOTEPU3UPOBAHHON CHCTEMBI B paMKaxX KOHKPETHOTO OM3HEC-TIpoIecca.

Banmunarnus kommberotepusupoBanHoil cuctembl (BKC) - 3T0 m1OKyMEHTHpOBaHHBIN MPOIECC
JTOCTHIKEHUS U MOAJIEep>KaHus €€ COOTBETCTBUS MPUMEHUMbIM npaBuiaM GMP u npuronnoctu
JUTSL 11eJIEBOTO MCIOJIB30BaHUs MYTEM pealu3alii MPUHLHUIOB, MOJXOJA0B U MEpPONPHUATHIA
YKU3HEHHOTO [IUKJIA B paMKaX BaJIMJAIIOHHBIX [IJIAHOB M OTYETOB, a TAKXKE MyTeM PUMEHEHUS
COOTBETCTBYIOIIUX OMNEPATUBHBIX CPEJICTB KOHTPOJIS Ha MPOTSIKEHUH BCETO CPOKA CITYKObI
CHUCTEMBI.

Jns obecnieueHus! IETOCTHOCTH SJIEKTPOHHBIX JAHHBIX KOMIBIOTEPU3UPOBAHHBIE CHCTEMBI
JOJDKHBI OBITh BAJUAMPOBaHBl Ha YPOBHE, COOTBETCTBYIOIIEM HX HCIIOJIB30BAHUIO U
npUMEHeHHI0. Banupanus momkHa TpeaycMaTpuBaTh HEOOXOAWMBIE MEphl KOHTPOJS IS
o0ecreyeHts EeJIOCTHOCTU IaHHBIX, BKIIIOYAsi OPUTMHANIBHBIE JIEKTPOHHbIE JaHHbIE U JTI00bIE
pacrieqatky uiau otdeTsl B popmare PDF, noiaydyennsle u3 cucreMsl. B 4acTHOCTH, 3TOT 1OAX0]
JoJbKeH obecrieunTh BblnosiHeHHe TpeOoBaHuit ALCOA+ u Haanexaliee yrpaBlieHUE
pUCKaMU JJI LEJIOCTHOCTU JAaHHBIX HA IMPOTSHKEHUM BCETO JKU3HEHHOIO LMKJIA JIAHHBIX.
[ToaTomMy npu BaauAalUyd KOMIBIOTEPU3UPOBAHHBIX CUCTEM U IPU MOCIEAYIOLIEM KOHTPOJIE
M3MEHEHHH TpeOyeTcs BHEAPEHHE W MOATBEP)KICHHE TOTO, YTO BCE HEOOXOIUMBIE CPE/ICTBA
KOHTPOJIS JIs1 00€CIIEUEeHUS IETIOCTHOCTH TaHHBIX UMEIOTCS B HAIMYHH,  YTO BOSHUKHOBEHHE
OIIMOOK B IaHHBIX CBEACHO K MUHUMYMY.

MeponpusiTusi 0 BalWIallMU JIOJDKHBI TapaHTHPOBaTh, YTO MapaMeTpbl KOH(GUTYpaluu U
AIIEMEHTHI yMpaBJieHHs JUisi O0OecredeHHs] UENOCTHOCTU JIaHHBIX 3a/IeWCTBOBAaHBI U
VIPaBISIOTCSA B BHIYUCIUTENBHON cpesie (BKII0Yasi MporpaMMHoOe oOecriedeHre IpuloKeHui
U ONEpAlMOHHBIX CHCTEM). YKa3aHHbIC MEPONPHATHS BKIIOYAIOT, HO HE OIPAaHUYUBAIOTCS
CIIETYIOIINM:

— HOKYMCHTHUPOBAHUC CHGI_II/I(I)I/IKaI_[I/Iﬁ KOH(pHpraIlHH IJI1 KOMMCPYCCKUX  «T'OTOBBIX»
CHUCTEM, a TAKXKC pa3pa6OTaHHLIX MMOJIb30BAaTCJIEM CUCTCM, I'’IC IPUMCHUMO

— OrpaHMYCHHUE TapaMeTpoOB KOH(MUTypanuu OE30MaCHOCTH «AIMUHUCTPATOPOB CHCTEMbBI»
JUIS HE3aBUCUMOTIO IIEPCOHAIA, TI€ ITO TEXHUYECKU BO3MOXKHO

— OTK/IIOYCHHUC ITapaMETpPOB KOH(i)I/IpraHI/II/I, MO3BOJIAIOIIUX TICPE3alMCbIBATL W IMOBTOPHO
O6pa6aTBIBaTB JaHHBIC 0€3 BO3MOKHOCTH OTCJIC)KUBAHUS

— OrpaHUYCHHUE JOCTYIIa U MIPUMCHCHUC ITAMIIOB BpCMCHI/I/I[aTI)I.

Hcnonbs3oBaHne BalIMJALMOHHBIX JAHHBIX OT IOCTABIIMKA CHCTEMBI B OTpBIBE OT €€
KOHKPETHBIX KOH(UTypaluu U Ha3HaYeHUsI HerlpremiieMo. B 7aHHOM citydae Banu1aliluOHHbIE
MEpPONPHUATHS TOCTABIIMKA CIEIyeT paccMaTpUBaTh KaK CBOEro poaa (yHKIHOHATIBHYIO
Bepu(UKaLMIO, KOTOpas MOXET HE COOTBETCTBOBAaTh TPEOOBaHMAM K KBaJTU(PHUKALUH
JKCILTyaTalUu.

Hacrosimee pykoBOACTBO HHTETPUPYET PHUCK-OPUEHTUPOBAHHBIM MOAXOA K BaluJalluu
koMmmbroTepusupoBanHbix cucteM (KC) B OusHec-mporecchl, ompenesnss JOKyMEHTaIUIo,
TpeOyeMyro Ui KaXJIOTO W3 JTaloOB BAJIWJAIMH, ¥ OTBETCTBEHHOCTH Ha Ka)KJIOM IIIare
nmporecca Banupanuu. B pasmene 10 nacrosmiero PykoBoacTBa o0oOmiaercs mepenoBoi
OTpaCJIEBOI OMBIT B 00JACTH BaTUAAIMH KOMITBIOTEPU3UPOBAHHBIX CHCTEM, OCHOBAaHHBIX Ha
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OLICHKE pPHUCKOB, BKIIOYas PYKOBOSAIIME YKA3aHUA M METOLOJIOTMI0 U3 PYKOBOIALIUX
NPUHIUIIOB, BBHIMYIIEHHBIX HamOoliee aBTOPUTETHBIMU acconuauusMu (Hampumep, PIC/S,
ISPE).

8.1.1 CoOop/BBox maHHBIX

Cucremsbl JOJI?KHBI OBITE pa3pa60TaHLI U IIpaBUJIBHOT'O c60pa JaHHbIX, ITIOJYYCHHBIX C

NMOMOIIBIO PYYHBIX WJIM aBTOMATHU3UPOBAHHBIX CPCACTB.

[ns pydHoro BBoja:

BBox MaHHBIX JOJDKEH OCYHIECTBISATHCS TOJNBKO aBTOPHM30BAHHBIMH JIMIIAMH, CHCTEMa
JIOJKHA PETMCTPUPOBATH JaHHBIE O BXOJE, O JIMIIE, CO3JAIOIIMM 3alKiCh, © BPEMCHH, KOT1a
3amnuch ObLIa CAeIaHa

JlaHHbIe TOKHBI OBITH BBEJICHBI B IPEYCMOTPEHHOM (opMmaTe, KOTOPBI KOHTPOJIUPYETCS
MPOrpaMMHBIM 00€ecriedeHHEeM; MEPOIPUSATHS M0 BaUIAMKN JOJKHBI MOATBEPIUTH, YTO
HezlelcTBUTEIbHBIE (POPMAThI JAaHHBIX HE IPUHUMAIOTCSI CUCTEMOM

Bce JaHHBIC, BBEJIEHHEIC BPYYHYIO, JOJIKHBI OBITE IIPOBECPCHBI 100 BTOPLIM OIICPATOPOM,
1100 BAIIMAUPOBAHHBIMHU KOMIIBIOTCPHBIMU CPEACTBAMU B TOM ClIy4dac, €CJIM OHHU MOI'yT
MMOBJIMATH Ha KAa4YCCTBO NPOAYKIIUHN WA 0€301aCHOCTD nmanucHTa.

HM3MeHeHus B 3amMcsx (BKJ'IIO‘laH HpI/I‘{I/IHY) PErUCTpUPYIOTCA B BUAC «KOHTPOJBHOI'O
cjcaa» U MpoBEPAOTCA COOTBCTCTBYIOIIUM ABTOPHU30BAHHBIM M HC3aBHUCHMBIM JIMIIOM B
COOTBCTCTBHUU C pUCKAMHU JUIA Ka4€CTBA NPOAYKIIUH U 0e30macHOCTH nmanucHTa.

Jlj11 aBTOMaTU3upOBaHHOr0 cOOpa JAHHBIX:

Wntepdeiic Mexay HCXOAHONH CHCTEMOH, cucTeMamMH cOopa M PpEerucTpau JTaHHBIX
JOJKEeH OBITh BaJTMAUPOBAH ISl 00ECTIEYEHHS] TOYHOCTH JTaHHBIX

HaHHHe, IMOJITYYCHHBIC CHCTGMOI;'I, JOJI?KHBI OBITE COXpPAHCHBLI B IIaMATHU B (1)0pMaTe, KOTOpBIfI
HC MMOABCPIKCH MAHUITYJIAIUAM, TIOTCPAM HUIJIN U3MCHCHUAM

HpOFpaMMHOG 00eCIeYCHUE CUCTEMBI JOJDKHO BKIIIOYATh BAJIMAUPOBAHHBIC ITPOBCPKHU JIA
o0ecrneueHUs TTOTHOTHI MOJIYYCHHBIX NAHHBIX, 4 TAKXKC THO0BIX MCTadaHHbIX, CBA3aHHBIX C
JaHHBbIMH

Bce HCO6XOHI/IMBI€ N3MCHCHUW JaHHBIX JOJIPKHBI CAHKITMOHUPOBATHCA U KOHTPOJIIMPOBATHCA
B COOTBCTCTBHU C YTBCPKIACHHBIMU IMPOLCAYPAMHU. HaanMep, pydyHad HHTCrpanvsa H
IOBTOpHasA 06pa60TKa pPE3yJIbTaTOB J'Ia60paTOpHI>IX HUCCIEIOBAaHUM JOJKHBI BBIIOIHATHCS
YTBCPKACHHBIM U KOHTPOJIUPYCMBIM 06pa30M. CJ'Iy>K6a KadyeCTBa KOMIIAHHWHU JOJIXKHA
IIPpUHHUMATb MCPBHI, 066CH6‘{I/IB8.IOH_II/IG BHECECHHE M3MCHECHHUN B JAHHBIE TOJBKO B ciIydace
HCO6XOI[I/IMOCTI/I " TOJIBKO Ha3HAYCHHBIMHU JIMIIaMU.

8.2 Be3onacuocrh

8.2.1 JHoctyn k cucreme

CpencTBa KOHTPOJIS IOCTYyIIA MOJIb30BaTENeH, Kak (PU3NYECKHe, TaK U SJIEKTPOHHBIE, JTOJKHBI

OBITH

CKOH(UTYpUPOBaHBI U MPUMEHEHBI JUIsl 3alpeleHNs] HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA,

HU3MCHCHUA U YOAAJICHHUA JaHHBIX.

I[J'ISI BCCX COTPYAHUKOB, HYKAAOMIUXCA B NOCTYIIC U UCITIOJIb30BAHHUU KOHKpCTHOﬁ 3J1€KTpOHHOfI

CHUCTCMbI, YCTAHABJIMBAIOTCA W IPUCBAUBAIOTCA WHIAWBUAYAJIIBHBIC JIOTHUHBI U IIAPOJIHA. O6H_[I/Ie
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Y4ETHBIE JaHHBIE U1 BXOAA HE MO3BOJISAIOT IIPOCIEAUTH 3a JIMIIOM, KOTOPOE BBIIIOJIHUII IEHCTBHE;
[0 3TOH mpHuYMHE oOlIMe Hapoiu (Jake €CaM OHHM ONpaBAaHbl MO MPUYMHAM (UHAHCOBOM
HSKOHOMHH) JIOJKHBI OBITH 3aIPEIICHBI.

B ciryuae, ecnu cuctema He BKIIOUYaeT B ce0sl QYHKIIMU KOHTPOJIS JOCTYNa (HaIIpUMep, €Clu AT
Hee He TpeOyeTrcs mapoiib, WIM €CId JOJDKHA HCIOJNb30BaThCs O0LIas ydeTHas 3aluch
H0JIb30BATEN), 1OJKHA ObITh PEaIM30BaHa OJHA U3 CIEAYIOIIHUX SKBUBAJICHTHBIX MEP KOHTPOJIS:

- bymaxusplii xypHamn, 3amoiHseMbId BPYYHYIO, OOECIEUMBAIOLIUIN TMPOCIEKUBAEMOCTh
oOpallieHui K cucteme

- CTOpOHHee IMporpaMMHOC O6€CH6‘IGHI/I6, IIO3BOJIAIOIICC 00ecneyuThb JOCTYII K CUCTEMC
TOJIBKO MPEABAPUTCIIBHO aBTOPU30BAHHBIM OIICpATOpaAM

HpI/II‘OI[HOCTB 9TUX AJIBTCPHATUBHBIX MECTOA0B JOJ’KHA ObITh 00OCHOBaHA U 3aJ0KYMCHTHUPOBAHA.

8.2.2 Armropuzanus [lons3zoBarens

Crnenyer B MOJHOW Mepe UCHOIb30BATh MEXAHU3MbI KOHTPOJIS IOCTYIA JUIsl o0ecreyeHus Toro,
4TOOBI COTPYAHUKH UMEJH JOCTYI TONBKO K (PYHKIMSM, COOTBETCTBYIOIIMM HUX CIIY>KEOHOH pOJIH,
¥ 9TOOBI JIEHCTBHUS OTHOCHIIMCH K KOHKPETHBIM JHIaM. KoMITaHUH JJOJKHBI OBITh B COCTOSTHUU
IPOJEMOHCTPUPOBATh YPOBHU JOCTYMNA, MPEAOCTaBICHHbIE OTAEIbHBIM COTPYAHHUKAM, U
00eCTeYnTh HATMYHE PETPOCTIEKTHBHOM HH(OpMaIiu 00 ypOBHE TOCTYIIA MOIB30BATEIICH.

KoHnTponb noctyna oykeH NpUMEHSATHCS KaK MPU BXOJE B ONEPALMOHHYIO CUCTEMY, TaK U Ha
YPOBHE NpHIIOKEeHUH. MHAMBUYa bHBIN BXOJ B CUCTEMY Ha YPOBHE ONEPALIMOHHOM CHCTEMBI
MOXET He TMOTpeOOBaThCs, €CIM MMEIOTCS COOTBETCTBYIOIIME CpPEACTBA YIPABICHUS IS
oOecreyeHns LEeNOCTHOCTH JaHHBIX (HampuMep, HEBO3MOXKHO M3MEHUTh, YAAJIUTh WIM CO3/1aTh
JTAaHHbIE BHE MPUIIOXKEHUS).

Joctynm agMuHHCTpaTOpa K KOMIBIOTEPHBIM CHCTEMaM, MWCHOJIb3YyEMBIM Ul 3aIlyCKa
MPUIOKEHUH, JOKEH KOHTPOJIUpoBaThecs. OObIYHBIE MTOJIB30BATENN HE AOKHBI UMETh JOCTYIIA
K KPUTHYECKH Ba)XKHBIM aclleKTaM MpOTrpaMMHOro OOecCHedeHusi, HalpuMmep, K CHUCTEMHOMY
BpeMeHM, (QYHKUMSAM yhaneHus ¢ainoB u 1. A. [IpaBa cucreMHOro agMuHHCTpaTOpa
(paspemiaronue Takue JEMCTBUSA, KaK yJaJeHUE JaHHBIX, W3MEHEHHe O0a3bl NaHHBIX WU
U3MEHEHHE KOH(UIypallul CHCTEMbI) HE JOJDKHBI Ha3HauyaThCs JIMIAM, HEMOCPEICTBEHHO
3aMHTEPECOBAHHBIM B IaHHBIX (CO3/IaHUE JJAHHBIX, IPOCMOTP WUJIH YTBEP)KJICHHE JAHHBIX ).

Cxema AaBTOpHU3alUU MOJIb30BaTeIe JOIKHA obecneunBaTh pa3aciicHue 00s13aHHOCTEH.

8.2.3 Pe3epBHOE KOIMpPOBaHHE

[Iporecchl pe3epBHOTO KOMMMPOBAHUS U BOCCTAHOBJICHUS JOJIKHBI OBITh JOKYMEHTUPOBAHHI C
MOMOIIBIO TIPOIEAYPHI, OMPEIEISIONICH ONepalliy Pe3epBHOTO KOMUPOBAHUS U IIATH
BOCCTAHOBJICHHSI, KOTOPBIE JTOJKHBI BRIMOTHITHCS B clydae HeoOxoaumocTH. [Iporeccsr
PE3CPBHOTO KOMMUPOBAHUA U BOCCTAHOBJICHUA NOJI?KHbBI GBITB IMPOTCCTUPOBAHBI IJIA OGCCHC‘{CHI/IH
BO3MOJXHOCTH ITOJIHOT'O BOCCTAHOBJICHUA JAHHBIX U MCTAJdHHBIX B CJIy4Uac C60H CUCTCEMBI.
JloiokeH OBITH CO3/1aH MEXaHW3M (aBTOMATHYECKUI WIIM PYYHOH ) TIPOBEPKH PE3EPBHOTO
KOTIMPOBAHUS JIJIs1 00ECIICUCHUS €T0 Ha/IJIeKaNero ()yHKIIMOHHPOBAHUSI.

[Tpouecchl pe3epBHOTO KOMMPOBAHMSI M BOCCTAHOBIIEHUS NOJKHBI OBITh JOKYMEHTHPOBAHBI
(Hampumep, ¢ TOMOIIbIO MPOLIEAYPHI), BATUAUPOBAHBI U JOJIKHBI MPOXOAUTH MEPUOIUYECKYIO
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npoBepky. Kaxxnas pesepBHast KOMUs JOJDKHA MPOBEPATHCS Il 00eCeueHHsl ee MPaBUIbHOTO
(YHKIMOHUPOBAHUS.

OObluyHBIE pe3epBHBbIE KONUU (HAlpUMEp, HOCUTENM, Ha KOTOPBIX XPaHSITCS KONUU JIaHHBIX)
JOJDKHBI XPAaHUTBCSI B yJaJIeHHOM MecTe ((DM3MYecKH pas[esibHO) Ha Ciydail aBapHiiHOM
CUTYallUH.

8.2.4 [Ilposepka I[lepenoca JlanHbIX

IlepeHoc gaHHBIX - 3TO NMPOLECC NTEPEAAYN JAHHBIX U METAJaHHBIX MEKly TUITAMUA HOCUTEIIECH WU
KOMITBIOTEPU3UPOBAHHBIMU cHcTeMaMH. [Ipy HeoOX0AMMOCTH TEPEHOC JaHHBIX MOXKET U3MEHSTh
dopmar 1aHHBIX, C TEM YTOOBI CAETATh UX MPUTOJHBIMU JUUIsl UCTIOIB30BAHUS UM BUAUMBIMU B
aJIbTEPHATUBHON KOMIIBIOTEPHON CUCTEME.

Hpouez[ypbl MNEepeHOoCa MAHHBIX HOJIKHBI COACPKATH COOTBCTCTBYIOIICC 000CHOBaHHE U OBITH
TIIATCIBHO pa3pa60TaHLI H IIPOBCPCHBI JIA obecnieueHus OCJIO0CTHOCTH JAaHHBIX B TCUCHHC
KHN3HCHHOT'O IUKJIa JaHHBIX

8.3 IlpociexuBaeMocTh

8.3.1 KoHTpombHBIi1 ciief

Cucrema AomkHa oOecrneuynBaTh aBTOMATHYECKYIO 3aliCh KOHTPOJBHOTO clieAa, KOTOPBIH
npeacTaBiIsieT coboil  ¢GopMy MeTalaHHBIX, COJEpXKAuX HH(POPMAIUIO, CBSI3aHHYIO C
JEHCTBUSIMHU, OTHOCSIIMMUCS K CO3JIaHUIO, H3MEHEHMIO WIM YJAJICHUIO PETYIUPYEMBIX
AIIEKTPOHHBIX 3amuceil. KOHTponbHBINA ciien oOecrieyuBaeT OE30MACHYIO 3aliCh CBEACHUH O
KU3HEHHOM ITMKJIE JIaHHBIX, TaKUX KaK co3/laHue, no0aBieHHE, yqalleHue WIM H3MEHEHHE
uH(pOpMaLIUU B 3aIUCSX, 0€3 NCKaKEHUS WITU Mepe3anucu UCX0IHOM 3anucu. KoHTponbHBIN ciies
o0yier4yaeT BOCCTAHOBJICHHE UCTOPUM YKA3aHHBIX COOBITUI, CBSI3aHHBIX C 3aMHCHIO, HE3ABUCHUMO
OT €€ HOCHUTeJIA, BKIt0Yasi ”HPOPMAIIHIO «KTO, YTO, KOTJa U TOYEMY», OTHOCAIIYIOCS K COOBITHIO.

3amucu KOHTPOIBHOTO cie/la TOMKHBI ObITh UMETh MOHATHYIO (GOpMY U COEPKATh MO KpaiiHen
Mepe CIIeNYIONTyo HH(OopMaIuo:

Nms JIMIa, BHCCIICTO NBMCHCHHEC B IAHHBIC,

— Ormurcanne N3MEHEHUS

Bpewms u nata nsmeneHus
— IlpuuynHa u3sMeHeHus

OYHKIIMM KOHTPOJBHOTO cliefla JODKHBI OBITh TMOCTOSHHO BKIIIOUEHBI, a JOCTYN K HUM
3abmokupoBaH. Kak u npyrue GpyHKIIMOHATBHBIE BO3MOXKHOCTH, HAIPABJICHHBIE HA 00ecrieueHue
LIEJIOCTHOCTU JaHHBIX, KOHTPOJBHBIM CJEA JOJKEH BEpUPHUIIMPOBATHCS B XOJAC BaJHIAINH
CUCTEMBI.

Cucrema JTOJDKHA 0a3upoBaThCs Ha HaJJIeKAIIAM obpazom
KOHTPOJIUPYEMOM/CUHXPOHU3UPOBAHHOM BPEMEHH Ul PETHCTPALU COOBITHH B NPUBS3KE K
HEMY C IeNbI0 00eCleYeHNs] BO3ZMOKHOCTH PEKOHCTPYKIIMH U IMPOCICKUBAEMOCTH, BKIIOYAs
I/IH(bOpMa]_[I/IIO 0 9aCOBOM II0OACEC, B KOTOPOM 3TU JAHHBIC UCITOJIB3YHOTCA NP HAJIMYUH HCCKOJIBKUX
yOIEHHBIX TUI0agoK. OmeparopaM He pasperaeTcs U3MEHSATh peepeHTHOE BpeMs U / WM
4acOBOM MOsIC.
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B cnyyae oTCyTCTBUSL B CHCTEMax aBTOMAaTHUYECKOTO KOHTPOJBHOTO ciena, A (PUKCAIUH
u3MeHeHnd GMP -KpUTHYHBIX JaHHBIX B KAU€CTBE BPEMEHHON Mepbl MOT'YT OBbITh UCTIOIb30BaHBI
OyMa’KHBIE 3aIMCH, HO TOJBKO JIO TE€X MOp, MOKa CUCTeMa ¢ (YHKIMOHUPYIOUIMM KOHTPOJIbHBIM
CJIEIOM HE CTaHET JOCTYIHOM.

8.3.2 IIpoBepka KOHTPOJBHOIO Clie/ia

JlaHHBIE KOHTPOJIBHOTI'O ClIE]a, OTHOCAILMECS K PETYIIMPYEMBIM 3JIEKTPOHHBIM 3aIIUCAM, I10JIEKAT
ayIUTy CO CTOPOHBI ABTOPHU30BAHHOIO IIOJIB30BATENs C LEJIbIO IMPOBEPKH IPABUIBHOCTU
BBITIOJIHEHUS ONEpaliii U BHECEHUS KAKHX-JIMOO M3MEHEHHH (Moau(UKaluu, ydaJeHHs WIN
Nepe3anucy) B UCXOIHYIO HH(OPMAIIHIO B AIEKTPOHHBIX 3aMucsX. Bce n3MeHeHus 10mKHBI ObITh
JIOJKHBIM 00Pa30M CaHKIIMOHUPOBAHBI.

[TpoBepka CBS3aHHBIX C JAHHBIMU PEJICBAaHTHBIX KOHTPOJBHBIX CIIEJOB JOJIKHA OBITh YaCThIO
PYTUHHO MPOBEPKH JAHHBIX B MPOIIECCE UX YTBEPIKICHUS.

[lepuonuyHocTh, (YHKIMM M OOSI3aHHOCTH IO MPOBEPKE KOHTPOJIBHOIO Cliefa JOJDKHBI
OCHOBBIBaTbCSl Ha OLIEHKE PHUCKAa B COOTBETCTBUU C peneBaHTHOCTBIO a1 GMP nansbIX,
3allMCAaHHBIX B KOMIIBIOTEPU3UPOBAHHOW cucreme. Hampumep, B ciydae H3MEHEHUH B
JJIEKTPOHHBIX JIAHHBIX, KOTOpPBIE MOI'YT OKa3aTb HENOCPEICTBEHHOE BIIMSHUE HAa KayeCTBO
JIEKapCTBEHHBIX CPEJCTB, 0’KMJIAETCs, YTO KOHTPOJIbHBIN ciell OyleT IpOoBepsAThCS KaKIbli pas,
KOI'Jla yKa3aHHbIE JaHHbIE T€HEPUPYIOTCS MU UCTIONb3YIOTCS (T. €. KOTJa JaHHbIE NCIIOJIb3YIOTCS
i npuHATHsE GMP-KpUTHYECKOro pereHus).

Pel"y.]'II/IpyeMHﬁ ITI0JIB30BAaTCJIb AOJIXKCH pa3pa60TaTL JAOKYMCHTHPOBAHHYIO IIPOLCAYPY, KOTOpaAsi
HOI[pO6HO OIMIUCBIBACT, KaK CJICAYCT IIPOBCPATH KOHTpOJ’ILHHﬁ CJIICO. Hpoueﬂypa JOJDKHa
HOI[pO6HO OIIPCACIIATD MPOLECC, KOTOPOMY JOJIKHO CJIICA0BATD JIMIIO, OTBETCTBCHHOC 3a IIPOBEPKY
KOHTPOJIBHOI'O CJicaa.

JelicTBus, CBSI3aHHBIE C KOHTPOJIBHBIM CJIEJIOM, JOJDKHBI OBITh JTOKyMeHTHpoBaHbl. C
YKa3aHHBIMU 3alucCiaMu  CJICAYCT o6pan1aT5051 TaK XE, KaK W C APYIruMH JOKYMCHTAMHU,
oTHOcsmMMHUcA K chepe GMP.

8.4 IIpoBepsiemocTn

8.4.1 Onexrponnsie Konun

Cucrema JIO0JDKHA MO3BOJIATH CO3/1aBaTh TOUHBIC 1 MOJIHBIE KOIIMHU 3all1Cel KaK B qHTaeMOﬁ, TaK U
B 3JICKTpOHHOI>i (bopMe, NpUIrOAHBIC IJId TPOBCPKHU, OLCHKHW W KOIHWPOBAHUA CO CTOPOHBI
MMPOBEPAOIINUX JIMLI.

8.4.2 ApxusupoBaHue

I[aHHBIG JOJDKHBI HCPUOJUYCCKH apXUBHUPOBATHCA B COOTBETCTBUM C IMIHMCBMCHHBIMU
mnmpoucaypamMmu. ApXI/IBHBIe KOITMU W PE3CPBHBIC KOIMWH JAaHHBIX JOJI>KHBI (bHSH‘—IeCKI/I COXPAHATHCA
B Pa3HBIX MECTax.

I[aHHLIC JOJIXKHBI OBITh JOCTYIIHBIMH U YUTACMBIMH, a4 UX LCIIOCTHOCTD AOJIKHA IMMOAACPIKUBATHCA
Ha NPOTS)KCHUU BCCTO NEpUOaa apXUBUPOBAHUA.

Jlo;okHa OBITH NpeAycMOTpeHa Npolleypa BOCCTAHOBJIECHUS apXUBHBIX JAaHHBIX B CiIydae
HeoOXO0IMMOCTH TIpOBeNieHUs pacciieoBanus. [Iporenypa BoccTaHOBIEHUSI apXUBHBIX JTaHHBIX
JIOJKHA PETYJISIPHO MPOBEPSATHCS.
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B cnydae mpekpaieHus MOANEPKKH YCTapeBIIUX CHCTEM, CIEIYET PacCMOTPETh BOMIPOC O
NOoJ/Iep>)KaHUM MTPOTPAMMHOTO 00ECTIEYeHHs B COCTOSTHMM, 00€CIICUHNBAIOLIEM JOCTYI K JaHHBIM
(KaK MO>KHO JI0JIBIIIE, B 3aBUCUMOCTH OT KOHKPETHBIX TPEOOBaHU K XpaHEHHUIO). ITO MOXKET OBITh
JOCTUTHYTO IyTEM MOAAEPKKH MPOrPpaMMHOT0 00€CIIEYeHHsI B BUPTYaJIbHOM cpefie.

C yBenuyeHHEM BO3pacTa yCTapeBaIOUIMX MAHHBIX MOXET MOTpPeOOBaThCS HMX MHIpalUs B
anbTepHATUBHBIN opmart ¢aiina, KOTOPbI COXpaHsSIeT KaKk MOXKHO O0Jible aTpuOyTOB «MCTUHHON
KOMUU» TaHHBIX. B ciiydasix, Koraa Murparus UCXOAHbIX JAHHBIX C TOJTHOW (PYHKIIMOHATBHOCTHIO
TEXHUYECKHU HEBO3MOXHA, CJIEyeT OLIECHUTh BO3MOXKHbBIE BAPHUAHTHI, YUUTHIBAsI PUCKHU U BaKHOCTD
JTAHHBIX C TeUeHneM BpeMeHu. @opmart ¢aiiina MUrpalu J0KeH ObITh BBIOpaH ¢ yueToM Oananca
pHUCKa MEXIY JOJITOCPOYHOU TOCTYIMHOCTHIO M BO3MOXKHOCTBIO CHIDKEHHS (DYHKIIMOHAIBLHOCTU
JTUHAMUYECKUX JTAHHBIX.

8.4.3 VYnmanenue

JloykHBI OBITH pa3paboTaHbl MPOILEAYPhI, OMUCHIBAIOIINE MPOLECC YAAJICHUS XPAHSIIUXCS B
AJIEKTPOHHON (hOpMe JaHHBIX. DTH MPOLEAYPHI JOJDKHBI COJEPKATh PYKOBOJCTBO JUISI OLEHKH
JAaHHBIX U UX HAXOXICHUA B IICPHUOA XPAHCHHA, a4 TAKIKC OIMMUCBIBATH IMMOPAJ0OK YAAICHHUA JaHHDBIX,
KOTOpBIC OoJiee HEe TPEOYIOTCS.

8.5 Konrtpoab u yuér

8.5.1 DnexTpoHHas NOJANKUCH

3J’I€KTpOHHBI€ IIOJIINCH, HCIIOJIB3YCMBIC B3aMCH PYKOIIMCHBIX HOHHHCCﬁ, JOJIZKHBI
KOHTPOJUPOBATHCA AJIA MOATBCPIKACHUA UX AYTCHTHYHOCTH U ITPOCICIKUBACMOCTH OTHOCUTCIILHO
KOHKPETHOTO JIMIA, IIOAINMUCABIHIECMY 3allCh.

Hcnonp3oBanue BHGKTPOHHOﬁ IMOAIMKMCH JOJIDKHO KOHTPOJIHUPOBATLCH C 0COOBIM BHUMaHHEM K:
- TOMy, KaK IMOAIUCH 3aKPCIIJICHA 3a BJIaJAC/ILLICM

— Tomy, kakuM o0pa3oM (paKT 37EKTPOHHONU MOJANUCH PETUCTPUPYETCS B CUCTEME, YTOOBI €r0
HeJb3s ObUIO MOJIeNIaTh WIIM U3MEHUTh 0€3 aHHYJIMPOBAHUS MOAMUCH UIIH CTaTyca 3aluCH.

— Tomy, kakuM 00pa3oM BHECEHHE MOANUCH OyJET CBSI3aHO C BBIIOJHEHHOHN 3aIMChIO, U KaK
3TO MOKHO MPOBEPUTb.

— 3amuTe 3JIeKTPOHHOM MOJIMUCH, T. €. YTOOBI OHA MOTJIa PUMEHSATHCS TOJIBKO ""BrajenbieM"”
3TOH ITOJIUCH.

Z[J'ISI MOATBCPKACHUSA TPUT'OJHOCTU U KOHTPOJIA B OTHOHICHUC IMOATIMCAHHBIX 3anucen cJIeayer
MPOBOAWTH HAAJICKAINYIO BaIUJAALIUIO CBA3aHHOIO C CHCTEMOM mnmponecca noAmnrcu.

B cnyuae moarotoBku OymaxkHoW uinum PDF-xonmuu nokymeHTa C 3JI€KTPOHHOM MOAINHKCHIO,
METAaJIaHHbIC, CBA3aHHBIE C JJIEKTPOHHOW IOMAIMUCBHIO, JOJDKHBI COXPAHATBCA BMECTE C
COOTBETCTBYIOIIUM JOKYMEHTOM.

ONEeKTpOHHAs MOANUCh WM CHUCTEMbBI JJIEKTPOHHOM NOJAIMUCU JOJDKHBI IIPELyCMaTpUBaTh
“IposiBIIEHUs MOANUCH", T. €. OTOOpakeHUe B Mpejesax BUAMMON 3alKCH TOTO, KTO MOCTaBHUII
MOAMNKUCH, JOKHOCTh MOAMMUCABLIETO (TJ€ BO3MOXHO), NaTy (M BpeMs, €ClIu 3TO 3HA4YUMO), a
TaKKe 3HaYCHUE MOANUCH (HapUMeEp, «IIPOBEPEHOY» MU «yTBEPIKICHOY).

BcraBienHoe m300paskeHUE MOANMCH WM CHOCKA, YKas3bIBarollas Ha TO, YTO JTOKYMEHT ObLI
MoAMNMCaH B JJEKTPOHHOW ¢opme (ecnu OH ObUT BBEACH CHOCOOOM, OTJIUYHBIM OT
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BaJIMJUPOBAHHOIO IIpOLECCa BJIEKTPOHHOM MOAINHUCH), SBIAIOTCS HeAocTaToOuHbIMU. Ecmn
JOKYMEHT MOJNHMCAaH B DJCKTPOHHOH (opMe, TO MeTajaHHBbIE, CBS3aHHbIE C TOIMHCHIO,
COXPaHSIOTCS.

9. PUCK-OPUEHTHPOBAHHBIN MOIXO0/I K )KU3HEHHOMY [IUKJTY
BAJIMJIALTMN

Hactosmee  pykoBoactBo  paccmarpuBaer  (pasmen  8.1),  mpomecc — Baauaaluu
KOMIIBIOTEPU3UPOBAHHBIX CHUCTEM KaK KIIOYEeBOW miar [uisi oOecreueHus UeI0CTHOCTU
AJIEKTPOHHBIX JAaHHBIX, CO3/1aBAEMbIX U MOJJEPKUBAEMBIX B IEJIAX, BXOASIIUX B PErYISITOPHYIO

chepy.

KOMHBIOTepI/I3I/Ip0BaHHLIe CHUCTCMbI, KOTOPBIC MOT'YT BJIUATH HAa KAYC€CTBO NPOAYKIUHN WA YCIIYT
U OCJIOCTHOCTh JAaHHBIX, IMOAIIAAAIOT IIOM ﬂeﬁCTBHC IIpaBHJI GMP u HYXIAarTCAd B BaJlWAAllUU.
Llens Hacrosimero Paspmenma - ompeneneHue mporecca BalUAALUU KOMITBIOTEPU3UPOBAHHON
CHCTEMBbI Ha MPOTSHKCHUU BCETO JYXU3HCHHOTO IMKJIA CHCTEMBI B COOTBETCTBHH C HamOolee
BakxHbIMU mpuHiMnamu (pykoBoactsa PIC/S u GAMP), a Ttaxxke ompezaeneHue MmpouexrypHbIX
paMoK, 00ECIICUnBAIOIINX BBIMOJIHEHUE TpeOoBaHuil [IpaBuin Hauiexkaieil mpor3BOICTBCHHOM
npakTUKd  EBpasuiickoro SKOHOMHYECKOTo cOl03a, yTBepKIAeHHbIX Pemenuem CoBera
EBpasuiickoit sxoHOMHYeCcKOM komuccuu OT 3 HosiOpst 2016 r. No 77. Hacrosuii pasznen,
HOCB?IHIéHHI)Iﬁ mponeccy BaIMaallii KOMIIBIOTCPU3UPOBAHHBIX CUCTEM, OIPCACIIACT ﬂeﬁCTBHﬂ,
KOTOPBIC JOJI’KHBL 6I>ITI) BBITTIOJITHCHBI 10 BBIITYCKAa CUCTCMbI, BO BPEMA €€ HUCI0JIb30BaHUs BILJIOTHh
[0 BbBIBOJA CUCTEMbI U3 SKCILNTyaTalluH.

[Tponiecc Banmupanuu oOecrieyuBaeT JOKYMEHTUPOBAHHOE J0Ka3aTelbCTBO, MO3BOJISIONIEE C
BBICOKOM CTEINEHbIO YBEPEHHOCTH CIENaTh BBIBOJA O TOM, YTO KOMIIBIOTEPU3UPOBAaHHAs CUCTEMA
(GYHKLMOHUPYET B COOTBETCTBUM C €€ CreHU(UKALUAMY, a TaK)Ke TPEOOBAaHUAMU K KaueCTBY U
HOPMAaTHUBHBIM TPEeOOBaHUAM Ha IOCTOSHHOM M BOCIIPOM3BOAUMOI ocHOBe. Kpome Toro, mporecc
BaJIUJJAlIMU JIOJKEH 00€CeUnTh JOKYMEHTAIbHOE OATBEPIKIEHHE TOT0, YTO CUCTEMA BKIIIOYAET
B ce0s aBTOMAaTU3UMpPOBaHHblE (DYHKIUH, OPHUEHTHUPOBAHHbIE HAa O00ECHEYEHHE COOTBETCTBUS
TpeboBanussM GMP nist KpUTHUECKUX 3JEKTPOHHBIX 3anuceil TpedoBannsM ALCOA+.

Hacrosiee pykoBOJICTBO HCHOJb3YET PHUCK-OPUEHTHUPOBAHHBIM MOAXO0J K pa3zpaboTke
cnenuguKalnny, IpPOEKTUPOBAHUIO U IPOBEPKE KOMIIBIOTEPU3UPOBAHHBIX CUCTEM, KOTOPBIE MOTYT
MOBIUATH HAa KAYECTBO MPOAYKIMH U O€30MaCHOCTD MAIlMEHTOB Ha CIEAYIONIMX 3Tanax:

— Oran omnpeneneHuss TpeOOBaHUN M IJIAHMPOBAHMUS: 3TOT 3Tall OPUEHTHPOBAH Ha
IIOCTAaHOBKY HEOOXOAMMBIX 3aJad, paclpeleseHue OoO0sA3aHHOCTEH, OmpeaeIcHue
IpOLIEAYP U CPOKOB C YYETOM PHCKOB, CBSI3aHHBIX € cucTteMoi. lIpoekTt BHenpeHus
OCHOBAaH Ha JIOKYMEHTHPOBAaHHOW crenudukanuu tpeboBaHuil mons3oBareneil (URS),
OPUEHTHUPOBAHHON Ha JIeTalu3allii0 NOTpeOHOCTe OM3HEeca M IMoJib30BaTee (C TOUKU
3peHHst OW3HEC-TPOLECCOB, COOTBETCTBHUS TPEOOBAaHMUAM, a TakXKe TEXHUUYECKUX U
He()YHKIIMOHAJIBHBIX CTaHJApTOB), KOTOphle OYAyT ONpeaeseHbl Ha HayalbHBIX ATamax
IIPOEKTa BHEIPEHUSI.

— Crneuundukanuu u co3aanue: Ha ocHoBe URS mocraBiuk / ucronHUTENh co3/1aeT HAbop
JIOKYMEHTHUPOBAHHBIX crielu(UKaUi A5 OonpeesieHuss KOHCTPYKIHUU / KOHPUTYpaluu
cucreMbl. KoanuecTBo M ypoBeHb JeTalln3aluy crelu(uKkanuii MOryT BapbUpOBaThCs B
3aBUCMMOCTH OT THIIA CHUCTEMBI M €€ MpEeAIoJiaraeMoro ucnosibzoBanusa. Ha srame
KBaJIM(PHUKAIMKA MPOEKTa CO3AAaETCS MaTpHIla MPOCICKUBAEMOCTH, JEMOHCTPUPYIOIIAs
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B3aMMOCBSI3b MEXAY CHEUU(PUKAUIMH, COOTBETCTBYIOIIUMH TPEOOBAHUSAMH, U
BBITTOJTHEHUEM IIPOBEPKH NCXOTHOTO KOJA B CIIy4ae CUCTEMBI, pa3paboTaHHOH Ha 3aKas3.

— TecrupoBaHue u IpHEMKa: MPOBEPKA CHCTEMbI HAIPaBJICHA Ha MOATBEPKACHUE TOTO, YTO
crienuQuKanuK ObIIM BBITOJIHEHBI: 3TO MOKET BKJIIOYATh HECKOJIBKO ITAIlOB MPOBEPKU U
TECTUPOBAHUS B 3aBUCHMOCTH OT THIIAa CHCTEMBI, IPUMEHIEMOT'0 METO/1a pa3pabOTKH U €TO
UCTIONIb30BaHUS. TeCcTHpOBaHME JOJDKHO OCHOBBIBATHCS HA pe3yibTaTax OICHKU
(YHKIIMOHATIBHBIX PUCKOB.

— Beimyck: cucrema oduuManbHO MPHUHATA K  UCHOJIB30BAaHHUIO M BBIIYCKY B
OTIEPaIMOHHYIO/TPOU3BOJICTBEHHYIO CpEoy B COOTBETCTBUM C KOHTPOJIHUPYEMBIM U
JOKYMEHTUPOBAaHHBIM TIPOLIECCOM, BKJIIOYAs YTBEPXKACHHWE OT BIAJAeTblla OH3HEC-
Ipolecca, TEXHUYECKOI0 Biaieiblia U MPEICTaBUTENEH Iy ObI KauecTBa.

- Pab6oTa Y€pe3 BCIIOMOIaTCIbHEBIC IIPOLUECCCHI: ITOCJIE BhIITyCKa CUCTEMA 6yneT YHOPaBIIATBCA
qepes BCIIOMOT'aTCIIbHBIC IIPpOLECCHI, OpPHUCHTHUPOBAHHBIC Ha noAACPKaHUC
BaJIMAUPOBAHHOI'O CTAaTyCa

- 3aBepmeHI/Ie HCIIOJIb30BaHHUA: KOTAa CHUCTEMa BBIBOAUTCA U3 SKCIUTyaTallUHW, HAHHBIC,
OAACPIKNBACMbBIC CHCTCMOﬁ, JOJIDKHBI OBITE AOCTYIIHBI B TCUCHUC CPOKA UX XPAHCHUS

OOBIYHO OKHIACTCS, YTO OYAET MPOBEICHA NEPCIEKTUBHAS BAJTUIALUS KOMITBIOTEPU3HPOBAHHBIX

CUCTEM; OJIHAKO JUISl Y€ YCTAHOBJICHHBIX CHCTEM MOXET ObITh HPUEMJIEMBIM IPOBEIECHUE
PETPOCHEKTUBHON BaMAAallMM HA OCHOBE OLIEHKHU BCEX MCTOPUYECKUX JaHHbBIX (JaHHbIE KOTOPBIE
yKe ObUTH TIPOU3BEIEHBI CHCTEMON ).

9.1 KoMnbloTepu3upoOBaHHbIE CHCTEMbI U KATErOpU3anus

KomMmnprlorepr3oBaHHasi cUCTEMa CUMTAETCS COCTOAIIEH W3 BCEro anmnapaTHoro odecrnedyeHus,
MPOIMIKBKHA (MUKPOIPOTPAMMHOTO 00eCIieueH sI), YCTAaHOBJICHHBIX YCTPONCTB M NMPOTrPaMMHOTO
obecrieyeHns, KOHTpOJHpyIIero padboTy kommnbiorepa. KonTponupyemas (yHKIHS MOXKET
COCTOATH U3 OOOpYJIOBaHUS, TMOAJEKAIIETO0 KOHTPOJIO, W ONEpPaTUBHBIX IPOLEAYD,
KOHTPOJIMPYIOIUX 3TO 000pYyJOBaHUE, WM K€ 3TO MOXKET ObITh omepanus, il KOTOpoil He
TpebyeTcst 000pyL0BaHKEe, OTIIMYHOE OT UMEIOIIETrocs alnapaTHOro 00ecreyeHusl.

T — N

_\

KOHTPOJIUPYEMASA ®YHKLUA
Wnu NPOLECC
(CONTROLLED FUNCTION OR PROCESS)

KOMMBIOTEPHAA CUCTEMA

(Cvcrema Ynpasnenus)
COMPUTER SYSTEM

(Controlling System)

h AN

KOMMbIOTEPU3SMPOBAHHAA CUCTEMA
(COMPUTERIZED SYSTEM)

. /
OMEPATUBHARA CPELA (OPERATING ENVIRONMENT)

Puc.1 Cxema B3auMOCBsI3U Pa3IIMYHBIX KOMIIOHCHTOB KOMHLIOTepHSHpOBaHHOﬁ CHUCTEMBI B €€

oneparonHoi cpene. P1 011-3 25 cerrsaops 2007
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Puck c6oeB mim 1eeKToB Kak MpaBHiIo, MOBHIIIAETCS C MOBBIIICHUEM J0JIH M0JIb30BaTEILCKOTO
IPOTPaMMHOTO M allapaTHOro oOecreueHus IO CPaBHEHUIO C JOJeH CTaHJapTHOTO
IPOTPaMMHOTO0 M ammapaTHoro obOecriedeHusi. [1oBbIIEHHBIN pUCK OOYCIOBIEH COYETAHHEM
OonbIIEH CIOXKHOCTM M MEHBIIETO ONbITA MOJb3oBaTenell. Karteropuszauuss B cOueTaHUM C
OLICHKOM PHUCKOB U OIEHKOH IMOCTAaBIIMKOB MOXXET OBITh 4YacTbhiO0 3(PPEKTUBHOrO MOAXO0Na K
YIPABJICHUIO PUCKAMHU JIJIs1 KAYECTBA.

B GonbmmHCTBE CHCTEM MMEIOTCSI KOMITIOHEHTHI PA3IMYHOM CI0KHOCTH, TAKHE KaK
OIepallMOHHAs CHCcTeMa, HECKOH(DUTypUpPOBaHHbIE KOMIIOHEHThI 1 HACTPOSHHbIE UIIH
HacTpauBaeMble KOMIIOHEHTHI. JlJ1s1 00JsierueHust onpeaeaeHus COOTBETCTBYIONIEH cTpaTerun
MPOBEPKH U TIYOUHBI OTPE/ICICHBI CIEIYIONIUE KATETOPHH.

Kareropus Tun Onucanne IIpumepsl
1 NudpactpykTypHOE DJIEMEHTBI YcTaHoBIEHHOE UM KOMMEPYECKH
pPOrpaMMHOE UHGPACTPYKTYPHI JIOCTYITHO€ MHOTOYPOBHEBOE
obecrnieueHue COETUHSIOTCS porpaMMHOe obecrieyeHue
BMecCTe, 00pazys (omepanroHHbIE CUCTEMBI,

UHTEIPUPOBAHHYIO =~ MEHEKepbl 0a3 TaHHBIX, SI3bIKU

cpeny JUisl 3aIycKa IIPOrpaMMHUPOBAHUSI,
U TOJIEPKKU IIPOMEXKYTOUHOE ITPOTrPAMMHOE
MIPUJIOKEHUHN U o0ecrnieyeHne, HUHTEPIIPETATOPbI
CEPBHCOB. peneiHOM TOTUKU, THCTPYMEHTHI
CTaTUCTUYECKOTO

IPOrpaMMUPOBAHUS U MTAKEThI
AJIEKTPOHHBIX TaOIUIL (HO HE
IIPWIOKEHUS, pa3padOTaHHBIE C
UCIIOJIb30BAaHUEM 3THX ITaKETOB)

WNucTpymenTsl IIPOrpPaMMHOTO
o0ecreyeHus UHPPACTPYKTYPbI
(Hammpumep, IPOrpaMMHOE

obOecrieueHre A1 MOHUTOPUHTA
CETH, HHCTPYMEHTHI TUIAHUPOBAHUS
MaKETHBIX 3aJaHuid, MPOrpaMMHOE
obecrieyeHne i1 OOCCIICUCHUS
0€30MMacHOCTH, AHTUBUPYCHbBIE
nporpaMMm )51 I/IHCTPYMCHTI)I
yIpaBIeHUS KOHPUTyparueil)

3 Hexondurypuposannsie = [lapameTpsr [IpoIMBKU-TIPUIIOKEHUN
KOMITOHEHTBI BpEMEHU
[Iporpammuoe obecrieueHue
BBITIOJTHEHUS
5 rotoBoe k ucrnosb3zoBanuto (COTS -
MOTYT OBITh .
yr Commercial Off-The-Shelf)
BBEJICHBI U
HNuctpymenTapuit

COXpaHEHBbI, HO
MIPOrpaMMHOE
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Kareropus Tun Onucanne IIpumepsI
o0ecrieyeHue He
MOXET OBbITh
HACTPOEHO B
COOTBETCTBUH C
OusHec-
MIPOLIECCOM
4 Kondurypuposanusie  IIporpammuoe JlaGopatopHas cucrema
KOMIIOHEHTBI obecrieyeHue, ynpasienust uadopmarueit (LIMS)
94acTo OYeHb
Cucremsl cOopa JTaHHBIX
CII0KHOE, KOTOpOE
MOIKET GBITh JucrieTuepckuii KOHTPOIb U cOOp
HACTPOEHO nanHbiX (SCADA)
II0JIb30BATEIEM [InanupoBanue pecypcon
b npeanpustus (ERP)
yJIOBJICTBOPECHHUS
MOHHUTOPUHT KIMHUYECKUX
KOHKPETHBIX .
. UCTIBITAaHUI
norpebHocTEH
OusHec-mpoliecca | PacmperiencHHas cucrema
I10JIb30BATENS. ynpasienus (DCS)
HpOFpaMMHHﬁ OTYeTHOCTH O MOOOYHBIX peakuugax
KOJI HE Ha jekapcTtBa (ADR)
M3MCHACTCA. CucreMa JaHHBIX XpomaTtorpaduu
(CDS)
Cucrema 371eKTPOHHOTO
nokymeHnToobopota (CO/1)
Cucrema ympaBieHUs 31aHUEM
(BMS)
YnpasneHrne B3aMMOOTHOLLICHUSIMU
¢ kiuernTamu (CRM)
DEeKTPOHHBIE TAOIHUIIBI
IIpocToii 4enoBeKo-MalllMHHBIN
uHTepdeiic
5 [Tonb3oBarenbckue CamocrtositenbHO |~ CaMOCTOSITENIbHO pa3paboTaHHbIE
NPUIIOKEHUS pazpaboTaHHOe U WJIM pa3pabOTaHHbIE Ha 3aKa3

3aKOJIMPOBAHHOE
MOJIH30BATEIIEM C
y4eToM Ou3Hec-
MPOIIECCOB
IPOrpaMMHOE
obecrieyeHne
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Kak mpaBmiio, ypoBeHb JeTalM3allMM U TIYOWMHA MOITBEPXKIAIONICH JOKYMEHTAIIUU JOJIKHBI
BO3pacTaTh C YBEJIIMUYCHUEM KATETOPUH CUCTEMBI.

CrHoXHEIS KOMITBIOTCPUSUPOBAHHBIC CUCTCMBI MOT'YT COCTOATH M3 HCCKOJIBKMX KOMIIOHCHTOB,
KOTOPBIC MOT'YT OTHOCHUTBHCA K pPa3JIMYHbBIM KaTCTOPHUAM. B stom cJIydac cUCTeMa OOJIKHA OBITH
KJ'IaCCI/I(bI/IHI/IPOBaHa B COOTBETCTBHH C BBICIICH KaTeFOpHeﬁ MHOXXCCTBCHHBIX KOMIIOHCHTOB.

B cnyuae, ecnu oAMH WM OTpaHHMYEHHOE KOJIMYECTBO KOMIIOHEHTOB pa3paOOTaHbI Ha 3aKas,
CUCTEMY MOXXHO Bce emie oTHectu k Kareropum 4, a chnucok pa3pa0OTaHHBIX Ha 3aKa3
KOMIIOHEHTOB, Ki1accuduuuposars o Kareropuu 5.

9.2 UuBenTapu3zauus cucremMsbl 1 ounenka GMP puckos

Perynupyembie KOMITAaHUU JOJKHBI UMETh MTEPEYEHb BCEX UCIOIb3YEMbIX
KOMIIBIOTEPU3UPOBAHHBIX CUCTEM. DTOT MEPEUCHB JOJKEH BKIIOYATh CCHUIKY Ha CIIEIYIOIINE
JaHHEBIE:

- HaI/IMeHOBaHI/Ie, HOMCP BCpPCHU, IIOCTAaBIIHK CHUCTCMBI, BJI1aaCiIcH CHCTCMBI,
MCCTOIIOJIOKCHHUEC M OCHOBHAasA (I)YHKI_[I/IH (T. C. IpcamnojaracmMoc I/ICHOHLSOBaHI/Ie) KaX(ﬂOﬁ
KOMHI)IOTepI/I?,I/IpOBaHHOﬁ CHUCTCMBI,

— OueHKa pPHUCKOB, CBA3aHHBIX C CHCTEMOH M COOTBETCTBYIOIIMMH 3alHUCIMH, KOTOPHIE
VIOpaBISIOTCA cUCTeMOU (Hampumep, mnpsimoe BoszaelictBue Ha GMP, kocBeHHOe
BO3/ICIICTBUE, HE BIIUSET);

— Texkymuii cTaryc BaluWJallMM KaKJOW CHUCTEMbl M CCBUIKM Ha CYIIECTBYIOLIHE
BaJIMIallMOHHBIC TOKYMEHTHI.

JUis Kaxoi cUCTeMbl NMPOBOAMUTCS OLEHKA PUCKOB, B YACTHOCTH OLIEHKA HEOOXOIUMBIX Mep
KOHTpOJISL JJi1 OOEcreueHusl LEJOCTHOCTH JaHHBIX. YPOBEHb M TINyOMHA Baluialuu ajs
LEJIOCTHOCTH JAHHBIX OINPEIEIAIOTCS HAa OCHOBE KPUTUYHOCTH CHCTEMBI, IIpolecca u
MOTEHIMAIBHOTO PUCKA JIUI Ka4eCTBa MPOAYKIUHU, HAIPUMED, ITPOLIECCH] UIIU CUCTEMBI, KOTOPBIE
TEHEPUPYIOT WM KOHTPOJUPYIOT JAAHHBIE O BBIIYCKE CEpUH, KaK MPaBHIO, TPEOYIOT OOIbILIErO
KOHTPOJISA, YEM TE€ CUCTEMBI, KOTOPbIE YIIPABIIAIOT MEHEE BaXXHBIMU JAHHBIMU HUJIU IIPOLIECCAMH.

O0beM BanMIalMM J0JDKEH BKJIHOYATh KPUTEPUH MPUEMIIEMOCTH C TOYKH 3pEHMs TpeOOoBaHMM
GMP, panxupoBaHHBIE 110 KPUTHMYHOCTH pPHUCKAa JJs KauecTBa NPOAYKIHMH/TIpolecca,
LIEJIOCTHOCTH JJAaHHBIX, PUCKA OTKa3a WK ¢00s1 CUCTEMBL. DTOT MPOLIECC MPeCTaBIseT co00il 0 JHO
U3 Hanbosee BaXKHBIX NPEABAPUTENBHBIX YCIOBUN IUIAHUPOBAHUS BalUJAlMU, MOCKOJIbKY
HEO0OXOIUMO ONpPENIEIUTh NMPUOPUTETHI U O0OpPaTUTh BHUMAHHUE HAa T€ CHUCTEMBbI, KOTOPhIE MOTYT
OKa3aTh BIUSHUE HAa KauyeCcTBO MPOAYKLHH, OE€30MAaCHOCTh MAllMEHTa M LEOCTHOCTh JIaHHBIX.
Pe3ynbrathl aHanm3a pucKoB U 00OCHOBAHME KPUTUUYECKUX MIIM HEKPUTHUYECKHUX KJIaCcCHUPUKAIUT
JIOJIKHBI OBITh 3aI0KyMEHTUpOBaHbl. PUCKH, TOTeHIIMANbHO BiusAOmuUe Ha cooTBeTcTBUE GMP,
JIOJDKHBI OBITh YETKO OTPE/IEIIECHBI.

ABTOMaTI/ISI/IPOBaHHOC O60py,[[0BaHI/IC MOXET OBITh NEepCUUCIICHO B OTACIIBHOM CIIMCKEC,
HCO6XOIII/IMO n3oerarhb ,[[yGHI/IpOBaHI/IH MO3MUIUM B CIHCKax ABTOMATHU3UPOBAHHOI'O U
KOMITIBIOTCPU3UPOBAHHOT'O 060py,[[OBaHI/I}I.

9.3 Ouenka IHocrasmmuka u Coriamenue o KauecrBe

Korma tperbu numa (Hampumep, MOCTaBIIUKKA OOOPYIAOBAaHMS, TOCTABIIUKH YCIYT WA
cobctBeHHbIN [T oTHEN) UCTIONB3YIOTCS AJIT TOTO, YTOOBI 00ECTIEYNTh, YCTAHOBUTH, HACTPOUTD,
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UHTETPUPOBATh, BAJIMIUPOBATh, IPOBECTH TEXHMUYECKOE OOCITy)KMBaHHE (HAIpUMep, depes
yIAIEHHBIA JTOCTYIT), MOAU(PHUIUPOBATh WIN aPXUBUPOBATH KOMIIBIOTEPU3HUPOBAHHYIO CHCTEMY
WJIA COOTBETCTBYIOIIME CEPBUCHI 110 00pabOTKe JaHHBIX, JOJKHO OBITh TOAMHUCAHO O(UIIHATIEHOE
COTIJIAIIEHUE O KaYeCTBE MEXIY PEryIHpyeMoil KOMIIaHUEH U IIOOBIMU TPETbUMHU JINIIAMH, U 3TH
COTJIAIICHHUS TOJDKHBI BKIIIOYATh YETKUE ONPEENICHUS 00sI3aTENbCTB KaXK 101 U3 CTOPOH.

HOTGHHH&J’IBHHC n CYHICCTBYIOIONHMC ITOCTABIIUKH GMP-KpI/ITI/I‘IHBIX CHUCTEM (HOCTaBH_II/IKI/I
KOMIIBIOTCPU3HUPOBAHHBIX CUCTCM U ITOCTABIIHUKH yCJIyr) OLCHUBAIOTCA HA OCHOBC 6I/I3HCC-pI/ICKa
W BJIMSAHUA paCCManHBaeMOﬁ YCIIyru uji KOMHBIOTGpHSHpOBaHHOﬁ CHUCTCMBI.

Ouenka Cucrem KauectBa TpeTheil CTOpOHBI (B KauecTBE KOMIIOHEHTa OIICHKH PHUCKOB)
MPOBOJIUTCS B LENAX OINpeAesieHns] 00bEMa BAIMIAIMOHHBIX MEPONPUSATUH, a TaKXKe JUIsl OLICHKU
BO3MO>KHOCTH UCIOJIb30BaHUs JOKYMEHTAIIUU TPEThEW CTOPOHBI B paMKax 3TOT0 Ipoliecca.

[{esnb OLEHKM TPEThEN CTOPOHOM 3AKIIOYAETCS B ONPEICICHUHN TOr0, OTBEUYAIOT JIM MMOCTABIIUKH
KOMITIBIOTCPU3HUPOBAHHBIX CUCTCM W TOCTABIIUKHU YCIIYT CICAYIONIUM Tpe6OBaHI/I$IM:

— CrnocoOHOCTh 00eCTIeYNTh BEICOKOE Ka4eCTBO MPOIYKIIUU HITN YCIIYT,
— CooTBeTcTBHE HOPMATUBHBIM TPEOOBAHUSM,
— Hanuune anexkBaTHBIX MPOIIECCOB 0OECIICUCHHS KauecTBa.

Ananuz IIOoCTaBIIMKa CHCTCMbI HCO6XO,Z[I/IMO BBIIIOJIHUTE C HCJIBIO IMPOBEPKH BO3MOKHOCTU
COo3daBaTb IMPOAYKT, COOTBCTCTBYIOH_[I/Iﬁ CTaHAApTy KadeCTBa W MCTOIAOJIOTHH. BLI6paHHHI>i B
COOTBCTCTBHUH C HpOI.[GI[ypOfI OLICHKH ITIOCTAaBIIMKOB MCTOJ AOJI’KCH OCHOBBIBATHCA Ha aHaJIM3C
PUCKOB, CBA3aHHBIX C CI/ICTGMOfI, CJIO)KHOCTHU CUCTEMBI U MPCALIAYIICM OIIBITC pa60T1)1 C JaHHbIM
IIOCTaBIOIMKOM.

9.4 TpeGoBanus u dran [lnanupoBanus

9.4.1 Cneuudukanus TpebOBaHHIA MOIH30BATES

Jlis Bcex KOMIBIOTEPU3HMPOBAHHBIX CHCTEM JOJDKHBI ObITh pa3pabortanbl Chenmpuxanuu
TpedoBanuii nosn3oBaresi (URS). Llensto nokymenta URS siBnsieTcs onpesienenre Ha3HAuYCHUS
U QYHKLUH CUCTEMBI, BKJIIOYasi BCE OCHOBHBIE TPEOOBaHMUS.

OO0vem u neranuzanus TpeOOBAHUM IOJKHBI OBITH COM3MEPUMBI C PHUCKOM, CIOXXKHOCTBIO U
HOBM3HOM U JIOJDKHBI OBITH JIOCTATOYHBIMH ISl MOJCPIKKH IOCIEIYIOLIEr0 aHajau3a pHCKa,
crnieuu(puKauy, KOHPUrypauun/qu3ailHa u MPoOBEPKH 10 Mepe He0OXOAUMOCTH.

B cnenudukanuu TpeboBaHuit Moab30BaTENs YKa3bIBACTCS, XPAHATCS JIU JTAHHBIC, YIIPaBIIsIeMbIe
CHUCTEMOH, B 3JIEKTPOHHOM (hOpMaTe M UCIIOIB3YIOTCS JIU TaHHBIC JIJIST OTIEPAIIHii, OKA3BIBAFOIIINX
Biusgane ua GMP.

Creuungukanus TpeOOBaHUM MOIB30BATENS BKIIIOYAET B c€0s ClleqyIoIIee:
— Kpurtnyecku BaxHble U1 KayecTBa GyHKINUN

— Wpentuduxanus peryaupyeMbIX 3JEKTPOHHBIX 3amuced (23), moanepKuBaeMbIX
CUCTEMOM, U MOAMUCHIBAEMBIX 3JIEKTPOHHOM noamuchio (D11), BeIMONHSIEMO B cCTEME

— IlpumeHnMble HOpPMATHUBHBIE TpPeOOBaHUS K DSIEKTPOHHBIM 3alUCAM U YIPABICHHUIO
3JIEKTPOHHBIMU MOAMUCAMU (Takxke HazbiBaeMble npaBuiamu I3911)

— Chucox 6H3Hec-np0uecc013 H CBA3aHHBIX ¢ HUMHU ITOTOKOB IIPOLECCOB
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— Jlpyrue O6mue TpeGoBaHus (Hampumep, SKCIUTyaTallMOHHBIE TpeOOBaHUs, TPEOOBAHUS K
JIAaHHBIM, TEXHUYECKHE TpeOoBaHUs, TpeOOBaHMS K WHTepdeiicy, TpeOoBaHHS K cpee,
TpeOOBaHUSI K TPOU3BOAUTEIBLHOCTH, TpeOOBaHMUS K JOCTYITHOCTH W TpeOOBaHUS K
0e30macHOCTH) JOJDKHBI BKIOUaThest B URS 1o Mepe HE0OX0UMOCTH B 3aBUCHMOCTH OT
THUTIA/CIOMKHOCTU CHCTEMBI

TpeboBaHus ONpPEAETSAIOTCS / COTJIACOBBIBAIOTCS COOTBETCTBYIOIIUM BIIAACITbIEM (BIIaeIbIIaM1)
Ou3HEC-Ipoliecca U BKIKOYAIOTCS. B COOTBETCTBYIOLUE COIVIALIEHHS] ¢ YHUKAJIBHON KOJUPOBKOM.

Cremudukanus TpeOOBaHUN TOIB30BATENSI CUMTAETCS O0s3aTEIBbHONM TaKke B Ciydae
PETPOCIICKTUBHON BaJMJAIMU JUIS ONPEACICHUS Ha3HAYCHUsI CUCTEMBbI, KOTOpas JOJDKHA OBbITh
Bepu(DHUIIMPOBaHA MOCPEACTBOM HHTETparmoHHoro (end-to-end) Tecra.

9.4.2 BamumanuuoHHBIN IJ1aH

IInan BaJlnJgalyu - 3TO CTpaTeFI/I‘IeCKI/Iﬁ AOKYMCHT, HOHTBCp)KI[ElIOH.[HfI, YTO BCC BAJIMAAIITMOHHBIC
MCPONPUATHA NPOBOAATCA JOJIKHBIM 06pa30M oA KOHTPOJIEM PYKOBOJACTBA C UCIIOJb30BAHUCM
PUCK-OPUCHTUPOBAHHOI'O IIOAXO04A.

JIOKyMEHT [OJKEH OMpEeNeNATh >KU3HEHHbIM LUKI BalUJallMd U 00bEeM BalUIallH IyTeM
OTIpe/IeNIeHUs] TPAHMIl CUCTEMBbI; Pe3yJIbTaThl OLEHKU MMOCTABIIMKA JOJHKHBI PAacCMaTPUBATHCS
BMECTE C YCJIOBUSIMHU UCIONIB30BaHUS JOKYMEHTAIINH, TPEIOCTABICHHON MOCTABIIUKOM.

B BanmmanuMoHHOM IIaHE JOJDKHBI OBITh HMIACHTU(UIMPOBAHBI: TIEpEUeHb CO3/IaBACMOM
JIOKYMEHTAllM¥, paclpeiesieHue OTBETCTBEHHOCTH (HAlpuUMep, MaTpula pacnpeesieHus
orBeTcTBeHHOCTH RACI 1151 pe3ynpTaToB BaIUAALNN), a TAKKE 00LIUE KPUTEPUH TPUEMIIEMOCTHU
JUI BIMJALIMOHHOIO IIpoLecca.

[Inan Banmmanuu Bcerjga co3fga€rcs B Cllydae BHEAPEHUS HOBOM CHUCTEMBl WM 3HAYUTENBbHBIX
M3MEHEHUH CYIIECTBYIOIIEH.

9.5 Cnenudpuxannu n Itan Cozganus

B 3aBucumocTu ot KaTCropmuu U CJI0KHOCTH CUCTEMbI JOKYMCHTA U 110 CHGI_II/I(I)I/IKaI_II/II/I,
paccMmarpuBacMad B 3TOM pa3JiCiiC, MOXKET OBITh O6'LC,[[I/IHeHa B OJIUH JOKYMCHT.

9.5.1 ®ynknuonansHas Crenudukanus

OyHKIMOHANbHBIE crienn(UKAMKU JOJKHBI COJAEPKaTh TOYHOE U MOAPOOHOE OMMCAaHUE TOro,
KakuM o00pa3oM cHCTeMa YJIOBJIETBOPSIET OCHOBHBIM TpPEOOBAaHUSAM, NPEIbIBISIEMbIM K
KOMIIBIOTEPHOM CHUCTEME U BHEUIHUM MHTep(eiicam. DTo BKIItOYaeT B ceOs onucaHus QpyHKIUi,
NpEeJCTaBICHUN U, TJie NMPUMEHUMO, OTpaHUYeHUN U aTpuOyTOB. JJOKYMEHT ompesenser, 4To
JIOJDKHA JIeNlaTh CHUCTeMa, W Kakue (YHKIMH M CpPEACTBAa pa3pellieHbl CUCTEMOM, BKIIOYas
IIEpEeUEHb MPOEKTHBIX LIEJIEH CUCTEMBI.

JIOKyMEHT JOJDKEH coiepkKaTh MoApoOHbIe (yHKIIMOHATIBHBIE ONTUCaHus TpeOoBaHui KoMnannu
K CHUCTEME, IMarpamMMbl MCIIOJIb30BaHMs, TEXHOJIOTHIECKAE CXEMBI, CIeNU(UKALNU TPOIIECCOB,
crienuduKkanuy BHEITHUX HHTEpdeiicoB, pabouune cnerupukauy, cnenupukanii 0e30MacHOCTH
u  KoHTpoisi, KoH}urypupyembie dI€MEHTHI, JeTalld JIOTUYECKOH MOAETH  JaHHBIX,
cneuudukanuu TE€XHOJIOTMYECKON UHPPACTPYKTYPHI, cneuuuKanuu
JOCTYITHOCTH/PEMOHTONPUTOTHOCTH.

Crenupukanuu JOKHBI OBITH MOATOTOBIECHBI M OPTaHU30BAHBI TAKUM 00pa3oM, YTOOBI MOKHO
OBUTIO OTCJIEKUBATH KaXKJI0€ TpPeOOBaHUE IMOIH30BATENBCKON CHENH(PUKAIUU, COOTHOCS UX C
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COOTBCTCTBYHOIIMMU q)yHKI_II/IOHaHLHBIMI/I BO3MOXXHOCTAMU H COOTBGTCTByIOIJ.IGﬁ IIOKYMCHTaHHGfI
IO HMCIIBITAHHUAM, YTO obecrieunBaeT MMPOCIICIKUBACMOCTb Ha MPOTSAXKCHUU BCCTO KU3HCHHOI'O
OUKJIa OT HWHAUWBHUIAYAJIbHBIX Tpe6OBaHHﬁ MOJIL30BAaTCIIsI OO0 COOTBCTCTBYHOLIUX HUCIBITaHUIA.
Onucanus «BCPXHEro» YPOBHA OOJIZKHBI OBITh paSGI/ITbI Ha «IOAYpPOBHH», OIHMCBIBAIOIIUC
OTACJIBHBIC (b}’HKI_II/II/I, Kaxzaas (bYHKI_[I/IH J0JDKHA UMCTh CUCTEMY KOJUPOBAHUSA, C TEM YTOOEI ee
MOJKHO OBLIO I/I,I[GHTI/IQ)I/II_II/I];)OBaTB Hn OTCJIC)KHMBATD.

OyHKIMOHANbHBIE CHEIU(PUKAINU JOHKHBI OBITh MPOBEPEHBI HA COOTBETCTBUE TPEOOBAHUSIM
MOJIb30BATENsI, 4YTO TO3BOJISIET BBIMONHATH KBanupukamuio skcmyatanuu (0OQ) (1. e.
(GyHKIIMOHATIBFHOE TECTUPOBAHUE) U YTBEPKACHHUE MTPOSKTHBIX CreU(UKAUNA CUCTEMBI.

9.5.2 Kouduryparnmonssie crienuuKamm.

Kondurypanmonnas Crienudukanus co3naéres Iy OMMCaHMS:

- CIIMCKa KOMIIOHCHTOB allllapaTHOIo MW MIPOrpaMMHOIO O6CCHC‘I€HI/I${, BKIIFOYCHHBIX B
KOMIIBIOTCPU3HUPOBAHHYIO CUCTEMY

- TIapaMeTpPOB CHCTEMbI (HampuMmep, ITUHBI Mapoisi), KOTOpble MOTYT TOBIUSATh Ha OJHY WM
HecKoJbKo pyHkimii GMP.

Kondurypannonnas Crienpduranus onpeaenseT 6a30Bbie MoKa3aTe KOHPUTYPAIIUH CUCTEMBI,
azpecyrommecss K KommoHeHTaM u wuHTepdeiicam [10, a Taxke napamerpaMm CHCTEMBI,
IPEUMYIIECTBEHHO (POKYCHPYSCh Ha AJIEMEHTaX KOH(QUTYpaIMH, KOTOPbIE MOTYT MOBJIHUATH Ha
GMP-¢yHKIIOHAIBHBIE BO3MOXHOCTH.

Jns upentuduxarnmu npodusiei moap30BaTeNel, ONPeIeICHHBIX B CUCTEME, U CBSI3aHHBIX C HUMU
byHkuii  co3maercs Matpuna OezomacHocTH  (BKIodeHHas B KoHGurypanmoHHYRO
Crneuudukanuo HIM Kak OTAENbHBIM AOKyMeHT). CooTHeceHHE IMOJIb30BaTeNel KaKIoMy
MPOQUITIO BHITIOIHAETCS B COOTBETCTBUHU C MIPOIIEAypaMHu O€30MacCHOCTH.

Kongurypaunonnas Cneundukanus nomkHa Takxke omnuceiBarh [T-manamadT, Ha KOTOpoM
pPa3MeIeHO MPOrpaMMHOE OOECTICYeHHE, U TO, KaK OHO JOJKHO OBITh MOJKIIOYEHO K JIFO0OM
CYILIECTBYIOIEH cucTeMe Wik 000pyaoBaHuto. [103ToMy 3TOT TOKYMEHT 10JI’KEH BKIIIOUATh TAaKKe
(MM 1aBaTh CCBUIKY Ha APYrod JOKYMEHT) OMUCAHHWE CUCTEMHOTrO JIaHAmadTa u cneundukanuu
BCEX JJIEMEHTOB, IIOKAa3aHHBIX Ha JaHamadre (Hampumep, OMNEPALMOHHONW CHCTEMBI,
IPOMEXKYTOYHOTO MPOrPaMMHOT0 00ECIIeYeHHs], BCIIOMOTaTeIbHbIE HHCTPYMEHTHI - HaIllpuMep,
nporpamMbl  ipocMoTpa PDF-daiinoB, cuctemMHbIX cpen, HUHTEpQEcoB, COOTBETCTBYIOLIMX
KOMIOHEHTOB IT-uH(pacTpyKTypsl - Hanpumep, CEpBEPOB).

9.5.3 IlpoekrtHble cienupuKauu

HpOCKTHLIe CHCLII/I(I)I/IKH.I_[I/II/I HeO6XOI[I/IMBI JJI ITOJIb30BAaTCIIbCKUX KOMIIOHCHTOB B LCJIAX TOIO,
yTOOBI 00CCIICUUTH JACTAJIbHOC TCXHHUYCCKOC OIIMCAHUC (byHKHHOHaHLHOf/'I CHeLII/I(I)I/IKaI_[I/II/I, YTOOBI
OGLSICHI/ITB, KaK CUCTCMa BBITIOJIHACT TO, YTO OIIPCACIICHO B CHCL[I/I(I)I/IKaI_[I/II/I BBICIHICTO YPOBHHI.

[TporpamMHoe oOecrieueHHE AODKHO OBITh pa3padOTaHO B COOTBETCTBUU C IMPHU3HAHHBIMU
CTaHAAapTaMH MPOCKTUPOBAHUS, I/Ie 3TO NPUMEHUMO. [IpOeKTHBIE Crenu(UKALNK, OMPEaeIss
HPOEKT MPOTPaMMHOT0 0OecIeueHHs, HEOOXOJUMBI [T pa3padOTaHHBIX HA 3aKa3 MPHIIOKCHUH:
3TOT TUN JOKYMEHTAallUU KaK MPaBHJIO, HE TpeOyeTcs A KOHQUTYPHPYEMBIX MPOAYKTOB, JUIS
KOTOPBIX ITPOEKT MPOTPaMMHOT0 00ecTIeueH s, KaK IPaBHJIO, PACCMaTPUBAETCS U OLICHUBACTCS B
XO7I€ OLIEHKU TOCTABILUKA.
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[TpoekT mporpaMMHOTo 0OecTieueHus BBIITOJIHIETCS Ha IBYX ypOBHsX. Ha Gosee BEICOKOM ypoBHE
OH OIpeneisieT MPOTrpaMMHBIE MOIYNTU (TIOJCHCTEMBI), KOTOpbie (QOPMHUPYIOT TOIHYIO
MPOrPaMMHYIO CHCTEMY, HHTeP(HEHCHI MEX Ty dTUMHU MOAYJISIMH, & TAaKXKe HHTEP(HEHCHI K IPYTUM
BHEITHUM cucTeMaM. Ha HIKHEM ypOBHE MPOEKT OMUCKHIBACT padOTy OTIAEIBHBIX MPOTPAMMHBIX
Moaysieid. JIims KacTOMHU3MPOBAHHBIX KOMIIOHEHTOB IPOEKTHAs CHEIM(HUKAIUSA JIOJDKHA
JIOKyMEHTHPOBAaTh  KOMIIOHEHThI ~ Pa3pabOTKH  MPOrPaMMHOIO  OOCCIICUCHUS,  CIUHUIIBI
peanu3anuM, IU3aiH T0Jb30BaTEIIBCKOr0 HMHTepdeiica, au3aiiH uHTepdeiica, TPoIEayphI
00paboTKK OMMOOK U MOACN (PU3NYECKHUX JaHHBIX.

9.5.4 JeranpHas Onenka Puckos

[TonpoOHasi olleHKa PHUCKOB TpeOyeTcs Ha dTanax ChoenupuKaldd W CO3JIaHUS CHUCTEMBbI
MIOCPEICTBOM BBIMIOJHEHHS MPOIECCHOTO /WM (YHKIIMOHAIBHOIO aHAJIM3a PUCKOB C IIEJIBIO
UACHTU(UKAIIMA TeX W3 HHUX, KOTOpPbIE MOTYT TMOBIHUSATH HA TMPABHIbHOC MU HaISIKHOE
(GYHKIIMOHMPOBAHHE CHCTEMbI Ha YPOBHE MTPOIIECCOB M (DYHKIIUI COOTBETCTBEHHO.

OneHka (YHKUMOHAIbHBIX PUCKOB ONpEAEseT COOTBETCTBUE HOPMATHUBHBIM TPEeOOBAHUSAM U
CTETEHb CEPhE3HOCTH OW3HEC-PUCKOB B CPAaBHEHHWU C CYIIECTBYIOUIMMH (DYHKIIMOHAIEHBIMU
BO3MOYKHOCTSIMH CUCTEMBI U TIOJ/IEP’KUBAEMBIMHI OHU3HEC-TIPOIIECCAMHU.

BanmnanuonHbie rpymimbl BMECTE € BIIAACTIbIIEM OM3HEC-TIPOIIECcCa W €T0 MPEICTABUTEISIMA H
TEXHUYECKUMHU TPYIIAaMHU TOTOBAT OIIEHKY PHCKa HAa OCHOBE TPEOOBAHHI IOJB30BATEINs W/WIH
(GyYHKIIMOHATBHBIX/KOH(PUTYPALIMOHHBIX/TTPOEKTHBIX CHEU(UKAIIUN.

Pe3y.]'IBTaT OLICHKU pUCKA JOJIKCH BKJIFOYATDh PE3YJIbTATHI IPOUCCCHOT'O U / unn (I)YHKI_[I/IOHS.JIBHOFO
aHaJIn3a pUCKa, BBIIIOJIHCHHOI'O B COOTBCTCTBHUU C 3apaHEC OHpeHCHCHHOﬁ METOH0JOTHEH

B oTuere 00 o1ieHKe pUCKOB JOJKHBI OBITH ONPEAEICHbI JEHCTBUS 110 CHUKEHHIO PUCKA, BKITIOYast
onucaHue 00beMa TECTUPOBAHUS U PECYPCOB.
9.6 ®a3a UCNILITAHUN M IPUEMKH

TecTtupoBaHue CUCTEMBI BBINIOIHACTCSA I IIPOBEPKU COOTBETCTBUS KOMIIBIOTEPU3UPOBAHHOMN
CUCTEMBI TPEOOBAHUSIM, OIIPEEIICHHBIM JI0 €€ BBIIYCKA.

O06beM paboT 1o BaMJalMK HA dTare TECTUPOBAHUS U INTyOMHA JOKYMEHTALUHU 10 pe3yibTaTaM
3aBHCHUT OT TaKuX Macuutadbupymomux (akropoB, kak ypoBeHb GMP-pucka cucremsl (9.2) u
pe3ynbpTaT JeTadbHOM oOneHkH pucka (9.5.4), kotopas BbISIBHJIA MPOLECCH/(PYHKIIUU C
MaKCUMaJIbHBIMU PUCKAMH, HAa KOTOPBIX JIOJKHO OBITH COCPEOTOYCHO TECTUPOBAHHE.

CTpaTel"I/I}I HUCIIBITAaHUI OIPEACIIACT COOTBeTCTBYIOH_[I/Iﬁ noaxod K HCIIBITAHHIO KOHerTHOﬁ
CHUCTCMBEI, OCHOBaHHBIN Ha CJICAYIOIIEM:

— Ilonumanue xomnoHeHTOB cucteMbl (kateropust GAMP), o61iel cloXKHOCTH CHUCTEMBI U
HOBU3HBI CUCTEMBI;

— Yposenb GMP-pucka cucremsi;
— Pe3ynbTathl OIeHKH (DYHKIIMOHAIBHBIX PHUCKOB;
- Pe3yJIBTaTBI OILICHKH MMOCTABUIUKOB, €CJIU 3TO IPUMCHUMO.

Crparerust MCIIBITAHUIM MOYKET BApbUPOBATHCS B IIMPOKOM JIMANIA30HE, HAIIPUMEP, OT IPOCTOrO
ITO ¢ nuzkum ypoBaeM GMP-puckoB 10 cioxuoro 110 ¢ Beicokum ypoBHeM GMP-puckoB. Ona
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JIOJDKHA OIPENENIAThCS Ha Kak MOXHO Ooyiee paHHHX ATarax >XHU3HEHHOTO LMKJA MPOEKTa, U
NPEANOYTUTENIFHO MAPAIIENIBHO ¢ pa3paboTKON crienn(pUKaIiil CUCTEMBI.

WcnpiTanus cUCTEMBI JOJDKHBI OBITh OPTaHU30BaHbI Ha Pa3HBIX (a3zax BHEIPEHUS CHUCTEMBI B
IIPOLIECC HETIPEPHIBHOTO MOHUTOPUHIA KAaUu€CTBA.

HcnpiTaHus BKIFOYAIOT:

— HcnpiTanus ot nocraBiyka (HanpuMep, TECTUPOBAHKE BBOJIA B AKCILTYaTal[HI0, MOYJIBHOE
Y UHTErPAaLMOHHOE TECTUPOBAHNKE), BHIIOJIHAEMOE TOcTaBIIMKOM [1O B COOTBETCTBUM C €T0
CHUCTEMOM KayeCTBA MUJIU IPEIOIPEACICHHBIM IUIAHOM Ka4eCcTBa U IPOEKTA,

— BammpanuoHHEBIE UCIIBITAHUA, BBITIOJIHACMBIC B KBaJII/I(i)I/IKaL[I/IOHHOI‘/JI U/WIIH
HpOI/I3BOI[CTBCHHOI\/JI cpeac 1o 3apaHee OMNPCACICHHBIM IPOTOKOJaM I CICAYIOMIUX
OTaIlOB:

O KBaIM(HKAIUSI MOHTaXa
o KBanu(uKanusg GyHKIMOHUPOBAHUS
O KBaJTM(UKALMS HKCIUTyaTal[H

B ciydae, ecnn OneHka MocTaBIIMKa ONPENENAET, YTO €r0 METOJBl YIIPABJICHUS KAa4eCTBOM U
IIPAKTUKU IIPOBENCHMS WCIBITAHUM SIBISIOTCS HAJUICKAIIMMM, HCIBITAHUS, IPOBEIACHHBIC
MIOCTABIIMKOM B paMKax >XM3HEHHOrO IMKJa pa3pabOTKU MPOTrpaMMHOI0 OOeCcleyeHusi, MOI'yT
OBITh NCTIOJIB30BAHBI JUIS COKPAIEHUS YCHITHH, TPEINPUHIMAEMBIX PETYyINPYeMOi KOMITaHUEH B
OTHOIIEHHWE BaluJaluM, (IPUMEHUTENbHO TONBKO JUId KBaNU(UKALMKM MOHTaxa U
GbyHKIMOHMpOBaHUs). BanmumanuoHHas JOKyMEHTAalMs, MPEJOCTaBIsieMasl ITOCTABIIUKOM,
J0JKHA OBITh O(PUIIMAIBHO OLIEHEHa, PACCMOTPEHA M 0100peHa PeryIupyeMoil KoMIaHueH.

JIt060ii MOAKIIOUEHHBIH WHCTPYMEHT/O00pPYJOBaHHE W COOTBETCTBYIOIIME KOMMOHEHTHl IT-
MHOPACTPYKTYPHI, BKIIOUeHHbIE B KOMIIBIOTEpU3NPOBAHHYIO CUCTEMY, IPOXOAT KBATU(PUKALIUIO
10 Hayanma sTana IQ cucrembl Uil AEMOHCTpAallMM HaJulexamero (yHKIMOHUPOBAHUS U
KaJTMOPOBKHU MOJIKJIFOUEHHBIX HHCTPYMEHTOB.

JIoKyMeHTalusi M0 HWCIBITaHUAM (HampuMep, MPOTOKOJN KBaIM(HUKAIMK) JOJKHA OMUCHIBATH
MOAXO0Jl K MpEelrojiaraeMoOMy TECTUPOBAaHUIO, Cpelly TECTUPOBAaHUS, NEPEYeHb HCIBITAHUN U
COOTBETCTBYIOIIME KPUTEPUU ITPUEMIIEMOCTH, PE3YIbTAThl UCIIBITAHUISI BMECTE C BBISIBICHHBIMU
OTKJIOHEHUSIMH (€CJIM TaKOBbIE MMEIOTCS) U KPUTEPUH JJIS Pa3IMYHbIX 3TANlOB IMPUEMKHU. DTaIlbl
UCTBITAHUN MOTYT ObITh 0OBEAMHEHBI (Hanpumep, kBanpukaus MoHTaxa 1Q u kBamupukaus
¢ynkunonuposanuss OQ) B ciaydasx, KOrJa 3TO BO3MOXKHO; PE3yJIbTaThl 3TAaloB HCHBITAHUN
JOJKHBI OBITH TOKYMEHTHPOBAHHBI.

9.6.1 Cucremnas cpena

VcnipiTanus TOMHKHBI BRIIOJHATHCS B Cpezie, KBATM(UIIMPOBAHHON COOTBETCTBYIOIIUM 00pa3oM,
o 3apaHee pa3pabOTaHHOMY IIJIaHY MCIBITAHUH C HCIHOJB30BAHHEM pa3pabOTaHHBIX
crienn(pUKauil TECTUPOBAHUS, BKITIOUAIOIINX 3apaHee ONpeieIeHHbIe 0KUIaeMble PE3YIIbTaThl.

Cpenpl, ncnoab3yeMble UTst pa3paboTKH /UM BHEAPEHHUS aBTOMATU3UPOBAHHONW CUCTEMBI, MOTYT
pa3InyaThCA B 3aBUCUMOCTH OT KATETOPUU U CII0KHOCTH CUCTEMBI.

Coznmanue cpenpl pa3padoTKu, KBalu(pUKaIyy (Takyke Ha3pIBaeMOW CpeIor KauecTBa WK CpeIon
BAIMJAIIMM) W TPOM3BOJCTBEHHOW CpEIbl paccMaTpUBaeTCsl H  JTOKYMEHTHPYETCS B
Kondurypanmonnoit Cnenudukanuu u Bepuduupyercs (1o KpaiHEW wepe, s Cpeabl
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KBAJTM(HUKAIMY U TPOU3BOJCTBEHHOM cpesibl). [t TOKyMEHTaIbHOTO MOATBEP)KACHHS TOTO, YTO
cpena KBaMM(UKALMK SKBUBAJICHTHA MPOMU3BOJICTBEHHOHM Cpesie, JNOKHBI OBITh BBIOJIHEHBI
COOTBETCTBYIOIIME BEPUPHUKAIIMOHHBIE MEPOIIPUSATHSI.

9.6.2 Murpanus JaHHbIX.

Murpanust 1aHHBIX B 3HAUUTEJIBHOM CTENEHH 3aBUCUT OT KOHKPETHOM TEXHOJIOIuU U (ailoBoit
CTPYKTYpPBI IEPEHOCUMBIX JIEKTPOHHBIX 3aITHCEH.

Tam, rae 3T0 BO3MOXKHO, JEHCTBHs 110 MUIPAlMM JAHHBIX JOJKHBI BKJIIOYATh MCIIOJIB30BAaHUE
IIPOrPaMMHBIX CPEACTB I aBTOMAaTU3allMd HEKOTOPBIX WM BCEX OINEpalud HUX W3BJICUYCHUS,
npeoOpa3oBaHus, 3arpy3ku U HOpoBepKU. MHCTpyMEHTHI JODKHBI ObITH IPUTOAHBI IS
UCTIOJIb30BaHUSl N0 Ha3HA4YeHUI0. «CTpOrocTey» crenu(uKaiuy HHCTPYMEHTAa U ACUCTBUHM 1O
BepU(DUKALUU TOJIKHBI ObITH COU3MEPHUMBI C PUCKAMH.

[Tpu kaxx0¥f MUTpaluK AaHHBIX (TMO0 BHYTPHU IIATPOPMBI CUCTEMBI, JINOO U3 OJHON CUCTEMBI B
IPYTYIO) U IpU IPe0Opa30BaHUU UX COCTOSHUS, IaHHbIE TOJIKHBI OBITH IPOBEPEHBI.

Ota npoBepKa JaeT 0ObEeKTUBHBIE 10KA3aTeIbCTBA TOr0, YTO NMPOrPaMMHBIE CPEJCTBA IepeHoca
JMAHHBIX TOJXOMAT IS HCIONB30BAaHHMSA IO HA3HAUYEHHWIO, a TaKkKe O0EecIeyrBacT ypOBEHb
YBEPEHHOCTH B 00IleM Ipoliecce NnepeHoca. TUNMMYHBIM MOAXOAOM Ha 3TOM 3Talle SBIISETCS
paboTa ¢ OTHOCUTEIHHO HEOONBIIMM OOBEMOM JIAHHBIX, KOTOPBIM BIIOCIEACTBUH MOKET OBITH
MOJIHOCTBIO MPOBEPEH, YTOOBI TapaHTUPOBATh OTCYTCTBUE OLIMOOK JaHHBIX.

9.6.3 IIporokon kBanu(UKAIMA MOHTaXKa

Keamudukamms monTtaxa (I1Q) (Takke Ha3piBaeMas KOHPHUTYPAIIMOHHBIM TECTHPOBAHUEM) - TO
NEeSITeTbHOCTh TI0 TPOBEPKE YCTAHOBKM W KOH(UTypallMH almapaTHBIX M IPOTPaMMHBIX
KOMIIOHEHTOB CUCTEMbI M COOTBETCTBYIOIIEH JOKYMEHTAIMH.

KBanudukanus MOHTaka JOJKHA OCYIIECTBIISITHCS MOCIE «3aMOPAKUBAaHUS» KOH(Urypaluu,
KOTOpas MOAJEKUT mpoBepke. JIroOble M3MEHEHUus, BHECEHHBbIE IO37HEE B KOH(MUTYypaluio,
JOJIKHBI IPOMTH NPOLIEYPY YIPABIECHUS U3MEHEHUSIMU.

[Tpu KBanu¢pukauym MOHTaka HaJ0 YYUTHIBATh YCIOBHS, B KOTOPHIX OyIyT NPOBOAMTHCS
ucnelTaHus. Kak npaBuiio, HaCTOSATENbHO PEKOMEHAYETCS CIIELMaIbHas Cpeaa TECTUPOBAHUS; B
xozie 1Q momkHBI OBITH BBIMIOJIHEHBI HEOOXOAWMBIE KOHTPOJIbHBIE MEPONPUSATHUS, YTOOBI JaTh
JOKYMEHTaJIbHOE MOJATBEP)KJIEHUE TOro, YTO HCIbITaTeIbHAs W NPOM3BOJACTBEHHAsl cpeaa
HKBHUBAJICHTHBI.

KBanudukanus Bcex MOIKIIOUYEHHBIX NHCTPYMEHTOB / 000pyaoBaHus U cooTBeTcTBytomein 1T-
MH(QPACTPYKTYphl paccMaTpUBAETCs B KauyecTBE IMPEIBAPUTENbHBIX YCIOBHM i 3Tamna
KBanuduxanum MoHTaxa.

[TpoTokon KBaIM(PUKALIUK MOHTaKa ONPEAEISIET UCIIBITAaHUS, KOTOPBIE TOJDKHBI IPOBOAUTHCS JUIS
KOMIIBIOTEPU3UPOBAHHOI CUCTEMBI; OH J0JKEH COJIEpKaTh N0 KpallHEel Mepe CIIEYIOIINUE dTallbl
IIPOBEPKU:

— TPaBWIBHOCTH YCTAHOBKM aNIapaTHOTO U MPOTPaMMHOI0 00ECIeYeHUsI B COOTBETCTBUH C
TEXHUYECKUMHU XapaKTEPUCTUKAMU M 0a30BBIMH MMOKA3aTEIIMH KOH(UTYPAIIUH CUCTEMBI

— COOTBETCTBHE HACTPONKHM KOH(PUTYpallid TOMY, 4TO yKazaHo B KoH$urypammoHHBIX
crenupuKanusix (eciau MPUMEHIMO)
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— HaJIN4YUC JOKYMCHTAUWH I10 CUCTEME

Jns  pa3paboTku MPOTOKONA KBaIU(pUKAMKM MOHTa)Xa CTaHAAPTHOTO MPOTPaAMMHOIO
o0OecrieueHUss MOKET OBbITh HCIIOJIb30BaHA JOKYMEHTAIMsl IOCTaBIIMKA: IPOLETYpPHI,
PYKOBOJCTBA, MHCTPYKLIUH.

9.6.4 Ilporoxon kBanu(UKaUN QYHKIIMOHUPOBAHHS

Hens KBamudukarmmu dyakuuonupoBanus (OQ) cocToUT B TOM, YTOOBI MTPOJIEMOHCTPUPOBATb,
YTO CUCTEMa M KaXKaas U3 ee QyHKIUU (IIPOIECCOB), UACHTHU(PHUIIMPOBAHHBIX KaK KPUTHUYECKUE,
paboTaeT B COOTBETCTBUHU CO CienU(UKALIUECH.

TecTupoBaHue MOHKHO OCHOBBIBAThCS HA YTBEP)KJICHHBIX crienudukanusax (GpyHKIHOHAIBHBIC
cnenudukanuy, crneunuKauy TpeOOBaHWI TMONB30BaTeNss M T. [.), a TaKXKe pe3ylbTaTax
JETaJbHOM OIIEHKH PHUCKOB Ui OMpPEIENICHHUs] THIIOJIOTUM TECTOB. TeCThl MO HaMXYyIIIEMy
CIICHAPUIO MPOBOMATCS JUISI KPUTHUECKUX (YHKIMNA, 1 0c000€ BHUMAHUE clenyeT o0paTuTh Ha
NPEJCTaBICHUE PE3YyJIbTaTOB TECTUPOBAHMS, MPEACIbHBIX 3HAUYEHUI MapaMeTpoB CHCTEMBI,
Ipe/eIbHBIX 3HAYeHUH JaHHBIX 1 00padOTKH OIIMOOK.

Ecnu cucrema ynpaBisieT peryaupyeMbIMU 3JEKTPOHHBIMU 3aMUCAMH U MOJIMUCAMH, TPOTOKOJI
kBaMukanuu (QYHKIIMOHUPOBAHUS JOJDKEH COJIEp’KaTh TaKXKe TECThbl, HaIlpaBJICHHbIE Ha
o0ecrieueHrne Mep KOHTPOJIS Al oOecriedeHus 1eJIOCTHOCTH JaHHbIX (cM. pasaen 8.1). Kpome
TOTO, €CIM TECTUPOBAHHE COOTBETCTBHS OOMIMM HOPMAaTHBHBIM TPEOOBAHUSM BKIIOYEHO B
(GYHKIMK JOKYMEHTHPOBAaHHOTO KOHTPOJIS, peaju3yeMble IOCTaBIIMKOM, TO Ha JTare
KBaTMpUKAMA  (QYHKIMOHUPOBAHHUA  peryaupyeMas  KOMIAHHWsS  JOJDKHA  IPOBOJHTH
Bepu(uKannioo 3TUX (QYHKIWH, OTBEYAIOIIMX 32 COOTBETCTBHE HOPMATHBHBIM TPEOOBAHHSIM
(Hampumep, KOHTPOJbHBIC CIEAbl, 3allUTa), NPUMEHUTEIBHO K KOHKPETHOH cpene U
MPEANOIaracMoMYy MCIIOJIb30BaHHUIO.

Kaxxnoe wuchbITaHWEe NPOBOJUTCS C HCIOJIL30BAaHUEM 3apaHee OIPEJICICHHBIX JaHHBIX U
cieHapueB. llomydeHHbIe pe3ynbTaThl COMOCTABISIFOTCS C OXKHMIAEMBIMH, IOJTY4aeMbIMH W3
(GYHKIIMOHATBHBIX CTIeNU(UKAIIHIA.

B CJIydyac MCIIOJIb30BaHUA JIA Heﬂeﬁ BaJmaallud aBTOMATU3WUPOBAHHBIX CPECACTB TCCTUPOBAHUA,
OHH HOJI’KHBI OBITH OIICHCHBI Ha MPCAMET UX aICKBATHOCTHU.

9.6.5 TIporokon KBamM(PHUKAIIMN IKCIUTyaTalN

Oran kBanudukanuu skcrryarauuu (PQ) (Taxke HaszpiBaeMblii BepuuKamnmend TpeOOBaHMI)
OpPUEHTHPOBAH HA IEMOHCTPAIIMIO TOTO, UTO cucTeMa padboTaeT 3(pPeKTUBHO U BOCTIPOU3BOIUMO,
MIPUTOJTHA JIJIS UCIIOJIb30BaHUS 110 HA3HAUCHUIO, M 9TO KaK CHCTEMa, TaK U €€ OllepaIlMoHHas cpeia
(BKJTFOYASI TTOJTH30BATEIICH ) TOTOBHI K 3aITyCKY B TTPOU3BOJICTBO.

KBaJ'II/I(l)I/IKaIII/ISI SKCILTyaTaluuu PQ JOJDKHA BBIIIOJIHATBCA, B OCHOBHOM, HAa3HaA4YC€HHBIMU
MNpeaACTaBUTCIIAMUA MoIL30BaTelIeH 1 JOJIXKHa OBITE OPHUCHTHPOBAHA HA MOATBCPKIACHUEC TOI'O, UTO:

— Otanel [Q/OQ 3aBepuieHbl, W COOTBETCTBYIOIIUE OTYETHI YTBEPXKACHBI, a JIH0OOE
OTKJIOHEHHE MTPOAHATU3UPOBAHO U «3aKPBITOY;

— Bce cBazannsie ¢ cucremoit COIl, pykoBoJcTBa 10 YCTAaHOBKE U aJMUHUCTPUPOBAHUIO U
PYKOBOJICTBA IOJIb30BATEISl YTBEPHKACHBI U IOCTYITHBI,

— Bce IMMOJIB30BATCIIM, KOTOPLIC MOI'YT MOJYYHUTb HOCTYII K CHCTCMC, 06y‘{CHBI, a 3alliucCHu
MOATBCPIKAAOIINC OGy‘-ICHI/IC AOCTYIIHBI;
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— Joctynm Ui KaXKIOTO TOJb30BaTeNII ObLI CO3JIaH B COOTBETCTBHHM C €rO HAaBBIKAMH H
0053aHHOCTSIMU;

— IlIpoBepka OU3HEC-TIPOLIECCOB, NOIEPKUBAEMBIX CUCTEMOMN («CKBO3HBIE)» TECTHI), OCHOBAHA
Ha pe3yJIbTaTax JAeTaIbHOU OIleHKH pucKoB (pasnen 10.5.4);

— BpbimoaHUMO BOCCTaHOBJIIEHHE CHUCTEMBI M JAaHHBIX B pabouel cpene (pe3epBHOE
KOIMMPOBAHUC U BOCCTAHOBJICHHUC I[aHHBIX);

Tecter PQ ocymectBisercss B KBanu(dUKAIMOHHOW cpene. B cimydae, eciam TakoWl IMOIXO[
HEBO3MOKCH IO TEXHUYECKMM mNpuuuHaM, PQ MokeT ObITh BBHINOJHEH HEMOCPEACTBEHHO B
MIPOM3BOJICTBEHHON cpeJie mociie MmoBTopeHus [Q B mpon3BOACTBEHHOM cperie.

9.6.6 Marpuua IIpociexuBaeMocTu

ManI/H_[a HpOCHe)KI/IBaeMOCTI/I JOJIKHa OBITH co3aaHa ajid J€MOHCTpAaluMu TOro, 4ro:
- BI/ISHGC-HpOHeCCH ObLIH IMpaBUJIbHO IICPCBCICHBI HA CHCTEMHBIHN (bYHKHI/IOHaJ'I,

— CucteMHblil QyHKIIMOHAN M OM3HEC-TIpOLecChl ObLIM JODKHBIM 0Opa3oM HCIBITaHbBl B
KBAJTM(PHKAIMOHHBIX TECTAX B COOTBETCTBUU C PE3YJIbTATOM JETAIbHOM OLIEHKH pHUCKa.

9.7 ®a3a BBOA B IKCILIYaTAI[UIO

Pemenne o Havasie UCNIOIB30BaHMSI KOMIIBIOTEPU3UPOBAHHONW CUCTEMBI B IIPOU3BOJICTBE JOJIKHO
ObITH 000pEeHO, IO KpaiiHel Mepe, BiIaiesiblieM OU3Hec-IIpoliecca U ClIy>K00i kadecTBa. DTH poJIu
OTIpEEISAIOT BAIMJAIMOHHBIN CTaTyC CUCTEMBI Mepe/] aBTOpU3aLMel pa3BepThIBaHUS B paboueil
cpene. OTO pemieHWe JOHKHO OBITh O(HIIMANBHO 33JOKYMEHTHPOBAHO B  pasfele
BaJIM/IALIMOHHOTO OTUETAa WK B CHEIUATILHOM JIOKYMEHTE.

9.7.1 BanumanMoHHBINH OTUET

B BanmpannoHHOM OTYeTE COOpaHbI OMUCAHUS ICUCTBUN U COOTBETCTBYIOIIUX TOKYMEHTOB, C
LEJBI0 IEMOHCTPAIMH MPABIIIBHOTO M IMOJHOTO BBHIMTOJHEHHUS MPOIIECCca BAIM/IAINN B
COOTBETCTBHH C IUIAHOM. BanmuaanmoHHBIN OTYET 00ECTIeYrBAET aHAIN3 JaHHBIX, COOPAaHHBIX B
X0/JI€ TIPoIIecca BAIUIAINN, U JJOKYMEHTHUPYET BCE PE3YNIbTaThl BAIMIAIIMOHHOM NEeITEIbHOCTH,
BKJTIOYAs JIIOOBIE HECOOTBETCTBUS U MOCJIECIYIONTNE MEPHI.

Banunaunonnsiit oruet (unu Kpatkuit BanuaaioHHbIi 0TUET) AOHKEH BKIIIOYATD:

— UYeTkoe yTBEpKJCHHE TOTO, YTO CHCTEMa IMPOBEpPEHA W BBIMyIIEHA MJis pabodero
WCIIOJIH30BaHUS;

- I/I,Z[CHTI/I(I)I/IKaLII/IIO BO3MOXHBIX OFpaHH‘{eHHf/'I;

- HO,Z[TBep)KI[eHI/Ie TOT'0, YTO BCC€ HCIIBITAHUA OBLIN BBIIOJHEHBI B COOTBETCTBHH C IIJIAHOM
HJIN YTBCPIKACHHBIM OTKIIOHCHUCM OT IJIaHA,

— H3mepuMyro OLEHKY pe3yJIbTaTOB UCIIBITAHUN U IOATBEPKAECHUE COOTBETCTBUS KPUTEPUIM
MIPUEMIIEMOCTH CUCTEMBI;

— Ilnan nevicTBuii (€CiaM IPUMEHUMO);

— OOHOBJICHHBIN CHUCOK JOKyMEHTAauu/OCHOBHON CHUCOK, BKIIIOYAMOIIMK MPOIEAYPHI
OTEpAIMOHHON cpeibl, UHCTPYKIMHU W DJIEMEHTHl YIPaBJICHUS, KOTOPBIE PEryIUPYIOT
UCIIOJIb30BaHUE U YIIPABJIEHUE CUCTEMOM 1ocje €€ BhIMyCKa.
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[Tocne yTBepKaeHHS BAIMAALMOHHOTO OTYETA PEECTP KOMITBIOTEPU3UPOBAHHBIX CUCTEM JOJIKEH
OBITH OOHOBIIEH, YTOOBI OTPA3UTh MOATBEPKACHHBIN CTAaTYC CHCTEMBI M BKJIIOYHTH CCHUIKY Ha
BaJIMJAIIMOHHBIA OTYET.

9.8 BcnomorartenbHnbie Ilponeccsl

9.8.1 VYmnpanenue 3amuton

Jiist obecriedeHust BBICOKOTO YPOBHS 3aIIUTHI JAHHBIX OT MOTEPH KOH(PHUIECHITUATBHOCTH, TIOTEPH
IEJIOCTHOCTH M MPEAOTBPAIECHUs HECAaHKIIMOHUPOBAHHOTO JOCTYIA ¢ Y4ETOM CUCTEMHOU CPEJIbI,
CeTe M YCTAHOBJICHHBIX MPOTrpaMM, JTOJDKHBI OBITh OMNPEICIICHbl W BHEAPEHBI IPOIEAYPHI
0€30I1aCHOCTH.

CJ'IGI[YIOH_[I/IC IMPpOICCChI NOJIPKHBI BBIIIOJIHATHCA HA IIPOTAKCHUU BCCI'O JKU3HCHHOI'O [TUKJIA
KOMHBIOTepHSHpOBaHHOﬁ CHUCTCMBI:

— @usnueckas 0€30MaCHOCTb, KOTOpas BKIIOYAET B ceOs BCE COOTBETCTBYIOIIHME MEpPHI
OPEJOCTOPOKHOCTH  JUISL KOHTPOJISL JIOCTyNla H  Cpelabl Juld  3alluThl  OOBEKTOB
KOMIIBIOTEPU3UPOBAHHBIX CUCTEM OT KPakH, pa3pyLICHUA, HEKOHTPOIUPYEMOIO U3MEHEHUS
WU HApYILICHUS.

— Jlornueckasa be3zonacHOCTb:

o Jlornmueckass 0©e30macHOCTb BKJIIOYAET BCE MEpbl HPEAOCTOPOXNKHOCTH I 3alMUThI
IporpaMM M JAaHHBIX OT HECAHKLIHMOHUPOBAHHOIO JOCTYIA, HENPAaBWIBHOIO
WCIIOJIB30BAaHNs WJIM MaHMITYJIMPOBAHMS, HAIPUMEpP, 3alIATAa OT BUPYCOB, 3aIIUTa OT
BHEIIHUX YTPO3, MPOUEAYPHl WACHTU(PHUKAINH TTOJIb30BaTeNei, KOHTPOJIBHBIA KypHAI
JUISl CO3JJaHHBIX, M3MEHEHHBIX WIH YIAJICHHBIX TaHHBIX,

o PoneBas Ge3omacHOCTh NOKHA OBITH BHEApeHA JUIs oOecrieyeHus: nocryna k. GMP
JAHHBIM TOJIBKO IpPEIBAPUTEIbHO ABTOPU30BAHHBIM OIEpaTOpaM B COOTBETCTBUM C
COOTBETCTBYIOILICH pOJIBI0O B OpraHU3alluM, COXpPaHsAs pa3/ieleHue OO0sS3aHHOCTEH.
[Tponienypsl ympaBieHus 0€30MaCHOCTBbIO NPUMEHSAIOTCS KO BCEM I0JIb30BaTElIsIM,
BKJIIOYAsl aJIMUHUCTPATOPOB, «CYIEPIOIb30BaTENIEH», KOHEUHBIX IOJb30BaTENEH U
COTPYJIHUKOB CIIY>)KObI MOAJEPKKH (BKJIIOYAsi COTPYAHHUKOB CIYXKOBI MOJACPKKUA OT
MIOCTaBIIUKOB),

@) I[OJ'I)KHI)I CYIICCTBOBATh KOHTPOJIBHBIC MPOUCAYPHhI AJId o0ecIeYeHus:

o YCTaHOBJEHUS M TOAJACPKKH POJeH U 0Os3aHHOCTEH B 0OJACTH 3alUTHI,
MOJIUTHK, CTAHAAPTOB U MPOLIEYP,

o BBINOJHEHUS MOHUTOPHUHIA 3alllUThl U MEPUOJUYECKOTO TECTHPOBAHUS,
HamnpuMep, pyuyHYIo MPOBEPKY KypHaja JOCTyNa K CUCTEME, aBTOMAaTHYeCcKoe
yBEIOMJICHHE O OJIOKHPOBKAaX, TECTHUPOBAaHHUE TOKEHOB (€CiIM TaKOBBIE
UMEIoTCH),

o COS}IaHI/Ifl " BCIACHUA CIIMCKaA JIWI, UMCIOUINUX ITPaBO AOCTYIIa K CUCTEMCE.

Kondurypauus 3amuteii JOKyMEHTUPYETCS B crieluUKanusaX KOHQUTYpali CUCTEMBbI WIIH B
CHEIMaIbHOM JIOKyMEHTe (Hampumep, MmaTpuue 3aumuThl). JlocTynm K cucTemMe OrpaHuy4eH
orepaTropamy ¢ JOKYMEHTUPOBAHHBIM 00y4YEeHUEM.

MepLI KOHTPOJIA I KPUTHUUYCCKHU BaXHBIX KOMIIOHCHTOB CHCTCMBI (HaHpI/IMep, CCpBepOB)
BKJIFOUCHBI U IMTPOBEPAIOTCA B IIPOLECCE KBaJII/I(I)I/IKaLII/II/I I/IH(bpaCprKTypBI.
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9.8.2 Vmnpasnenue Mnnuaentamu

NHumnaeHT - 9To aro0oe He3arIaHuPOBAaHHOE COOBITHE, KOTOPOE HE MO3BOJIAET (MJIM MOXKET HE
MO3BOJIUTh) MOJIL30BATENSIM, CUCTEME, OINEpali WU CIykO0e BBIMOJHUTH 3allJIaHUPOBAHHYIO
3aJauy WIM 3aepkKuBaeT e€ BbIMOJIHeHHE. VHIUAGHTHI COOMpaloTCs W YNPaBISIOTCS s
COBEpIUICHHs CBSI3aHHBIX JEHCTBHI, KOTOpbIE MOTYT MPHUBECTH K HEMEIJICHHOMY JIOKaIbHOMY
pernieHuto, 3anpocy Ha usmeHenue win CAPA.

WHuuaeHTsl W paspelleHuss Ha HUX JOJDKHBI  OTCIEKHMBATbCS B XOJ€ MOHMTOPHMHIA
3G PEKTUBHOCTH Kak INpolecca, TaKk M aBTOMAaTH3MPOBAHHOM CHCTEMBI, B paMKax KOTOPOU
MPOMU30IIEN HHIUJCHT. DTO MPOCISKUBAHNE OOBIYHO BEAETCS B )KypHAJIE HHIIMICHTOB.

[Ipotiecc ympaBiaeHus: MHIUIEHTAMU MPEIHA3HAYEH JUIsl CO3aHUS CTPYKTYPhI BHICOKOTO YPOBHS,
noanepxkuBaeMoi moapoousiMu COIl, KoTOphIe Tal0T PEKOMEHIAIMH 10 CIIEHAPHUAM JACHCTBUI
(3cKamany M OICHKHM) W CBA3aHHBIMH C HUMH HWHCTPYMEHTaMH. OTOT TIPOLECC MOXKET
MOAJICPKUBATHCS MPOTPAMMHBIMU CPEICTBAMHU.

9.8.3 Vmnpasnenue M3menenusimu

YHpaBJICHI/IC HN3MCHCHUAMU MMPUMCHACTCA K KOMIBIOTCPU3UPOBAHHBIM CUCTEMaM, IOAJICIKAIIUM
BallnJgallkl Ha IPOTAKCHHUHU BCCrO KHU3HCHHOI'O IHKJIIA CHCTCMblI OT O3Tallad KBa.]'II/I(bI/IKaI_II/II/I
MOHTAa>Xa 10 BbIBOJa CUCTCMbI U3 MCIIOJIb30BaHUA

VYnpaBieHne HW3MEHEHMSMHU HCIOJb3yeT MpPOLEAYypbl KOHTPOIs M HHPOPMHUpPOBAaHUSA 00
M3MEHEHMSIX, CIOCOOHBIX MOBJIMATH Ha 3JIEMEHTHI KOH(UIypauu (JOKyMEHTalus, allnapaTHoe 1
nporpaMMHOe OOeCTeueHHe) W/WIM BaJUAWPOBAHHBIA CTAaTyC CHCTEMBI. YIIpaBICHHE
M3MEHEHHUSAMHU BKJIIOYAET OTCIICKUBAHUE U3MEHEHUH (BbI3BAHHBIX MHIUACHTAMU WM 3alIpOCaMu
Ha U3MEHEHUE) OT UX MOSABIICHUS 0 UX BHEJIPEHHUS.

[Ipomecc peanu3anuyi W3MCHCHHNM WHHIUUPYET YTpaBJIeHHE KoH(pHUTyparuei, KoTopoe
OXBaThIBaeT UICHTU(PHUKAINIO, 3aITUCh U OTYETHOCTh 00 IT-KOMITOHEHTax, BKJIIOYAst UX BEPCHUH,
COCTABJISIOLME KOMIIOHEHTHI U OTHOILLICHUS.

HN3menenus OCYIICCTBIIAKOTCA B COOTBCTCTBHUU C 3apaHEC yCTaHOBJIeHHOI\/’I HpOLIG,[[ypOﬁ
YIIpaBJICHHUA U3MCHCHUSMMU.

9.8.4 PesepsHoe KonnpoBanue u Boccranosnenue

B cooTBeTcTBUM C IIYHKTOM 823, PE3CPBHOC KOMMUPOBAHUEC - 3TO IMMPOLECC KOMMUPOBAHU A 33.HHC€I>1,
JAaHHBIX U MPOTrpaMMHOTO obecrnicucHUs AJIg 3alllATBI OT MOTCPH LECJIOCTHOCTH UJIN JOCTYITHOCTHU
OopuruHala. BoccTranoBnenue-3To MMOoCJICAYOIICEC BOCCTAHOBJICHUC 3aHHcefI, JaHHBIX HWJIH
nporpaMmMHOTO obecnieucHUs npu H6‘06XOI[I/IMOCTI/I.

JlaHHbIe TpoLieAypbl HEOOXOIUMBI AJ1s1 00eCIIeYeHH s BOCCTaHOBIJIEHHUS] OCHOBHBIX CUCTEM B CIIydae
cO0eB CHUCTEMBI U MOCIEYIOIIEeN OTEPH JTaHHBIX.

HaznexxHocThb npoiiecca BOCCTaHOBJICHHUS 1OJIKHA ObITh POBEpEHa MPU BaJIHIallUu.

9.8.5 Cornamenue 06 YpoBue OOCTyKUBaHUs

C mocraBmukoM u / wiu uHTerpatopom GMP-cucteM cpeqHero wium BBICOKOTO YPOBHS, Kak
MpaBWIo, JOKHO ObiTh monanucaHo Cornamenue 00 ypoBHe obOcnyxuBanus (CYO),
oOecrieunBaroIee ageKBaTHOE U CBOCBPEMEHHOE OOCITYy)KMBAaHHE NPU MHIIMJCHTAX, a TaKXKe B
HEJSX HAJISKAIIEero 0e30MacHOr0 XpaHEHHs JOKYMEHTAIIMH CHCTEMbI, CO3IaHHOW BO BpeMs
pa3pabOTKU U XPAHSIICHCS Y TIOCTABIINKA.
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Cornamenne 00 ypoBHE OOCIY)XKHMBAaHUS ONpEAEseT B3aUMHYIO OTBETCTBEHHOCTb MEXIY
peryaupyeMoi KOMIIAaHUEH U ITOCTABIIUKOM BMECTE C COOTBETCTBYIOIIUMH CPOKAMH.

9.8.6 HemnpepsiBHOCTD [lesiTenbHOCTH

[Iponiecc  obOecniedyeHUs]  HENPEPHIBHOCTH  ACATENbHOCTH  BKJIIOYAET MeEpbl  KOHTPOJI,
HalpaBJIeHHbIE Ha 00eCrieueHHe HEMPEPbIBHOCTH MOJJEPKKH BAKHEHIINX MPOLIECCOB B CiIydae
c00s1 cucTeMbl (HarpuMep, pydHasi Uiy aJlbTepHaTUBHASI CUCTEMA).

Jist KasKJI0M CHCTEeMBI TUTaH 00ecreueH s HeMPEPbIBHOCTH ACATEIBHOCTH CONEPIKUT CIEAYIOIYIO
UH(POPMALIUIO:

— AJbTepHaTUBHBIC MTPOLICTYPHI HA CIydald HEMPEABUIACHHBIX 00CTOSTEIBCTB, HCIIOIb3YEMbIE
BMECTO JTaloOB IMpoOIlecCa, KOTOPhIE BKIIOYAIOT JOCTYH K KOMIIBIOTEPU3UPOBAHHBIM
crucTemam,

— Ilnanel ynpaBiaeHHs M METOJbl INPUHATHS PEILIEHUH, KOTOpble OyIyT MCIIOJIB30BaThCs BO
BpeMsl aBapuu (0TKa30B) KOMIIbIOTEPU3UPOBAHHBIX CUCTEM,

- I/IIIGHTI/I(bI/IKaI_II/IH BAXXHbBIX C TOYKH 3PpCHUSA HCHPCPBIBHOCTHU HACATCIBHOCTU HNOKYMCHTOB,
KOTOPBIC HCO6XO)II/IMO BPCMCHHO XPaHUTDb a0 BOCCTAHOBJICHUA pa6OTbI
KOMIIBIOTCPU3HUPOBAHHBIX CUCTCM,

— HcnplTanus npoucayp Ha cnyqaﬁ HCIIPCABUACHHBIX 00CTOATENLCTB.

Tpe60BaHHe HCIIPECPBIBHOCTH ACATCIIBHOCTH CUHHUTACTCA CTPOIO IMPHUMCHUMBIM TOJIBKO I TEX
CUCTCM, KOTOPLIC IMOAACPKUBAIOT KPUTUYCCKH BAXKHBIC I10 BPEMCHHU IIPOLUECChI, T. €. TC CUCTCMBI,
KOTOPBIC BBIINOJHAKT HPOUECCHI, KOTOPLIC HE MOIrYT OBITh IMpEpBaHbL 0e3 IIOTCHIMAJIbHOI'O
BIIMSHUSA Ha OC30IaCHOCTH nanucHTa, Kad4eCTBO MPOAYKOHMU W HCIOCTHOCTH HJAaHHBIX.
HCOGXOIII/IMOCTI: HAJIMYHUA IIJIaHa OOCCIICUCHUS HCMPCPBIBHOCTU ACATCIBHOCTU OIPCACIIACTCS B
BaJIMJAalIMOHHOM IIJIaHEC.

B kauecTBe MOJIMHOXECTBA IUIAHOB 00ECTIEUEHUsI HEMPEPHIBHOCTH J1€ATEILHOCTH, JT0JIKHBI ObITH
pa3paboTaHbl, yTBEPKACHBI U OTPAOOTAHBI IUIAHBI BOCCTAHOBIJIEHUS] KOHKPETHBIX CUCTEM B ClTy4yae
aBapuu. B »THX miaHax HeoOXOAMMO MOJPOOHO M3IOKUTH MEpPbl, NpPUHUMAaeMble s
MUHHMM3ALMY TTOCJIEACTBUIN aBapHH, YTO MTO3BOJIUT OPraHU3aLUH MO0 COXPAHUTh, TMO0 OBICTPO
BO300HOBUTH BBINOJHEHHE BakHeHmux ¢yHkuuil. Ocoboe BHMMaHUE B IJIaHE aBApUUHOTO
BOCCTAHOBJICHMSI ~ YyJAeJseTcs  MNpeAynpeXIeHHI0  aBapuil  (Hampumep, oOecnedeHue
pe3epBUPOBAHUS JJI BAKHEHIINX CUCTEM).

9.8.7 ApxuBupoBaHHE

B cjIydac, €CJIIM HAaHHBIC apXUBHPYHOTCSA B ABTOHOMHOM PCKUMC (T. €. HC Cpa3y JAOCTYIIHBI
HOJ'IB30BaTeJ'I$IM), npoueaypa apxXuBUpOBaHUA ONLPCACIIACT BPEMCHHBIC IICPUOALI U YCIIOBUSA JIA
APXUBHUPOBAHUA JaHHBIX. Hpouecc APXUBHUPOBAHUA U BOCCTAHOBJICHUA JAaHHBIX JOJIKCH OBITE
3aA0KYMCHTUPOBAH U MMPOXOJUTHh TECTUPOBAHUEC B TCUCHHUEC ) XKU3HCHHOT'O IIUKJIA.

9.8.8 Tlepuomnueckuit O630p

Banunanuonnstit cratyc kaxaoid GMP-cucteMbl neproandecku MpoBepsSeTcs JUIsk TOTO, YTOOBI
obecreynTh MOJJEpKaHUE BAJIUAMPOBAHHOTO CcoOCTOsHMA. llepuomuuHocTh W TIyOHMHA
MIEPUOIMYECKUX MPOBEPOK ONPEIEIAIOTCS HA OCHOBE aHAJIM3a PUCKOB, CBSI3AHHBIX C CUCTEMOM.
[InanupoBaHue MEPUOAMYECKUX TMPOBEPOK BKIIOYAETCS B BAIMJALMOHHBIM MacTep IUIaH.

45



[Tepuoandeckue 0030pbl OCYIIECTBISIOTCS B COOTBETCTBHHM C 3apaHee yCTaHOBJICHHOM
MPOLEIYPOU.

9.8.9 OO6yuenue u [Ipouenypsl Mo UCHOJIL30BAHUIO CUCTEMBI

Jns xkaxxnoit GMP cuctemsbl T0JDKHBI OBITH pa3padoTanbl o0s3aTenbHbIe 11 BeimoaHeHus COIN,
OTIPENICTISAIONINE MOPSIA0K pabOTHI C CUCTEMOM M MOJTAITHOE BHINIOJIHEHUE oneparuii. Kpome
TOTO, TAKHUE MPOLIEAYPHI JOJKHBI COJAEPKATh pa3/iell, MOCBSIICHHBIN CIICIIMAIbHBIM, a HE
PYTUHHBIM JIEHCTBUSIM, COOTBETCTBYIOIIUM KaXKJI0M CUCTEME, TAKUM KakK:

- I[O6aBJ'IeHI/Ie, HU3MCHCHUC U YAAJICHUC 3aIThcei.

— BeImonHeHne pyTUHHBIX MEPHOANYECKHUX 3a7ad (HampuMep, MepecTpoeHrne UHaeKca 0asbl
JIAHHBIX ),

— IloaroroBka (BbIOOP M COPTUPOBKA, ONPEAEICHUE TIOCIEN0BATEIBHOCTEN U T./1.) SKPAHHBIX
3alpPOCOB U PaclevyaTaHHbIX OTYETOB O CUCTEMHBIX JIAHHBIX,

— 3amyCK YIpPaBISEMBIX TI0JB30BaTEIeM WHTEp(PEHCOB Iepenadd NaHHBIX B/H3 APYTHX
CUCTEM,

— BrIrpy3ska unm 3arpy3ka JaHHBIX Ha pabouyro CTaHIMIO WIIM YCTPONCTBA yAaJIeHHOro cOopa
JTAHHBIX U3 CUCTEMBI,

— IlpoBepka KOHTPOJIBHOI'O ClIEAA.

VYuebHble TMIaHbl M y4yeOHblE 3alUCU  JOJDKHBI TMOAJIEPKUBATbCA Ui TOTO, 4YTOOBI
MPOJIEMOHCTPUPOBATh AYJUTOPAM, YTO CHCTEMBbI MCIOJIB3YIOTCS KBaIU(UIUPOBAHHBIM U
00y4EHHBIM ITEPCOHAJIOM.

9.9 Oco0Oble TpeOOBaHUSA K BAJTUAALMHU

9.9.1 Bamupanus ['nmoo6ansaeix Cucrem

['mobGanbHble cucTeMsbl - 3T0 Takue [T - cucTembl, KOTOpbIE LIEHTPAIU30BAHHO YNPABISIOTCS U
MCIOJIb3YIOTCSl HA HECKOJIBKUX IIJIOLIa/IKaX PErynpyeMoil KOMIaHUH; 3TH CUCTEMBI MOTYT OBITh
LEHTPAJIM30BAaHHO BHEAPEHBI U BBEACHBI B DOKCIUIyaTallMI0 WIM PaCHpOCTPAHEHBI JJIs
UCIIOJIB30BAaHUs Ha KaXJAOW Iulomanke. /Jlias STUX CHCTEM KU3HEHHBIA LMKJI BaJIMJALUU,
paccMaTpuBaeMblii B paMKax 3TOM MPOLEAYpPhl, MOXKET ObITh CKOPPEKTUPOBAH TAKHUM 00pa3oM,
4T0OBI 00ECTIEYNTh MAKCUMAIbHO LIEHTPAIM30BAaHHOE CO3/IaHUE COrTIACOBAHHON IOKYMEHTALIUHU U
CBECTH K MUHUMYMY YCUJIHUS IO BAIMIALMY HA YPOBHE ILTOIIAIKH.

I[J'If[ K&H(HOﬁ r7100aJbHOM CUCTEMBI noaxoJ K Balvaalvr OonpeacaIsaeTCsa B CAMHOM rJ100aJbHOM
IIaHE BaJlMJallvH, KOTOpBIﬁ OonpeacisicT ria00ajgbHbIE M JIOKAJILHBIC PE3YyIbTAaThI. JlokannHas
pcainursanusa MOXET OBITE ACTAJIM3MPOBAHA B INIAHC IIPOBCPKU KOHerTHOfI IIoImaaKu, CO3JaHHOM
B COOTBCTCTBUU C BbILICYIIOMAHYTBIM r100aIbHBIM BaJIMJAIIMOHHBIM I1JIAHOM.

Hpouecc BaJIngalli JIs1 OTHUX CHCTEM MOXKCET BKIKOYATHh T HOG&HBHLIﬁ IIaKCT BaJIHUAallvu,
OPUEHTHPOBAaHHBIN, B TEPBYIO oOdepenb, Ha obOecredeHue (YHKIMOHAIBHONH HAJAEKHOCTH
cucrembl. Kaxkast miomanka MoxXeT opHUIHaIbHO IPUHATH PE3yIbTaT II00aIbHONM BaTUAALUH U
co37aTh JIOKAIbHYIO CHEIU(UKAINIO/TOKYMEHTAIMIO TI0 TECTHPOBAHUIO, CBS3aHHYIO C
(YHKIIMOHATBLHBIMU BO3MOXXHOCTSMH TUIOMIA/IKHU, €CIIM TaKOBble uMeroTcs. [Iponece Bamuaanuu
JIOJDKEH BKIJTFOYATh B ce0sl BEpU(PUKAIMIO TTPOIIECCOB, BHITIOJHIEMBIX ITOCPEICTBOM CHUCTEMBI HA
KaKIOU OTAEILHOU IUIOIIAIKE.
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I'moGanpHas JOKYMCHTallMd OOJDKHA OBITE AOCTYIIHA JIA IUIOIIAAKH B CJIydac HNPOBCACHUSA
HUHCIICKIIUHU. JlokanpHbBIH noAXoJ IMiIomaak K BaJIUAAlUN JOJIZKCH YTBCPIKIAATHCHA rI100aIbHEIM
PYKOBOACTBOM JIA obecrieueHus rapMOHHU3UPOBAHHOI'O U COTJIACOBAHHOIO IMOAXO0JA.

«JlokanpHas» KOMaH/a JOJKHA OBITH 00y4YeHA, YTOOBI OBITH B KypCe CTPATETHH, HCIIOIb3yeMOM
JUTSL IPOBE/ICHUS BAJTUIAIMHU HA TJI00ABHOM U JIOKAJIbHOM YPOBHSIX.

9.9.2 Bammupanusa «00JIad4HbBIX» CUCTEM

[Ipy wWCHONB30BaHUU «OOJIAYHBIX» WM «BHPTYAIbHBIX» CEPBHUCOB HEOOXOIUMO YIENATh
BHUMAHHUEC ITIOHHUMAHHIO HpeI[OCTaBJISIGMBIX YCJIyI‘, BJIaACHHUIO, H3BJICUCHHIO, XpaHeHI/IIO nu
0€e30IMacHOCTH JaHHBIX.

OO0s13aHHOCTH 3aKa3YMKa CUCTEMBI (T. €. PETYIHPYEMOi KOMITAHNUHN ) U UCTIOTHUTENS (IIOCTaBIINKA
IT-ycnyr) onpenenstorcs TEXHUYECKUM COIJIAIIEHUeM WM JoroBopoM. CornameHue JOHKHO
o0ecrnieunBaTh CBOEBPEMEHHBIM JOCTYN K JaHHBIM (BKJIIOYas METaJaHHbIE U KOHTPOJIbHBIE
KYpHajbl) BIAJENblly JaHHBIX M HAllMOHAJIBHBIM KOMIIETEHTHBIM OpraHaMm IO 3aIpocy.
KoHTpakThl ¢ HOCTaBIIMKaMHU ONPEAEISIOT OTBETCTBEHHOCTh 32 apXUBUPOBAHNE U HETIPEPHIBHYIO
YUTAEMOCTh JIAaHHBIX B TEUCHHE BCETO MEPHO/Ia XPAaHEHUS (CM. apXHUBUPOBAHUE).

B HacTos111€e BpeMs peryJiupyeMbIM KOMIIAHUSIM PEAOCTaBISIOTCS CIEAYIOIINE BUbI YCIIYT:

— IlIporpammMHoe obecnieuenue kak yciyra (Software as a Service, SaaS) — perynupyembie
KOMITAHUH HCIIONIB3YIOT MPHJIOKEHHS, padoTaromue Ha HHYPACTPYKType, MPUHAIISKAICH
noctaBuuky IT-yciyr. Perynupyemble KOMIaHuM HE YHPaBJISAIOT U HE KOHTPOJIUPYIOT
0a30Byl0 HMH(PACTPYKTYpy WIM Jake€ OTICIbHbIE BO3MOXKHOCTH MPHUJIOKECHHH, 32
UCKJTIOUEHHEM  OrPaHMYEHHBIX  IOJH30BATEIBCKUX  MApaMeTpoB  KOH(HUTypamuu
MIPUITOKEHU I

— Ilnardpopma kax ycmyra (Platform as a Service, PaaS) — perymupyembie KOMITaHUU
ucnonb3ytoT IT-ungppacrpykrypy, pasmeniennyto nocrasmukom IT - yenyr, nns 3amycka
NPUJIOKECHNH, CO3JaHHBIX C  HCIOJNB30BAaHMEM  OIEpAIlMOHHBIX ~ CHCTEM, SI3BIKOB
OpOrpaMMHUPOBAaHUSI U HHCTPYMEHTOB, MOJAEP)KHUBaeMbIX mocTaBmukom IT-ycmyr.
Perynupyemble KOMIIAaHUM HE YHPABISAIOT M HE KOHTPOJUPYIOT 0a30ByI0 OO0JIauHYIO
UHPPACTPYKTYPY, BKIIIOYAsl CETh, CEPBEPHI, ONEPALMOHHbIE CUCTEMBl WIN XPaHUJIMILE, HO
HO-NIPEXKHEMY KOHTPOJIUPYIOT Pa3BEpHYThIE MPHUIOKEHHUSI M, BO3MOXKHO, KOH(PHUIypanuu
Cpebl pa3MELCHUS TPUII0KEHU I

— Hudpactpykrypa kak ycayra (Infrastructure as a Service, [aaS) — Brnagenen ucrnoyib3yer
OCHOBHBIE BBIYUCIIUTENIBHBIE PECYPCHI, TAKUE KaKk 00pabOTKa, XpaHEHHE, CETH, /1€ KIIMEHT
MOJKET Pa3BEpThIBATh U 3allycKaTh MPOM3BOJIBHOE MPOrpaMMHOE OOecliedeHHe, KOTOpOe
MOJKET BKJIFOUATh ONE€pallMOHHbIE CUCTEMBI U IpuiiokeHus. KiMeHT He ynpasisier 6a30Boii
obsmayHOM HMHPPACTPYKTYpOH, HO HMMEET KOHTPOJIb HaJ OMNEPAIMOHHBIMU CHUCTEMaMHU,
XpaHWIUIIEM, Pa3BEPHYTHIMH MTPHUIOKESHUSIMH H, BO3MOXXHO, OTPAHUYCHHBI KOHTPOJIb HA/T
BbIOpaHHBIMU CETEBBIMU KOMITIOHEHTaMU (Hampumep, OpaHaMayspaMu X0CTa).

HaznexHOCTh KOMIBIOTEPU3UPOBAHHOM CHCTEMBI, UCIOJB3YEMOW PEryIupyeMOd KOMIIAHHMEH,
BCErZla HaXOAMTCSA B 30HE OTBETCTBEHHOCTH pETYIMPYEMOH KOMIIAHMM, KOTOpas OJIKHA
JOKYMEHTHUPOBATh COOTBETCTBYIOIIMM IPOLECC BaIMIALMK, MWCIONb3Yd JOKYMEHTALUIO,
IIPEIOCTABIIEHHYIO MIOCTABLIIMKOM CHCTEMBI.
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JKv3HEHHBII UK BaluJaluy OCYIIECTBIIAETCA B COOTBETCTBUU C U3JI0)KEHHBIM B NPEABIAYIIINX
pa3zienax, TrapaHTHpPysd, YTO CJIEAYyIOIIMEe KOHKPETHbIE Mepbl JTOJDKHBIM  0Opa3oM
IIPOBEPEHBI/TIOITBEPHKACHBI:

- OL[GHKa IIoCTaBIIMKa BBIIIOJIHECHA HAa MCECTEC U A0 OHpeI[eJICHI/ISI CTpaTeFI/II/I BaJingalnnu B
IJaHe BaJWJallMyd; METOJ OIICHKH TOCTaBIIMKA JOJDKEH OCHOBBIBATHCS HA PHUCKE,
CBSI3aHHOM C CHCTEMOM

— HJIaH BaJIgaliuin y‘-II/ITLIBaeT peBy.HBTaTBI aTalia OLCHKHU ITOCTAaBIIIUKA

— JlokyMeHTanus 1Mo BaJlWJAllMM MOXKET HMCIOJb30BATh CHENU(PHUKAINN, JOKYMEHTAIHIO 10
kBamuukanuu  MoHTaxka (IQ) u  dysxumonupoBanus (OQ), mpenocTaBICHHYIO
MOCTABIIMKOM, €CIM OSTH JOKYMEHTHl OYAYyT NpU3HAHBI aJ€KBAaTHBIMU NIPU OLIEHKE
IIOCTABIINKA

— Dd¢dexTuBHBI cTaTyc corjameHuss o0 ypoBHE OOCTYXHBaHHS TIPOBEPEH Ha JTare
tectupoBanus [Q

— Kanuduxanus skcruryatanuu (PQ) / Ipuemounsiii Tect nons3oBarens (User Acceptance
Test UAT) BbINOJHSETCS KOHEUHBIM IIOJb30BATENIEM PETYJIUPYEMOM KOMIIAHUH,
IIPOBEPSIOLINM, YTO CUCTEMA paboTaeT 110 Ha3HAuYEHU!o MoJib3oBarens (Ha ocHoBe URS) Bo
BCEX MPEIOIaraeMbIX padOvYrX AUana3zoHax.

Be10op cucTeM 10JIKEH OCYIIECTBIATHCS HAa OCHOBE HAJSKHOM OLIEHKH MOCTaBIIMKOB MO BCEM
acreKkTaM IpeJIoCTaBIsIeMbIX yciyr. JlomyckaeTcs NMpUBIEKaTh KOHCYJIBTAHTOB, 00JalarolIMX
3HaHusAMH B ob6nactu IT, i 3¢d¢dexkTuBHOro TecTUpOBaHUS «OOJIAYHOrO» IMPOrPaMMHOIO
oOecrieueHus, miaarGopMbl M UHPPACTPYKTYPbI, a TaKkKe M MPOBEPKH COOTBETCTBUS U
YIPaBIIEMOCTH  «oOsagHoro» mnpuioxkeHus. Ayaut [T-GezomacHocTH  J0KEeH  OBITH
OPHUEHTHPOBAH KAK MUHAMYM Ha CJIEYIOIUE aCIIEKThI:

— Kak nmocraBmiuk yBe1oMIISIET pEryIHpyeMyt0 KOMIIAHHUIO O TPoOIeMax, KOTOPhIE BIUSIOT Ha
LEJOCTHOCTD IAHHBIX, BKIIFOYAasi, HO HE OTPAHUYUBASICH, CIEAYIOIIMMH U3 HUX: TEXHUYECKHE
OIMMOKU U OMIMOKK XOCTHHTA, OIIMOKH, CBS3aHHBIC C HAPYIICHUSIMH 3aIUTHI, OIIMOKH B
MPOTrpaMMHOM O00€CTICUeHHH, TPOOJIEMbI PE3EPBHOTO KOMMPOBAHUS U BOCCTAHOBJICHUS
W/WUTY BBITIOJIHEHHUSI TJTaHA aBAPUHHOTO BOCCTAHOBJICHUS;

— be3onacHocTs aBTOpH3alMK U TpeOOBAHHUS O Pa3/IeIEHUI0 00sS3aHHOCTEH;

— Ilpornecc ynpaBineHust U3MEHEHUSIMU JJIs YITYUIICHUH, UCTIpaBJIeHUH, 0OHOBIEHUN
— TpeOoBaHus K XpaHEHHIO IKOHTPOJIBHOTO ciena U kypHaia coobituil (Event Log);
— MexaHu3M yInpaBieHUs TOCTYIIOM;

— MexaHu3M HIeHTU(UKALY U ayTeHTU(DUKALUHY;

— Mexanusm muppoBanus;

— Kpanuduxanus undpactpykTypsl (naxe eciau HHQPACTpyKTypa YHpPaBIsSETCs TpeThei
CTOPOHOM)

— [laker Banunanuu (crenudukanys U NPOTOKOJIbI TecTUpoBaHus). JItoGbie 0OHapyKEHHbIE
POOEIIbI/HECOOTBETCTBHSI JOKHBI OBITH YCTPAHEHBI MOCPEICTBOM KOPPEKTUPYIOIIUX
JIECTBUM, corjgacoBaHHbIX IlocTaBIIMKOM, W JIONOJHMUTENBHBIX MEPONPHUIATHI IO
BaJIMJAllMM B paMKax IMPOEKTa BHEAPEHHs (HalpUMep, JOMOJHUTENbHBIX HCIBITAHUN),
BBIIIOJIHSIEMBIX PETYJIMPYEMOM KOMIIAHUEH.
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«O061ayHbIe» TPUII0KEHUS PACCMATPUBAIOTCS TOJIBKO KaK COOTBETCTBYIOIINE KATETOPHIM 4 WIIN
5 no xnaccupukaun GAMP. C TOukHM 3peHust peryaupyeMoil OpraHu3alMu KOHQUTYparus
00JTaYHBIX MPHUIOKEHUMH, JTOJDKHA paccMaTpUBATBhCS Kak KaTeropus 4, B TO ke BpeMs Jro0as
MOJIb30BaTeNbCKasl pa3paboTka WHTEp(EHCOB WU Tepenavyd JaHHBIX, BiIusoomux Ha GMP,
CBsi3aHHas OOJayHBIM TPHJIOKEHHEM, JOJDKHA paccCMaTpUBAaThCA KaK COOTBETCTBYIOIIAs
KaTeropus 5 U 10JKHA ObITh UCIBITAHA COOTBETCTBYIOLIUM 00pa3oM.

Ecnmu «o6maunasy» undpacrpykrypa (IaaS u PaaS) Oblna BeiOpana 115 peanmsaiuu, Heo0X0auMo
yOeIuThCS, YTO OHA COOTBETCTBYIOIIUM 00pa30oM KBaIU(HUIIMPOBAHA B COOTBETCTBHUH C Pa3/AeIOM
9.10 mocTaBMIUKOM H/WIIA PETYITUPYEMON KOMITAHUECH.

9.9.3 Banupaanus 3J€KTPOHHBIX TaOIUIL

Kamz{aﬂ QJICKTPOHHAsA Ta6nnua pacCMaTpuBacTCA B Ka4yCCTBC O,Z[PIHO‘IHOP'I
KOMHBIOTGpHBHpOBaHHOﬁ CUCTCMbI, U ITIOITOMY KPUTHYCCKHUC SJICKTPOHHBIC Ta6J'II/II_IBI noaJIcKat
HHBCHTAapHU3alu1, OUCHKE PHUCKA U BaJIMJallU COOTBCTCTBCHHO.

ONeKTpOHHBbIe TaOaMIBl OOBIYHO NPUMEHSIOTCS [UId IOBTOPEHHUS alrOpUTMa pacyera;
ucnons3oBanue Excel B kauecTBe 0a3bl JaHHBIX (T. €. 3JEKTPOHHAS TaOIMIA, CTIONb3yeMast s
xpaHeHus u apxuBupoBaHusi GMP-nannpix GMP) 3anpemaercs, eciiu KOHTPOJIbHBINA Clel HE
OTCJIC)KMBAETCA C TIOMOIIBIO TOMOJHUTENBHBIX MEP.

Kareropust Tabmmier Excel mo knmaccudukanmu GAMP 3aBucHT OT THIa omneparuii, KOTOpble
BbInosHAOTCS ¢ GMP aHHBIMU B 3TOH Ta0/IMIle B COOTBETCTBUHU CO CIICAYIOLINM:

— Kareropust 3 (He KOH(UTYpHUpOBaHHAs) SJIEKTPOHHAs TaOMMIIA TPOCTO HCIIOIB3YET
cOOCTBEHHBIC (QYHKIIMM 0e3 KOH(HTrypanuu (Harmpumep, AaHHBIC BAUAAIUH, YCIOBHOE
dbopMaTupoBaHue)

— Kareropus 4 (koHpurypupoBaHHas): 3eKTpoHHas TaOiuiia BBIMOJIHSAET BBIYUCICHUS C
MTOMOIIBI0 HACTPOCHHBIX (PopMyI (Takke (HOPMYIIBI, UCTIOIB3YIOIINE OCHOBHBIC (DYHKIIMH
excel, Hampumep, CIOXKEHNE, BEIYUTAHHE, JICTICHUE)

— Kareropus 5 (monb3oBarenbckasi): 3yeKTpoHHass Tabnuia Ucmosib3yeT MO0Jb30BaTeIbCKUE
MaKpOChI, CJIOKHBIC UJIHN BJIOKCHHBIC JIOTUYCCKHUE U CXOKHEC (1)yHKHI/II/I

Kaxngas cucrema »IeKTPOHHBIX TaOJWI] JOJDKHA HCIOJIB30BATHCS C YYETOM CIETYIOIMINX
(bakTopoB:

— OGecnieueHue O€30MACHOCTH 3JEKTPOHHOM TaONMIBI, TapaHTUPYs, YTO MOTYT ObITh
3aI0JIHEHBI TOJIBKO BXOJIHbIE siueikH (Hampumep, GopMyJibl HE MOT'YT ObITh HAMEPEHHO WU
CIIy4aiiHO Mepe3anucaHbl, apaMeTpbl pa3pabOTKH OTKIIOUYEHBI).

— Hacrtpoiika 06e30mMacHOCTH JOCTylma W TPOBEPKH AaBTOPU3AIMHU, HAMPUMEP, CO3/IaHHE
anekTpoHHOU Tabmuiy Excel B BblneneHHON namnke ¢ mpaBamMH J10CTYIa, ONPEIEICHHBIMU
JUTSI BCEX TOJIB30BaTeIeH AICKTPOHHON TAOJIHIIBI.

— Broinonnenue 1100bIX BBIUKCICHHM, CBI3aHHBIX C TOYHOCTBIO, OTOOpa)kaeMoil Ha dKpaHe U
B OTYeTaXx.

— Hcnonb3oBaHue mepeMeHHBIX AIEKTpoHHOW Tabmwuibl, (B Microsoft Excel Ha3wiBaembie
«IMeHaMuny), AaI0MKX BO3MOXKHOCTD CO3AaHUs (DOPMYIIbL. (HaIpUMEpP, BMECTO BKIIOUCHHUS
B OpMYIy CCHUIKM Ha siueiiky A4, ompenenuTb A4 MMEHEM «KOJIMYECTBO» U BKIIOYHUTH
ctpoky «KommaectBo» B hopmyy)
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— OOecniedyeHne MPaBUIBLHOCTH BBITOJIHCHUS PE3EPBHOTO KOMHMPOBAHUS (1)1 3JIEKTPOHHBIX
TaOIHI, XPAHAIIUXCS B JIOKAJIbHBIX KaTajaorax).

— 3amuIEHHOCTD «IIPUBA3KN» KO BPEMEHH, BKIIIOYAsl YACOBOH MOSAC.

— IlpoBepka Toro, uro 3amonHeHHas Tabnuma coxpaHseTcs B HepemakTHpyemoM (aiine
(manmpumep, B popmare PDF)

— Ilpn ucnonp3oBaHuMK TabnuIbl Kak I[abJIOHa, HAcTpoMKa JOJKHaA oOecneduBaTh €&
COXPAHEHHUE TOJBKO B 3AIUILIEHHON MaIKE.

Pe3ynbrathl )KU3HEHHOTO IIMKJIa BaIMAAlMY, ONMCAaHHbIE B pa3zaenax 9.4-9.5-9.6-9.7, nomxHbl
OBITH CO3/1aHBI IS KX I0W TaOIHIIbI, TPU TOM HEKOTOPBIE TOKYMEHTHI MOTYT OBITh
00BbeTMHEHBI BMECTE (HApUMEp, €IUHBINA JOKYMEHT, OIMCHIBAIOIININ (YHKIIMOHATbHBIE
tpeboBanust URS/FS).

9.10 Ksanupuxkauus IT-undgpacrpykrrypsl

IT-undpactpykTypa moaaepKuBaeT CETeBble CUCTEMbI, YYaCTBYIOUIUE B MPOU3BOACTBEHHOHN U
VIOPaBIECHYECKONW JIEATENbHOCTH MPENNpHUITUIl KOMIaHuW. J[is 3amycka BaluAWPOBAHHBIX
MPUIIOKEeHUH TpeOyeTcst KBanudUuuupoBaHHas HHGPACTPYKTypa.

KBanmudukamuss  uHGpacTpykTypsl — oOecrneuynBaeT JOKYMEHTUPOBAHHYIO  BepUUKAIIIO
MPaBUIILHOCTH pabOThI U KOHTpoJMpyemoro craryca IT-undgpactpykrypsl.

IT-undpacTpyKkTypa CymECTBYET IS MOIICPKKH OCHOBHOHM NESTEIBHOCTH, IMPEIOCTABIIS:
wiatpopMy JUIS 3alycka OW3HEC-TIPHIIOKEHH, mponecchl [T-mHPpacTpyKTypbl, KOTOpHIC
00JIeryaroT MpUroHyo 1 KoHTpoiupyemyto IT-cpeny, obmue IT-ycnyru (Hanpumep, opucHbe
WHCTPYMEHTBHI, CPEJICTBA MHTPACETH, XpaHHUIIHILE (aiioB)

Crnenytouiye 3Tansl CBA3aHbl € MpoIieccoM KBanupukanuu KoMnoHeHToB I T-undpactpykTypsi:

— IlnanupoBaHue: I BBINOJIHEHUS TpeOyeMbIX NEHCTBHUM, 00s3aHHOCTEH, MpoUenyp U
CPOKOB,  TapaHTUpys, YTO  KBaJU(UKALMOHHBIE  MEPONPUATHS  BBINOIHSIIOTCS
CHCTEMaTUYEeCKHM M KOHTPOJIUPYEMbIM 00pa30M, Ha OCHOBE MIPEOIIPEICIEHHON CTpaTeruu

— Cnenudukanusi M MNPOEKT: MOJAPOOHO OMNHUCHIBAET amMapaTHYI W MPOrpPaMMHYIO
CTPYKTYpy KoMIIOHEHTOB [ T-nHdpacTpykTyphl, moanexammx KBajiupukanuu, rapaHTupys,
4TO JTOKyMEHTalus, cBsizaHHas ¢ IT-uHppacTpyKkTypoil, opraHn3oBaHa U MHTETPUPOBaHa,
YTOOBI OBITh JIETKOYNPABISIEMOM U KOHTPOJIUPYEMOH

— TecrupoBanue: utoObl yoenutbes, uto IT-uH@pacTpykTypa obecrneunBaeT HaJACKHYIO U
TOYHYIO paboTy

— OT4eTHOCTH: [yl MTO/IBE/ICHUSI UTOTOB ITPOBEIEHHBIX MEPONPUITUN 11O KBATU(PUKATUU
— (MYHKIMOHHUPOBAHHUE: YTOObI FapaHTUPOBATH CTATYC «KBATU(PHUIIMPOBAHO»

Cnenyrone BUIBl JEATENBHOCTH JKU3HEHHOIO IMKJIAa JOJDKHBI PAaccMaTpUBaThbCsl Kak
oOsi3aTenbpHbIe Ui Kaxkaoro koMmnoHeHTa [IT-undpactpykrypsl, otHOcsmerocst kK GMP:

— Ornenka Biuguns Ha GMP
— Ksamuduxanmonnsriii [Inan u OTyeTHOCTH

— [Ipoekrtnas crenudpukanys
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— HWcnwiranus npu kBanudukaruu MmoaTtaxa (1Q) u pyakimonuposanus (0OQ)
— BcnomorarenbHbI€ POLECCHL:

— VYmpaBieHue U3MEHEHUsIMU

— VYmnpaBneHue KoHpUTyparuei

- Pe3epBHoe KOIMMPOBAHUC U BOCCTAHOBJICHHUC

— 3ammra HHPPACTPYKTYPHI
— YmpaBieHue HHIMICHTaMU

Pemenne BoimenepeuncneHHbix 3agad st GMP-KOMIOHEHTOB MO3BOJSIET OOECHEYUTh
JIOKYMEHTAJIbHO TOJTBEPKAEHHOE COCTOSIHME KOHTpoJis, Heooxoaumoro s GMP  IT-
UHOPaCTpyKTYphl. JlOKyMeHTaus, Cco3/JaHHas B TEYEHHE IKU3HEHHOTO LHWKJIa, Oyzaer
MPEJICTABIATh CO0O0M KBaNM(PUKAMOHHYIO HokymeHTanuto mo IT-urdpactpykrype, KoTopas
COZCPKUT JIOKyMEHTAJIbHBIE JIOKa3aTeNbCTBA Haaiexamed paborsl IT-undpacTpykrypsl,
JIOKYMEHTAJIbHO MOATBEPK/Asl, UYTO OHA YIIPABJISAETCS, KAK YKAa3aHO B IPUMEHUMBIX PYKOBOISAIINX
MPUHIUIIAX.

[Mpouecc kBamudukauuu IT-undpactpyktyper, TpeOyembiit IlpaBunamu  Haanmexaiei
IIPOU3BOJICTBEHHOW NPAKTHKHU, JOJDKEH OCYIIECTBIATHCA B COOTBETCTBHUHM CO CIIELUAIbHBIM
IUIAHOM.

Keamudukamms IT-uHQpacTpyKTYphl sBISETCS HEOOXOIUMBIM TIPEIBAPUTEIHHBIM YCIOBHEM
BaJIMJAIIMH IPOTPAMMHOTO obecnieueHus1, KoTopast Beimonasercs B [T-ungpacrpykrype.

10. OBECIIEYEHHME HEJIOCTHOCTHU JAHHbBIX J1JIA
AYTCOPCHHI'OBOM JIEATEJBbHOCTH

I_ICJ'IOCTHOCTB JAaHHBIX HUI'PACT KIKOYCBYIO POJIb B oOecrieueHNM O€30IAaCHOCTH U OECJIIOCTHOCTHU
npeaAOCTABIACMBIX HU3BHC MPOAYKTOB U YCIYT. Mepbl 10 YIPABJICHUIO NAHHBIMU MOAPAAYHKA
MOTYT OBITH 3HAYHMTCILHO OCJIa0JICHBI HCHAaJAC)KHBIMH HJIN (baJILCI/I(i)I/IHI/IpOBaHHI)IMI/I JaHHBbIMU,
npeaoCTaBJICHHBIMU APYTMMHU IIaPTHEPAMU 110 LEITOYKE ITOCTABOK. DTO OTHOCUTCS KO BCEM BUIaM
ACATCIIBHOCTH, NCPCAAaHHBIM Ha ayTCOPCHHI, BKJIIOYasAd IMOCTABIIMKOB ChIPbiA, KOHTPAKTHOC
IMPOU3BOJACTBO UJIX KOHTPOJIbHO-aHAJIUTUUCCKUE YCITYT'U.

HepBOHa‘laﬂbHaﬂ U TIepuoauvcCKast peKBaﬂH(bHKaHHH NOCTaBIIMKOB U ayTCOI)CI/IHI‘OBOI\/'I
ACATCIIbHOCTH NOJDKHBI BKIIFOYATh YUCT PUCKOB LCJIOCTHOCTU AAHHBIX U COOTBCTCTBYIOINEC MCPbI
KOHTPOJIA.

Baxxno, 4ToOBI OpraHu3aus MOHMMAaNa OTPAHUYEHHS IEIOCTHOCTH JaHHBIX, MOTYYEHHBIX OT
MOCTaBIIMKA (HAMpUMeEp, KpaTKue OTYEThl M KOIWW/pAclieyaTKH), a TaKXKe CI0KHOCTH
JTMCTAaHIIMOHHOTO Ha30pa. OOBIYHO HEOOXOAUMBIM SIBIISIETCS IMCTAHIIMOHHBIN aHAIN3 TAHHBIX B
CBOJHBIX OTYETaX, OJHAKO OTPAaHUYEHHS JWCTAHIIMOHHOTO aHalM3a IaHHBIX JOJDKHBI OBITh
MOJTHOCTBIO TTOHATBI, YTOOBI 00ECTICYNTh HAUICKANUH KOHTPOJIb IEJIOCTHOCTH JIaHHBIX. BakHo,
qTO6BI KpaTKUC OTYCTBI PACCMATPUBAINCH KaK II€pCaavya NaHHbIX, U LITO6I>I 3aUHTCPCCOBAHHBIC
CTOPOHBI HC MTOJIarajiuCb UCKJIHOYUTCIIBHO Ha JAHHBIC KPATKUX OTYCTOB. ﬂO NPpUHATHA CBOAHBIX
JaHHBIX, OLICHKA CHCTCMblI KadyCCTBa IIOCTAaBIIIMKA H CO6JIIO,Z[€HI/IC OPUHOUIIOB IECJIOCTHOCTHU
JaHHBIX JOJIKHBI GBITL YCTAHOBJICHLI ITYTEM ayIMTa HaA IJIOMIAAKE MMOCTAaBIIUKaA. Ay,Z[I/IT JOJI?KCH
JaTh YBEPEHHOCTh B JOCTOBEPHOCTH JaHHBIX, T€HEPUPYEMBIX KOMITAHUEH-TIOAPSIINKOM, |
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BKJTII0YATh 0030p MEXaHU3MOB, UCTIOIb3YEMBIX /Ul (POPMHUPOBAHUS U TIEpeady CBOIHBIX JTaHHBIX
U OTYETOB.

Crnenyer mpOBOIUTH PpEryNIspHbIE 0030pbl PUCKOB, CBSI3aHHBIX C IMOCTAaBIIMKAMU U
ayTCOPCHHTOBOM JIESITEIbHOCTHIO, IEPUOJMUECKHU OIICHNUBAs CTENICHb TPEOYEMBIX MEp KOHTPOJIS B
OTHOILIEHHE L[EJIOCTHOCTHU JIaHHBIX.

Mexny perynmupyeMblMH KOMIAHUSMH ¥ IOCTaBIIMKAMU/TIOJAPSAHBIMU  OpraHU3AIUSIMU
(HampuMep, KOHTPAKTHBIMH TPOU3BOAUTEISIMU) JOJDKHBI OBITH 3aKJIIOYEHBI COTJIAIICHUS 10
Ka4yecCTBY, COJEpiKallie KOHKPETHBIC ITOJIOKEHUS 1O OOECHEYCHHIO IIEJTOCTHOCTH [aHHBIX B
paMKax TOAJEpPKUBAEMOro Tporecca (IMPOLUEccoB). DTO MOXET OBITh IOCTHUTHYTO ITyTEM
(dbopMHpOBaHUs OXHUJAHUK B 00JACTH YHpABJICHUS JaHHBIMH, a TaKkKe MyTEM obecredeHus
«IPO3PAYHOCTH» OTHOCUTEIIBHO OTYETHOCTU McmomHuTens mepex 3aKa3uukoM Ha MpeaMeT
omuOoK/oTKIIOHeHUH. Takxke OKHO OBITh YCTaHOBICHO TpPeOOBaHHE O HEMEIEHHOM
MH(POPMHUPOBAHUHU 3aKa3zyMKa O KAKHX-JIMOO COOSX LETOCTHOCTH AAHHBIX, MPOM3OLICANINX Ha
cropoHe McnomHuTens. AynuTbl TOCTaBIIMKOB M, B TOM 4YHCJIE, MOCTAaBIIMKOB YCIYT,
POBOAMMBIE TPOU3BOMUTENEM (MM TPEThE CTOPOHOH OT MMEHH IPOM3BOAMTENS), AOJIKHBEI
BKJIFOUATh IPOBEPKY MEP 10 00ECIIEUEHHIO LIEJIOCTHOCTH JaHHBIX B KOHTPAKTHOW OpTaHU3aLlUH.

11. PEI'YJISATOPHBIE MEPBI B OTBET HA HECOOTBETCTBUAA,
BBIABJIEHHBIE B OBJIACTHU HEJTOCTHOCTHU JAHHBIX

HecootBercTBHsi, 00yCIOBIICHHBIE HAPYIICHWEM IIEIOCTHOCTH JaHHBIX, MOTYT IIO-Pa3HOMY
BJIMSTH Ha KaUeCTBO MPOAYKIUH. «OOIUPHOCTE» cOOs TAK)KE€ MOXKET BapbUpPOBATH OT JECHCTBHM
OJTHOT'O COTPYIHHUKA /10 c0O0sl B paMKax BCe MHCIEKTUPYEMON OpraHU3aIuH1.

B cinydae oOHapyxeHMs HapylleHHs LEJIOCTHOCTH IaHHBIX, B IEPBYIO OYepedb, CIEIyeT
paccMOTpeTh BO3MOXKHOCTb pa3pellieHHs BBIIBICHHBIX IPOOJIEM M OLEHKH PUCKOB, CBSI3aHHBIX C
pobeMaMu IIETOCTHOCTH JaHHBIX, a TAK)KE PETPOCIIEKTUBHOM OLIEHKU AaHHBIX. B T.H. «oTBeTe»
CO CTOPOHBI KOMIIAHUU Ha BBISIBIIEHHbIE HECOOTBETCTBHS JIOJIKHBI ObITh W3JI0)KEHBI MPHUHSITHIE
MEpBHI.

Perynupyemas komnaHusi JOJKHA MPOBECTH JAETAJIbHOE pacciieloBaHue, BKIOYas 0030p Bcex
3a/IeCTBOBAaHHBIX JTA0OPATOPUH, MPOU3BOICTBEHHBIX ONEPAIlUi U CUCTEM, a TAK)Ke 000CHOBaHUE
00011 4acTu Onepaluu, KOTOPYIO PeryIupyeMblil OJIb30BaTeNb IpeiaracT UCKI0YUTh. B xoze
paccieoBaHust MOTYT MPOBOJIUTHLCS coOeceqOBaHUS C HBIHEITHUMH M OBIBIIMMH COTPYJHUKAMU
KOMITAaHUU JJIS1 BBISIBIICHUS XapaKTepa, MaciiTaboB U KOPHEBBIX IPUYUH HETOYHOCTEH B TaHHBIX.
OTu cobece1oBaHUsl MOTYT MPOBOJAUTHCS KBATH(PHUIIMPOBAHHON TPEThel CTOPOHOIA.

PaccrnenoBanue 10J5KHO BKIJIFOUATh OLIEHKY, OPUEHTHPOBAHHYIO Ha!

— Macmrad HapylieHus LEIOCTHOCTH JaHHBIX Ha OOBEKTe, HE OrPaHWYHMBASICh OJHUM
HAOII0AaeMBbIM CITydyaeM, a IpOBEpsisi Bce JApPYyrue Cilydad, KOrja HapyIIeHHE MOTJIO
MIPOU30UTH.

— BrwusHue HapylieHHs IeOCTHOCTH JaHHBIX Ha O€30MacHOCTh NalMeHTa W KadyecTBO
MPOAYKLIMM, ONPEACIIEMOE C YYETOM PHUCKOB, CBA3AHHBIX C TEKYLIMMH OIEpalUsIMU, U
m060€e BIMSIHUE Ha JIOCTOBEPHOCTH JAHHBIX, IPEACTABICHHBIX B PErYIATOPHBIE OpraHsbl,
BKJIFOYasl JAHHBIE, CBA3aHHBIE C PErUCTPALIMOHHBIMU JOChE HA MPOAYKIIUIO

— BrigaBinenue KOPHEBLIX IPUYWH HAPYIICHUA HCIIOCTHOCTU JAHHBIX.
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Koppektupyromue u npeaynpexiarolivie JAeWCTBUSA, MPEANPUHATHIE Ul  yCTPaHEHHUS
yS3BUMOCTEM LEJIOCTHOCTU [aHHBIX, U CPOKM HX pealu3alld IOJDKHBI, 110 KpaWHEeW Mepe,

BKJIFOYATh:

- BpeMeHHBIe MCPbI, OIIMCBIBAKOHIINC HeflCTBHH 10 3alIUTC IMAallMCHTOB H obecreyeHnro

KAa4eCTBa JICKAPCTBEHHBIX CPEJCTB, TAKUE KAK YBEJOMIICHHE KJIMEHTOB, OT3bIB IIPOAYKIIHH,
IIPOBEICHUE JOIOIHUTENBHOIO TECTUPOBAHUS, BKIOYEHUE CEPUI POAYKIIUH B IIPOrPAMMY
MOCJIEAYIOMEr0 M3Yy4eHUs] CTAaOUIBHOCTH, ACWUCTBUS B OTHOLICHHE DPErHCTPALMOHHOTO
JI0ChE M YCUJICHHBI MOHUTOPUHT TOCTYMAIOMIUX PEKIaMaIIi/TIPETeH3UH.

Jlonrocpodynble  Mephl,  BKJIIOYAIONME  JCHCTBUS IO  BOCCTAHOBJICHHIO U
YCOBEPUICHCTBOBAHUIO MPOIEIYp, MPOILECCOB, METOIOB, CPEICTB KOHTPOJISA, CHCTEM,
YIIPaBJIEHYECKOTO HAJI30pa U METOJOB YIPaBJICHUS MEPCOHAIOM (Hampumep, oO0ydeHue,
KaJ[pOBBIC YCOBEPIICHCTBOBAHUS), TpPEJAHA3HAYCHHBIC MJIsi OOCCIEYCHUS IEJIOCTHOCTH
JTAHHBIX.

12. AICTOPUS UBMEHEHUM

Jlata BBeneHus Howmep ConeprxaHue U3MEHEHMSI
penakuuu
01 BBenenue HOBOro 10KyMeHTa
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